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Preface

The goal of the IST/FET proactive initiative on Global Computing is to ob-
tain models, frameworks, methods, algorithms to build systems that are flexible,
dependable, secure, robust and efficient. The dominant concerns are those of
handling the co-ordination and interaction, security, reliability, robustness, fail-
ure modes, and control of risk of the entities in the system and the overall design,
description and performance of the system itself. Completely different paradigms
of computer science may have to be developed to tackle these issues effectively.
The research should concentrate on systems having the following characteristics:

— The systems are composed of autonomous computational entities where ac-
tivity is not centrally controlled, either because global control is impossible
or impractical, or because the entities are controlled by different owners.

— The computational entities are mobile, due to the movement of the physical
platforms or movement of the entity from one platform to another.

— The configuration varies over time. For instance, the system is open to the
introduction of new computational entities and likewise their deletion. The
behavior of the entities may vary over time.

— The systems operate with incomplete information about the environment.
For instance, information becomes rapidly out of date and mobility requires
information about the environment to be discovered.

The ultimate goal of the research action is to provide a solid scientific foundation
for the design of such systems, and to lay the groundwork for achieving effective
principles for building and analyzing such systems.

The workshop covered the aspects related to languages and programming
environments as well as analysis of systems and resources involving nine projects
(AGILE, DART, DEGAS, MIKADO, MRG, MYTHS, PEPITO, PROFUNDIS,
SECURE) out of the 13 founded under the initiative. After a year from the start
of the projects, the goal of the workshop was to determine the state of the art
in the topics studied in the two clusters related to programming environments
and the analysis of systems, and to devise strategies and new ideas to profitably
continue the research effort towards the overall objective of the initiative.

Before starting the technical contribution, we gave a brief description of the
nine projects involved in the meeting.

We acknowledge the Dipartimento di Informatica and Telecomunicazioni of
the University of Trento, the Comune di Rovereto, the DEGAS project for par-
tially funding the event, and the Events and Meetings Office of the University
of Trento for the valuable collaboration.

Rovereto, Corrado Priami
15 September 2003
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AGILE

Full Title: Architectures for Mobility
Contact Person: Wirsing, Martin — Ludwig-Maximilians-Universitaet Muenchen

Architecture-based approaches have been promoted as a means of controlling
the complexity of system construction and evolution, namely for providing sys-
tems with the agility required to operate in turbulent environments and adapt
very quickly to changes in the enterprise world. Recent technological advances
in communication and distribution have made mobility an additional factor of
complexity, one for which current architectural concepts and techniques are not
prepared for. AGILE will provide means for addressing this new level of com-
plexity by developing an architectural approach in which mobility aspects can be
modelled explicitly and mapped onto the distribution and communication topol-
ogy made available at physical levels. The whole approach will be developed over
a uniform mathematical framework based on graph-oriented techniques that will
support sound methodological principles, formal analysis, and refinement.

Objectives: AGILE will develop an integrated architectural approach to the de-
velopment of systems in which mobility is a key factor, including;:

1. primitives for explicitly addressing mobility within architectural models;

2. algebraic models of the evolution processes that result from system recon-
figuration caused by mobility of components;

3. extensions to modelling languages like the UML that make the architec-
tural primitives available to practitioners, together with tools for supporting
animation and early prototyping;

4. analysis techniques for supporting compositional verification of properties
addressing evolution of computation, coordination and distribution; and

5. refinement techniques for relating logical modelling levels with the distribu-
tion and communication topology available at physical levels.

Work description: In order to meet the proposed goals, AGILE will capital-
ize on the experience that the members of the consortium have accumulated
in the areas of formal software architectures, algebraic and logical development
techniques, process calculi, concurrency, combination of formal and semiformal
modelling techniques, graph-based semantics, and software development in busi-
ness domains characterized by a high volatility of requirements. More precisely,
AGILE will follow three main strands of research:

1. the extension of our previous work on the development of a categorical
framework supporting software architectures on the basis of the separation
between ‘computation’ and ‘coordination’ with an additional dimension for
‘distribution’ and, consequently, ‘mobility’, providing primitives — distribu-
tion contracts in line with the coordination contracts that we have been
developing — with which the distribution topology can be explicitly mod-
elled and refined across different levels of abstraction;
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2. the definition of algebraic models for the underlying evolution processes,
relating the reconfiguration of the coordination structure and the mobility
of components across the distribution topology, again capitalizing on our
previous work in graph transformation techniques, and laying down the basis
for logical analysis of evolution properties as well as tools for animation and
early prototyping; and

3. the extension of existing modelling languages and processes like the UML
with the concepts and techniques that will have been developed in the other
workpackages, including tools for animation and early prototyping. A fourth
line of work consisting of case study development and prototyping will ensure
that the project will develop a joint awareness of the problems and solutions
to be developed, and that the three different technical strands will actually
come together as part of a unified and effective architectural approach to
mobility.

DART

Full Title: Dynamic Assembly, Reconfiguration and Type-Checking
Contact Person: Moggi, Eugenio — Universita di Genova

The project will develop formalisms for dynamic assembly, reconfiguration
and type-checking of complex distributed software systems, such as telephone
and banking systems, that should be kept running as they evolve through patches
or upgrades, and should be able to adapt to changes in the environment.

Such formalisms will advance the state of the art in modelling the “temporal”
dimension of Global Computing (GC), where the ability to interleave meta-
programming activities, like assembly and reconfiguration, with computational
activities is a must.

The development of these calculi will rely on decisive progress in three areas:
calculi for dynamic assembly, calculi for object evolution and adaptation, flexible
and compositional type systems.

Objectives: The project aims to advance the state of the art in modelling and
programming software evolution while retaining safety. More specifically:

— We will provide foundational calculi for dynamic assembly and reconfigu-
ration which will be able to describe separate compilation, run-time code
generation, dynamic linking and loading.

— We will design foundational calculi supporting objects capable of changing
their behavior, e.g., by changing class, as well as calculi that are environ-
ment adaptable, e.g., able to test the existence of objects in the execution
environment.

— We will develop type systems that support “compositional analysis” through
the existence of “principal typings,” show how to use such type systems for
separate compilation and incremental type inference, and address the issue
of combining dynamic type-checking with dynamic assembly and reconfigu-
ration.
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Work description: The project is organized into five workpackages (WPs). The

first three WPs

1. Frameworks and Calculi for Dynamic Software Assembly,

2. Flexible and Compositional Type Systems, and

3. Calculi for Object Evolution

aim to develop the calculi and type systems identified as key project objectives.
The main goal will be to carry out the foundational work, which will take

the form of frameworks for dynamic assembly and reasoning about properties of

different assembly strategies, calculi for object evolution and adaptation, type

systems with properties that will make them particularly suitable for use in a

dynamic context. The other two WPs

4. Applications to Prevalent Languages, and

5. Flexible Dynamic Type-Checking for Dynamic Software Assembly

are downstream (their feasibility will be reassessed at the first review point at

month 12 of the project); their rationale is:

— to test the portability of innovative ideas expected from WPs 1 and 3, namely
facilities supporting object evolution (i.e., allowing an object to change its
class or the code of its methods) and environment-adaptable programming,
to a major programming language. Such a language will be chosen (at the
time of the first review) from among the prevalent ones for GC. The emphasis
on objects is motivated by the expectation that in any successful language
for GC the object paradigm will play a major role.

— to test how the innovative ideas expected from WPs 1 and 2 (and developed
fairly independently, but with portability in mind) can be merged in a unify-
ing framework that will account for dynamic assembly, reconfiguration and
type-checking.

The combination of dynamic type checking with dynamic assembly and re-
configuration is essential, since addressing these issues separately will either fail
to guarantee safety and efficiency or be significantly less useful in the GC envi-
ronment.

DEGAS

Full title: Design Environments for Global Applications
Contact person: Priami, Corrado — Universita di Trento

DEGAS aims to combine structured (semiformal) graphical methods for spec-
ification by picture and animation of global applications with formal methods
for their analysis and verification. We will investigate to what extent UML is
already suitable to model global applications and we will propose extensions.
We will propose formal models of these applications based on the operational
semantics of foundational process calculi for mobility. Static and dynamic analy-
sis concentrate on two key features of global computing: performance prediction
and security. We will assess the foundational studies in a prototypical proof-of-
concept environment that hides from the user as much as possible of the formal
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treatment. We will tune our development with case studies on wireless telecom-
munication applications.

Objectives: DEGAS addresses foundational aspects for the design of global ap-
plications by enhancing the state of the art in scientific as well as engineering
principles. The main concerns are the specification in UML and qualitative and
quantitative analysis of global applications. We plan to define the key features
of global (wireless) applications that should be exposed at an abstract level of
specification and analysis. We provide formal relations between the (possibly
richer or incomplete) UML models and the process calculi specifications to con-
nect the specification and the verification environment by hiding as many formal
details from the designer as possible. The static and dynamic analysis with case
studies should lead to the definition of new linguistic constructs and new models
to analyze and reason about the performance and security of global systems.

Work description: DEGAS is organized into workpackages (WPs). Besides the
management and assessment of progress and results, we have:

— WP3 (UML feasibility, modification and tool customization) customizes a
tool to build the designer’s interface and manipulate UML models.

— WP4 (extraction, reflection and integration) defines the interface between
the specification part of the environment and the verification kernel. The
extraction takes information from UML models and builds process calculi
specifications; the reflection exposes to the user the results of the formal
analysis in UML notation. The integration task is responsible for building a
unique case tool out of the subtools developed during the project lifetime.

— WP5 (dynamic analysis) is responsible for defining new linguistic constructs
and new models to carry out (quantitative and security) dynamic analysis on
transition-system-based representations of global applications. The WP also
exploits fine-grain models in which security and quantitative issues coexist.

— WP6 (static analysis) is responsible for specifying analysis in the flow logic
and abstract interpretation approaches to determine the overall responsive-
ness of the system and to harden the design against denial-of-service attacks.
We also investigate the usage of reachability information for controlling in-
formation leaks (to preserve confidentiality) and to ensure the correct au-
thentication of devices.

— WP7 (case studies) is responsible for validating the development of the
project as well for providing experimental guidance to the foundational stud-
ies.

The services we selected as case studies are:
(1) a pilot service for mobile entertainment, and
(2) mobile home banking.
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MIKADO

Full title: Mobile Calculi Based on Domains
Contact person: Stefani, Jean-Bernard — INRIA

Current middleware and programming language technologies are inadequate
to meet the challenges posed by a global computing environment. In particu-
lar, they tend to support only a limited range of interactions, have a limited
view of components and objects, fail to properly and uniformly support prop-
erties such as mobility, predictability, security and fault-tolerance, and they are
not amenable to rigorous investigation for verification, validation and test pur-
poses. The Mikado project intends to overcome these limitations by defining and
prototyping new formal models for both the specification and programming of
highly distributed and mobile systems, and to develop specification and analysis
techniques which can be used to build safer and more trustworthy systems, to
demonstrate their conformance to specifications, and to analyze their behavior.

Objectives: The goal of the Mikado project is to construct a new formal pro-
gramming model, based upon the notion of domain as a computing concept,
which supports reliable, distributed, mobile computation, and provides the math-
ematical basis for a secure standard for distributed computing in open systems.
Specifically, Mikado intends:

— to develop new formal models for both the specification and programming
of large-scale, highly distributed and mobile systems;

— to develop new programming language features supporting such models, and
to study their combination with functional and object-oriented program-
ming;

— to develop specification and analysis techniques which can be used to build
safer and more trustworthy systems, to demonstrate their conformance to
specifications, and to analyze their behavior; and

— to prototype new virtual machine technologies which can be used to imple-
ment in a “provably correct” way such models and languages.

Work description: The project is organized around three technical work-packages
(WP1-WP3) and one organizational work-package (WP4):

— WP1: Core Programming Model;

— WP2: Specification and Analysis;

— WP3: Virtual Machine Technology and Language Support;
— WP4: Project Co-ordination and Dissemination

WP1 is concerned with the definition of a core programming model for global
computing, based on the notion of domain. This work-package will provide the
basis for the rest of the theoretical work taking place in WP2 and for the devel-
opment work taking place in WP3.

WP2 is concerned with the definition of Specification and Analysis technolo-
gies for the project’s programming model. These will range from the development
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of type systems and static analysis techniques for expressing constraints on con-
currency, mobility and resource access for the underlying execution model to
providing proof technologies for assuring that mobile code, and more generally
distributed systems, conform to predefined behavioral specifications. The latter
will require the definition of novel co-inductive techniques for comparing the
distributed behavior of systems and the elaboration of new specification logics
for expressing interesting partial views of systems and programming paradigms.
WP3 is concerned with the embodiment of the Mikado programming model
developed in WP1 and WP2 in concrete programming technologies. Work in
WP3 will be concerned with the development of several prototypes, including;:

— a virtual machine technology to support WP1’s core programming model
together with WP2 typing schemes; and

— language features and language extensions supporting WP1’s model and
WP2’s type systems.

MRG

Full title: Mobile Resource Guarantees
Contact person: Sannella, Donald — University of Edinburgh

The use of mobile code in a global environment aggravates existing security
problems and presents altogether new ones, one of which is the maintenance
of bounds on quantitative resources. Without some technological foundations
for providing such guarantees, global computing will be confined to applications
where malfunction due to resource bound violation is accepted as normal and has
little consequence. With more serious applications, resource awareness will be a
crucial asset. This project aims at developing the infrastructure needed to endow
mobile code with independently verifiable certificates describing resource behav-
ior. These certificates will be condensed and formalized mathematical proofs
of a resource-related property, which are by their very nature self-evident and
unforgeable. Arbitrarily complex methods may be used to construct these cer-
tificates, but their verification will always be a simple computation.

Objectives:

Objective 1: Development of a framework for formal certificates of resource con-
sumption, consisting of a cost model and a program logic for an appropriate
virtual machine. In the first instance this will be a subset of the Java VM; later
we will consider appropriate parameterizations allowing for mobile virtual ma-
chines.

Objective 2: Development of a notion of formalized and checkable proofs for this
logic which will play the role of certificates, including the implementation of a
proof checker.

Objective 3: Development of methods for machine generation of certificates for
appropriate high-level code, either fully automatically or based on user-supplied
annotations, e.g., in the form of invariants. Type systems will be used as the
underlying formalism for this endeavor.
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Objective 4: Study relaxations of proof-based certificates based on several rounds
of negotiations between supplier and user of code leading to higher and higher
confidence that the resource policy is satisfied.

Work description: This project aims at developing the infrastructure needed

to endow mobile code with independently verifiable certificates describing re-

source behavior. These certificates will be condensed and formalized mathemat-

ical proofs of a resource-related property, which are by their very nature self-

evident and unforgeable. Arbitrarily complex methods may be used to construct

these certificates, but their verification will always be a simple computation.
The work plan consists of the following central tasks:

1. define expressive formalized resource policy (cost models);

2. define notions of independently verifiable certificates (resource- sensitive pro-
gram logic with proof objects);

3. foundations for efficient generation of certificates (type systems, identifica-
tion of useful programmer annotations); and

4. foundations for alternatives to generation of full certificates (proof-theoretic
compression, probabilistically checkable proofs, game-theoretic approaches).

Where appropriate, each foundational task is accompanied by a prototype
implementation and case studies. In addition, the project includes the following
separate engineering-oriented tasks:

1. design of run-time environment including virtual machine, bytecode, imple-
mented program logic;

2. design and implementation of a high-level programming language in which
to write resource-certified code;

3. generation and integrated use of formalized certificates; and

4. parameterization by arbitrary run-time environment.

The deliverables are research papers describing our solutions to foundational
problems and a working prototype which will be made available as free down-
loadable software.

MYTHS

Full title: Models and Types for Security in Mobile Distributed Systems
Contact Person: Sassone, Vladimiro — Department of Informatics, University of
Sussex

Objectives: Global computing refers to computation via the sharing of an open-
ended, distributed network of mobile resources by agents of all sorts. The systems
range from large mainframes to mobile computers embedded in your cellphone
or credit card, and agents are not tied to any specific geographical or logical
network location.
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The main scientific and technological challenge in this setting is that agents
must operate in environments about which they possess little information, and
where no a priori trustworthy agents exist. Like Pinocchio, in such conditions
it is all too easy to entrust your money to the cat and the fox. The global
infrastructure can only be successful if it provides adequate security guarantees.
Administrative domains will want to grant access only to selected agents, and
these will need to protect themselves and their data from attacks while traversing
potentially hostile environments or executing remotely outside the control of
their originating locations.

The overall aim of MYTHS, in short, will be to develop type-based foun-
dational theories of security for mobile and distributed systems in order to lay
the foundations for the design of robust, high-level programming paradigms for
global computing.

Description of the work: MYTHS is a three-year-long project involving three
partners and is articulated in the three themes below:

— Resource access control, i.e., the control of access to and proper use by mobile
agents of computational resources distributed on the network and, possibly,
not centrally owned.

— Information flow control, i.e., the monitoring of how information flows inside
systems and whether such flows comply with the set security policies and
clearance levels, such as public, restricted, and top-secret.

— Analysis of cryptographic protocols, i.e., the study of the correctness of pro-
tocols designed to establish secure (encrypted) communication channels.

These are central, challenging issues for global computing, with far-reaching
impact on the development of high-level, reliable, network-aware programming
languages. To make the network useful at all, it is imperative to ensure privacy,
confidentiality, integrity and authenticity of electronic interactions, and to be
able to detect or build safeguards against unwanted flows of information.

The glue that weaves themes together is provided by the pivotal notions of
models and types, whence the project’s title. MYTHS will develop formal models
for distributed and mobile code environments based on high-level process calculi
and will develop type theories to control resources and information flow, and to
undertake crypto analysis.

The work is organized into workpackages (WPs). At project start, WP1: Core
Models will analyze existing models and extend them to MYTHS’s purposes. The
other first-phase activities focus on modelling agents’ behaviors and interactions
for the analysis and enforcement of security in each theme.

— WP2: Typed Calculi of Capabilities. Extends the notion of capability for
resource access to global computing, and devises type systems to enforce
capability management policies and detect violations.

— WP3: Types for Information Flow Control. Identifies the flow of informa-
tion determined by mobility, communication and cryptoprimitives, investi-
gates semantic characterizations of it, and develops type systems for non-
interference.
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— WP4: Types for Protocol Analysis. Defines typed calculi and analysis tech-
niques for cryptographic protocols (especially for e-commerce), and applies
type systems for noninterference to protocol analysis.

This work leads to the central phase of the project, WP5: Typing with Partial
Knowledge, where MYTHS extends its results to networked environments with
no centralized control and in which only partial knowledge of the components
of the networks may be assumed. Also, WP6: Mutable Trust and Security Lev-
els investigates the management of dynamic trust levels. The project concludes
with WP7: Programming-Level Applications, focusing on the convergence of the
results achieved in the three themes and how these can collectively be applied
to high-level programming languages and paradigms.

Expected results. MYTHS’s results fall under the following four captions.

TYPE SYSTEMS FOR RESOURCE ACCESS CONTROL AND MANAGEMENT OF
CAPABILITIES. These will help devise alternative programming paradigms for
global computing and design the corresponding programming languages and
applications.

— TYPE SYSTEMS FOR INFORMATION FLOW SECURITY. These will bring ad-
vances relevant to the design and production of security middleware.

TYPE SYSTEMS FOR PROTOCOL ANALYSIS. The results on protocol analysis
will be beneficial for the design and production of cryptographic protocols,
verification tools, and e-commerce and e-business applications.

— PROGRAMMING-LEVEL APPLICATIONS. This research is explicitly concerned
with pointing out programming-level constructs for secure programming for
global computing; its impact if successful is thus obvious.

Most of the project’s outcomes will be in the form of scientific papers. We
expect, however, to deliver prototype implementations of type checkers and ver-
ification tools based on them.

Project’s partners: University of Sussex, UK (Coordinator); Ecole Normale
Supérieure, Paris, France; Universita “Ca’ Foscari,” Venice, Italy.

PEPITO

Full title: Peer-to-Peer-Implementation-and-Theory
Contact person: Sjéland, Thomas — Swedish Institute of Computer Science

Traditional centralized system architectures are ever more inadequate. We
lack a good understanding of future decentralized peer-to-peer (P2P) models for
collaboration and computing, of both how to build them robustly and what can
be built. The PEPITO project will investigate completely decentralized models
of P2P computing.
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It will:

(1) study the use-models of P2P systems, that is how they are perceived by users
and what new applications are possible;

(2) develop the foundations of P2P computing, including formal foundations
(calculi, proof techniques, security and resource models) and new distributed
algorithms (for diffusing information and coping with multiconsistent views);
(3) provide a language-independent distribution subsystem tailored for P2P com-
puting; and

(4) provide programming languages and platforms using this, showing that they
are useful by implementing convincing demonstrator applications.

Objectives: Peer-to-peer computing (P2P) is a paradigm in which applications
are connected to a shared network as peers, that is with the same capabilities and
responsibilities. Current P2P applications are limited to information exchange.
The objectives are to remove this limitation by:

- developing formal models to understand P2P computing;

- developing the distributed algorithms required for implementation;

- implementing a language-independent set of basic services;

- implementing languages, and devising programming techniques and convincing
demonstrator applications.

Further objectives are:

- better using resources at the network’s edge;

- scaling better than server-centric computing;

- allowing device mobility (independence of TP addresses);

- allowing individuals to publish information and services, and allowing individ-
uals to collaborate while remaining anonymous.

Work description: PEPITO will assume a completely decentralized architecture
in which a peer can have four simultaneous roles: it may use services, provide
services, forward requests, and provide caching of information. We also assume
that peer nodes connect through a virtual network that is dynamic and intermit-
tent, and that nodes do not possess a fixed IP address. To successfully deal with
the complexity of P2P systems (in which failure, reconfiguration and security are
central) it is important to pursue use-model analysis, theoretical work and pro-
totyping in a closely linked style. The complementary expertise of the PEPITO
partners makes this possible: the objectives will be addressed, but enabling in-
teraction between them is also crucial. Use-model analysis of this type of system
will investigate how they are perceived by users, and what new applications are
possible.

Theoretical work will study the foundational concepts of P2P systems. This
includes mathematical models (calculi, proof techniques, security and resource
models) and new distributed algorithms (decentralized algorithms for diffusing
information, and for coping with multiconsistent computing — with simultaneous
inconsistent views of entities). System design and prototyping will develop proto-
types of programming languages and programming platforms (middleware) suit-
able for peer-to-peer computing (such platforms are lacking today; those existing
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are server-centric). One aspect will be a scalable and robust name/directory ser-
vice based on our algorithms. Together, all these will enable the development of
applications that:

— handle dynamic connectivity and device mobility;

— allow individuals to become publishers of information and services;
permit full use of existing network resources at the edge of the network;
— and permit applications to scale better than server-centric designs.

PROFUNDIS

Full title: Proofs of Functionality for Mobile Distributed Systems
Contact person: Parrow, Joachim — University of Uppsala

PROFUNDIS aims at developing methods to analyze the behavior of dis-
tributed mobile systems, in order to ascertain that they function correctly. This
involves modelling the systems in an abstract way and formulating rigorous cor-
rectness properties; it will be necessary to consider open and extensible systems
with unknowable parts. For this purpose we shall develop operational models
(based on automata), algebras, logical languages, and associated type systems.
Analysis will be conducted through computer tools, both fully automatic and in-
teractive. The novelty of the project lies in integrating several theoretical strands
into one framework and one set of tools geared towards mobile distributed sys-
tems. In particular we shall consider security properties and systems used in
electronic commerce.

Objectives: The objective of PROFUNDIS is to advance the state of the art
of formal modelling and verification techniques to the point where key issues
in mobile distributed systems, such as security protocols, authentication, access
rights and resource management can be treated rigorously and with considerable
automatic support. In particular we shall verify properties typical in so-called
open systems, where the behavior of some parts (like intruders or adversaries) is
unknowable, in extensible systems, where parts may be added or removed as the
system executes, and in mobile systems, where physical and logical connectivity
between parts may change. We shall implement automatic and partly automatic
analysis methods for ascertaining the correct behavior of such systems. For this
purpose we shall integrate and focus several strands of ongoing theoretical work.

Work description: The work builds on recent advances in key theories for process
behaviors, logics and types. We shall develop automata theoretic models suitable
for our applications, with a particular interest in how they can be represented
efficiently and used by automatic tools, and we shall determine how they are best
used in connection with advanced forms of modal logics. The logics themselves
will be developed, both in terms of their expressiveness for properties related to
space and structure, and in terms of their accessibility and ease of use through
suitable high-level representations. We shall identify and develop analysis tech-
niques related to these models and logics. This involves traditional behavioral
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equivalences and preorder checking, systematic simulation, and verification in
interactive proof assistants. Here type systems will play an important role. Re-
cent results show that types may themselves be used as crude but tractable
correctness properties, and therefore type inference is highly relevant; moreover,
we shall explore how advanced type information can assist the other analysis
techniques. The ideas will to a large extent be implemented in a common tool
set. Key issues here will be the development and adaption of algorithms for
analysis, and determining the best way of using them for practical examples.
We shall in particular consider examples on security properties in systems for
electronic commerce.

SECURE

Full title: Secure Environments for Collaboration Among Ubiquitous
Roaming Entities
Contact person: Cahill, Vinny — Trinity College Dublin

It is arguable whether the security mechanisms used to protect today’s infor-
mation systems are adequate. What is clear is that new approaches to security
are needed for the infrastructure envisaged by the global computing initiative,
which is characterized by decentralized control. The SECURE project will in-
vestigate a new approach to security founded on the notion of trust. The project
aims to develop a model in which trust relationships are established from the
record of interaction between entities, and a security mechanism expressed in
terms of such trust. SECURE will also investigate how to specify access control
policy based on trust. The project will formally define a computational trust
model and a collaboration model capturing the dynamic aspects of the trust
model; means to specify and to enforce security policies based on trust; means
to evaluate security policies and implementations based on trust; and algorithms
for trust management.

Objectives: The objectives of SECURE are the definition of a computational
trust model allowing entities to reason about the trustworthiness of other enti-
ties for use in security-related decisions; the definition of a collaboration model
capturing the issues of trust formation, trust evolution, trust propagation and
trust exploitation; the definition of means to specify and to enforce security
policies based on trust, including specifying the level of positive experiences re-
quired to allow a particular principal access to a specific resource; the definition
of means to evaluate security policies and implementations based on trust while
recognizing that there may be many different ways of establishing the required
level of trust for collaboration to take place; the development of a framework
encompassing algorithms for trust management, including algorithms to han-
dle trust formation, trust evolution and trust propagation; the validation of the
approach in the context of the formal model.



XVIII Preface

Work description: The application of trust leads naturally to a decentralized
approach to security management that can tolerate partial information, albeit
one in which there is an inherent element of risk for the trusting entity. Funda-
mentally, it is the ability to reason about trust that allows entities to accept risk
when they are interacting with other entities, and, hence, the central problem to
be addressed by SECURE is to provide entities with a basis for reasoning about
trust. Thus, the heart of the SECURE workplan is the development of a com-
putational model of trust that will provide the formal basis for reasoning about
trust and for the deployment of verifiable security policies. The most important
activity in the workplan is therefore the development of a formal computational
trust model that captures human intuitions about trust, and must especially
allow computational entities to reason about the trustworthiness of other par-
ticipants for use in security-related decisions. We have planned to deliver two
revisions of the model during the course of the project, primarily because we
expect the development of the model to be informed by the other activities in
the project.

While the development of the computational trust model is at the heart
of SECURE, it alone is not sufficient to allow us to deliver a feasible security
mechanism for the global computing infrastructure. In this context it is equally
important that we understand how trust is formed, evolves and is exploited in
a system, for instance, the trust lifecycle; how security policy can be expressed
in terms of trust and how access control can be implemented to reflect policy;
and how algorithms for trust management can be implemented feasibly for a
range of different applications. Further activities address these issues based on
an understanding of trust derived from the formal model but also contributing
to the understanding of trust as a feasible basis for making security decisions to
be embodied in the model.
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Abstract. Global systems — systems which may operate over transient
networks including mobile elements and in which computation itself may
be mobile — are gaining in importance. Nevertheless, the means for their
modelling are still underdeveloped. The Unified Modelling Language
(UML) is well developed for convenient modelling of behavior, but is
not yet so useful for modelling aspects of design relevant to global sys-
tems, such as mobility. Non-functional requirements such as performance
and security also assume an increased importance in the context of global
systems, and here too, UML requires enhancement.

In this paper we present an extension to UML class, sequence and activity
diagrams to model mobile systems. We also describe extensions to model
performance and security characteristics. We will describe how, wherever
possible, we reuse existing work in these areas.

1 Introduction

The latest developments in information and communication technology impose
enormous challenge of defining and exploiting dynamically configured systems of
mobile entities that interact in novel ways with their environment to achieve or
control their computational tasks. The emergence of the World Wide Web pro-
vides new computational paradigms in which computation is distributed over the
net and highly dynamic, with the network itself changing continously. The net-
work topology, which was carefully hidden in LAN, starts to play a fundamental
role. This situation fostered new concepts like global and mobile computing.

If dependable global systems are to be built efficiently, it is essential to be
able to model their requirements and their design, since modelling is an essential
part of modern software development practice. Modelling permits designers to
solve many problems at an early stage of development that might otherwise be
discovered much later. Models are also essential to the maintenance of systems
and to their analysis.

* This research has been partially sponsored by the EC 5th Framework projects: AG-
ILE (IST-2001-32747) and DEGAS (IST-2001-32072).

C. Priami (Ed.): GC 2003, LNCS 2874, pp. 1-24] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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The Unified Modeling Language (UML) [13] is a widely adopted standard
for modelling object-oriented software systems. It consists of several diagram
types providing different views of the system model. UML is a semi-formal lan-
guage defined by a combination of UML class diagrams, natural language and
formal constraints written in the object constraint language (OCL). An impor-
tant feature of UML is that it was designed to be specialised, and mechanisms
for defining specialised variants of UML are available.

In order to use UML to model global applications we have to consider both
the nature of the applications themselves and the issues which will most occupy
their designers. One of the key feature of global applications which distinguishes
their models from models of most other applications is their use of mobility.
In this paper we present two extensions of UML diagrams for modeling mobile
systems. The first notation, the so called Sequence Diagrams for Mobility (SDM),
add appropriate primitives for modelling of object topology and mobility and
can be seen as a generalization of UML Sequence Diagrams [12]. The second one
extends in a similar way UML Activity and Object Flow Diagrams [2]. The idea
of our approach is similar to the idea of ambients or Maude in that a mobile
object can migrate from one location to another, that it can be the location
for other mobile objects and that it may interact with other objects. Locations
can be arbitrarily nested, generalizing the limited place-agent nesting of most
agent and place languages. We introduce into UML the concepts of location,
mobile object, mobile location, move action and clone action. These concepts
are defined by using UML stereotypes, tagged values and OCL-constraints.

There are several other issues which may occupy designers of mobile systems,
but two areas seem to be of major concern. Global computing raises particular
concerns for security, where the system includes mobile devices which cannot be
trusted. Equally, in an environment where network connections may behave, fail
and recover unpredictably, performance is harder to predict through intuition
alone. Another reason why performance considerations may be important is that
battery life of the mobile devices used may be a limiting factor.

In Sect. 2] we explain or choice to use the UML and discuss its extension
mechanism. In Sect. Blwe present the basic concepts of mobile systems followed in
Sect. Hland Sect. [ by the extension to UML Sequence and Activity Diagrams to
model mobile systems. Security is considered in Sect. [6] performance in section [l

2 UML Extensions

One of the basic ideas of the AGILE [1] and DEGAS [5] projects is to allow
developers to design global applications using as far as possible the design no-
tation which is familiar to them: the Unified Modelling Language. There are
several reasons for this, generally consequences of the fact that UML is now the
dominant modelling language for object-oriented software systems:

1. Desire to take advantage of existing expertise
2. Availability of a wide range of commercial and free tools
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3. Availability of books and training, ability to recruit people already familiar
with UML

4. Perception that UML has a good blend of precision and flexibility for most
purposes (though there are some concerns)

However, UML, as defined by the OMG, is not in itself adequate for the
modelling of global applications and for analysis of their properties including
mobility, performance and security. UML does not contain features that permit
the description of how parts of the system are mobile, nor that permit the
expression of security or performance features. Accordingly we have decided that
we need to define a variant of UML which extends the language’s capabilities to
express mobility, performance and security features.

The next question is how to specialise UML. We could of course define a
variant of UML in any way which suited us. However, UML does provide a
standard mechanism for extending UML to suit the needs of different application
areas. One defines a UML profile, which is essentially a dialect of UML; see [13]
for details. Several profiles for different application areas have themselves been
standardised by the OMG, and many more have been defined by their users.

There are several advantages of using UML extenxion mechanisms, in par-
ticular:

— Not needing to define a language specialisation mechanism of our own
— Acceptability within the UML community

Makes it straightforward to build on existing UML profiles

— Potential availability of tools supporting profiles

Sometimes, the mechanisms for defining profiles are not sufficiently expres-
sive for defining the desired UML extensions. For example, it is difficult to define
a new diagram type in a profile unless it is closely related to an existing UML
diagram type. In such cases, one can choose instead to extend the UML meta-
model. This gives a heavyweight extension of UML, which will not automatically
be supported by tools.

At present, the main commercial tools do not support semantics of user
defined profiles. However, there are signs that this is changing; for example,
Artisan Software has recently released a version of their tool with support for
profiles.

Therefore the approach we take to extending UML within the AGILE [1] and
DEGAS [f] projects is to define a profile that meets our needs, wherever possible,
both in order to save ourselves effort and in order to maximise the acceptance
of our work in the wider community. DEGAS builds exclusively on profiles that
already exist, whereas AGILE introduces its own notation when necessary.

3 Mobility Concepts

Mobility is one of the most important aspects of global computation. Code mo-
bility emerged in some scripting languages for controlling network applications
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like Tcl and is one of the key features of the Java programming language. Agent
mobility has been supported by Telescript, AgentTcl, or Odyssey (cf. e.g. [§]).
In addition, hardware can be mobile too. Mobile hosts like laptops, WAPs and
PDAs can move between networks. Moreover, entire networks can be mobile,
like for example IBM’s Personal Area Network (PAN) and networks of sensors
in airplanes or trains. For example, Fig. [[l shows in an informal way a person
having a PAN who boards an airplane, flies from one location to another and
deplanes.

Fig. 1. Nested mobile networks.

Mobile computations can cross barriers and move between virtual and phys-
ical locations, therefore they can turn remote calls to local calls avoiding the
latency limits. But there is a price to pay since the administrative barriers and
multiple access pathways interact in very complex ways. This requires special
means for the specification and implementation of mobile systems.

There exist already some extensions to UML for modeling mobile systems.
In [I6] an extension of collaboration diagrams is presented to model dynamic
change of the composition relationship. It defines a form of aggregation link
between objects — a component link — with the additional semantics that a
component link may change over time. In addition, it proposes the use of com-
ponent boundaries to emphasize the relationship between a component and its
immediate components. It is an interesting approach, but it modellsm mobility
in a rather indirect way and does not explain how these extensions fit into the
UML metamodel.

Another extension is presented in [I1]. It is similar to the early idea of Use
Case Maps [3]. Stereotyped classes and packages are used to model mobility. Ob-
jects moving from one location to another are modeled by stereotyped messages.
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This approach can be used when there are only two kinds of objects: mobile
objects and static locations. It is not well suited for modeling objects which are
both locations and mobile.

In the following we introduce the main structural concepts for modelling
mobility we use in this paper: locations, mobile objects and actions moving
mobile objects.

3.1 Locations

The concept of location plays an important role in the case of mobile systems. To
denote classes whose instances are locations we use the stereotype <locations.
For example, the airport Charles de Gaulle (CDG) is an instance of the stereo-
typed class Airport. Similar to the ambient calculus [4] we allow locations to be
nested (cf. Fig. [2)). For example, the airport Charles de Gaulle is contained in
France, an instance of class Country, which is also a location. We require that
any location is contained in at most one location and that a location cannot be
contained in itself (directly or indirectly). We do not require that the hierarchy
of locations has a single top element. Thus the hierarchy of locations forms a
forest. Note that these assumptions, in particular the assumption that a location
is contained in at most one location, simplifies the semantics and in consequence
the analysis of mobile systems.

<<location>>
Country

name

*Thas

<<location>>

Airport
name
origin | 1 1| destination
<<mobile location>> Flight <<mobile>>
Plane Passenger

type run B .| number «| name
numberOfSeats date eat)

boardingTime
land() gato ¢ board()
takeOff() deplane()

Fig. 2. A simplified class diagram modeling an airport.

3.2 Mobile Objects

A mobile object is an object that can change its location. A class representing
mobile objects is indicated by the stereotype <mobilex. The current location of
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a mobile object is indicated by the atLoc relation. As in the case of locations,
a mobile object can only be contained in at most one location. In our airport
example, a particular passenger is a mobile object, as he may move from one
location to another, for example, from Munich to Paris (cf. Fig. 2).

Note that the atLoc relation is not explicitly presented in Fig.[2l One reason
is that this would unduly complicate the diagram. For example, a passenger
can be located either at a plane, an airport, or a country. The second reason
is that the existence of the atLoc relation is implied by the use of the mobility
stereotypes.

Locations can be mobile too. This allows us to model passengers in an air-
plane and flying the airplane from one airport to another. In this case the stereo-
type <mobile location> is used. The stereotype <mobile location> inherits from
the stereotype <location> and the stereotype <mobile> for mobile objects. This
was the only way to define mobile locations by stereotypes with the UML 1.3,
because a model element could have only one stereotype attached to it. However,
from UML 1.4 on it is possible to attach more than one stereotype to a model
element. In this case we could give the class Airplane the stereotypes <mobile>
and <location> to denote that it is a mobile location. However, we feel that using
the stereotype <mobile location> conveys better the concept of mobile locations.

For mobile locations we require that the atLoc relation inherited from mobile
objects is the same as the atLoc relation inherited from locations. To ensure
this, stereotypes <mobiles> and «location> inherit from a common stereotype
<spatial> which denotes classes of objects that can be at a location (cf. Fig. B)).

Figure Blshows the metamodel for the stereotypes <locations, <«mobile> and
<mobile location>.

<<metaclass>>

Class {inv: self.allFeatures
A —>select(e | isAtLocAttribute(e))—>size() = 1
<<stereotype>> : and
| self.allinstances—>forall(o | 0.parentLocs->excludes(o))}
<<stereotype>> 1
spatial
<<stereotype>> <<stereotype>>
location mobile [ T T T T T 7 ‘I
t § !
|
{inv: self.allFeatures
mtg‘ﬁ:ﬁ%ﬁ?;n —>forAll(e | isAtLocAttribute(e) implies
e.oclAsType(Attribute).changeability = #changeable)}

Fig. 3. Metamodel for stereotypes <location>, <mobilex>, and <«mobile location>.

To model the atLoc relation, we require that each class with stereotype
<location> or <«mobile> provides its instances with an attribute atLoc. Since we
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want to state the requirement only once, we introduce the abstract stereotype
<spatial> and state the requirement for that stereotype. Then the stereotypes
<location> and <mobile> inherit the requirement. To express this as an OCL-
constraint, we define an additional predicate isAtLocAttribute on features,
i.e. instances of metaclass Feature. In the metamodel each class is associated
with a set of features describing the methods and attributes of the class and
its instances. A feature e is an atlLoc attribute, i.e. isAtLocAttribute(e), if e
is an instance attribute, has the name atLoc and its multiplicity is zero or one.
Further, the attribute can hold instances of classes having stereotype <location>:

isAtLocAttribute(e : Feature) =
e.oc1IsKindOf(Attribute) and
e.name = 'atLoc’ and
let ¢/ = c.oclAsType(Attribute) in
¢’ .ownerScope = #instance and
¢/ multiplicity = 0..1 and
¢’ .targetScope = #instance and
¢'.type.oc1IsKind0f (Class) and

¢/ .type.stereotype.name->includes(’location’)

Now we require that each class with stereotype <spatial> has a unique atLoc
attribute and that the atLoc relation does not contain cycles:

self.allFeatures->select(e | isAtLocAttribute(e))->size() =1 and

self.allInstances->forAll(o | o.parentLocs->excludes(0))

The additional operation parentLocs computes the set of all parent locations
for an instance of a class with stereotype <spatial>:

self.parentLocs = self.atLoc->union(self.atLoc.parentlLocs)

For mobile objects we require in addition that they are able to change their
location, which means that their atLoc attribute can change its value. This can
be expressed by requiring that the changeability attribute of atLoc has the value
#changeable for all classes with stereotype <mobilex, in addition to the exis-
tence of an atLoc attribute — which is inherited from stereotype <spatial>:

self.allFeatures—->forAll(e | isAtLocAttribute(e) implies
e.oclAsType(Attribute).changeability = #changeable)

The operation allFeatures is an additional operation on Classifier defined in
the UML 1.5 semantics. It collects the features of a classifier together with all
features of its parents.
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4 Sequence Diagrams for Mobility

In this section we study the use of Sequence Diagrams for modelling mobile sys-
tems. We show that the standard form of UML Sequence Diagrams can be hardly
used for modelling of mobile systems. We present therefore a new notation, the
so called Sequence Diagrams for Mobility [I2]. SDM models mobile, nested and
dynamically changing structure by generalizing the concept of object lifeline of
UML sequence diagrams. This idea generalizes the idea of Use Case Maps [3]
and allows us to specify mobile objects with nested structure.

4.1 Modeling with Standard UML Sequence Diagrams

In this subsection we consider modelling of mobile systems with standard UML
Sequence Diagrams.

ps ap
[atLoc = MUC] [atLoc = MUC]
I board() 5 :
<<become>>" [ [atLoc = ap] :
notice

:—>’O fly0 | 8B
| <<become>> [[atLoc = CDG]
| notice()
|
|
! deplane() ps

[atLoc = CDG]

Fig. 4. Boarding, flying and deplaning.

Let us model a passenger ps who boards an airplane ap at Munich MUC
airport, flies to Paris Charles De Gaulle CDG and then deplanes (cf. Fig.[d). It
is not easy to model this using sequence diagrams only, since there exist no direct
means for modelling change of state nor change of topology (for example the fact
that a passenger is in airport and then in a airplane). The state description can
be contained in the box; the fact that the person is at Paris airport is indicated by
[atLoc = CDG:Airport]. This kind of modelling has the disadvantage, that when
an object changes its state, we need a new box. Such boxes can be connected
by a message arrow with stereotype <becomes. Let us observe that boarding
an airplane involves an airplane and a passenger, but here boarding is modelled
indirectly as the change of state of a passenger. To disallow a plane to fly without
a passenger we need notice() message to ‘inform’ the plane that the passenger
boarded.

As we see, UML sequence diagrams can model mobility in an indirect way and
even in this simple example the diagram is rather hard to read. There are also
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other possibilities to model this using standard UML Sequence Diagrams but
they do not yield readable specifications either. Therefore, in the following we
introduce a new kind of sequence diagrams which are better suited for modelling
mobility.

4.2 Sequence Diagrams for Mobility: Basic Concepts

In this subsection we present the basics of Sequence Diagrams for Mobility, an
extension to UML Sequence Diagrams for modelling mobile systems. We show
how to model artifacts like crossing barriers or communication. Like in Maude [6]
a mobile object can migrate from one host to another , it can be also a host for
other mobile objects. It may interact with other objects. Like a location, a mobile
object can host other mobile objects, it can locally communicate and receive
messages from other places. Objects can be arbitrarily nested, generalizing the
limited place-agent nesting of most agent and place languages. In the ambient
calculus [4] communication across a single barrier is synchronous; communication
across multiple barriers is performed via other ambients which navigate from
one location to another. In UML but also in Maude, objects can communicate
in synchronous or asynchronous way. We stick to this principle. Unlike ambients,
in our notation it is possible to express actions at a distance (like RMI) even
if many barriers are involved, so that multiple steps can be rendered atomic.
In general, we do not want to restrict the language artificially; if something is
easy to specify in our notation, then we allow it without bothering whether it
is easy to implement or not. But of course, if necessary one can define a dialect
disallowing some expressions.

]

Fig. 5. Object mobility.

A mobile object can change its location performing a move action. For exam-
ple, a passenger may enter an airplane and then leave it; in this case the topology
changes too (cf. lhs. of Fig.[Bl). A virus may cross a firewall in a message (cf. rhs.
of Fig. B). To model this, the object lifeline in sequence diagrams is blown up
to an action box; it models actions performed by a mobile object and indicates
the boundaries of the object. Consequently, in our two dimensional representa-
tion we have two lines which denote the same thread. This implies that different
arrows must be attached to different levels of an action box.

A description of a mobile object’s behavior starts with a box containing
optionally the object name or class. A mobile object may move into another
object, or move out of an object. If an object moves into or out of another
object, then the action box ends in the former location and the object is moved
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to another location. This move action is indicated by a stereotyped message
arrow which starts with a black circle; we call it move arrow. We use here a
notation similar to UML state machines to indicate that after the move the
moving object starts its operation in a new location. A mobile object can not
continue its operation outside of its new host, if it is already inside another host;
consequently the arrow starts strictly at the end of the first action box to indicate
that all other actions in the box must precede the move. We assume, that the
mobile objects can not be bi-located or merged, therefore an object box may have
at most one move arrow attached to the top and at most one arrow attached to
the bottom. If a mobile object starts its operation (and was not active before
anywhere else), then this is indicated by a special box like in the case of sequence
diagrams. If a mobile object was already active somewhere else, then there must
exist a move arrow such that its sharp end is attached to the left or right upper
corner of the corresponding action box. This requirement corresponds to the fact
that mobile objects can not be merged, nor appear out of nowhere. An action
box of an object which already performed a move may optionally start with the
objects name and/or class. We indicate the end of mobile object description by
two horizontal lines, where the upper line is dashed.

Figure bl shows what a mobile object looks like. As in the case of sequence
diagrams, the object’s names must be underlined. In the left hand side of the
figure, a passenger ps enters airplane ap. Since there is no conflict concerning
the identity of objects inside ap, the corresponding action box does not bear any
name. Then ps deplanes ap and starts its operation outside ap. The name in
the action box is not necessary either, since the identity of ps can be uniquely
traced. No message arrow is attached to the corresponding action box except of
the move. The right hand side of Fig. Blshows a mobile object ¢ entering object
d of class MO by activating an operation of d (like a virus which sends itself in
an e-mail). After the operation is finished the objects starts to operate inside d.

[ 131:PC | 742:PC|

virus
<<create>. <<copy>>

|

Fig. 6. Object creation and copying.

The left hand side of Fig. [l shows the creation of a new object. The right
hand side of this figure shows a proliferating virus. This virus starts a procedure
on another PC to enter it. We use a message with stereotype <copy> [13], the
copy is then assumed to behave as its original would do inside the new location.

Another important operation is open (cf. Fig. [7]), this operation opens an
object making its hosted objects visible. If a mobile object is opened, then it
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[a] b: MO

e B2
=T

Fig. 7. Opening an object.

ends its life, but its sub-objects continue to operate. This operation is similar
to operation open in the ambient calculus [4], but it may be synchronous as
well as asynchronous, depending on the type of message used. The opening
of an object is indicated by a horizontal line. Object a sends message open
to b, then object b is opened and the hosted objects b1 and b2 continue to
operate. A mobile object can be also terminated, in this case all its hosted
objects are terminated too, it can be of course expressed by a series of open
operations. The recursive termination is indicated by a continuous line. For the
recursive termination caused by an other object we use a message with stereotype
<destroy> (cf. Fig. B) (cf. [4]). In Fig. B object a terminates object b. After
terminating b, all its sub-objects are terminated too. The termination is indicated
by a continuous line stretching across all objects.

[ a] b: MO

bl b2
<<destroy>> m
n

Fig. 8. Destroy.

4.3 Abstraction

In this subsection we present the zoom facility allowing one to abstract from
the internal details or, vice versa, to show them. Abstraction is one of the most
important concepts to manage complexity. In the case of Sequence Diagrams for
Mobility we can abstract from internal object details like the behavior of hosted
objects, behavior of an object during move actions and so on, or display them,
depending on the desired level of detail.

The left hand side of Fig. @ shows the virus attack (cf. Fig. B)), in the zoom-
out view, as perceived by the user of the attacked PC. He/she can usually not
look inside the PC hosting the virus. For an external observer who can only see
the communication network, the whole situation may look like the right hand
side of the figure.

It is possible to zoom into an object’s move arrow to see the behavior of the
participating objects. Figure [[Qlshows flight from Munich to Paris in a zoom-out
view. The details of the flight can be seen on Fig. [T
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[ 742 PC] [ 131:PC] [ 742:PC|
| T
|
: | vy : |
1L |

Fig. 9. Zoom-out.

\wj
I

MUC !
|
LH123:Plane |
|
[
|
) |
[ flight99 l
|
WAN picture |
<~

Fig. 10. Flight example.
4.4 Example

In this subsection we consider a person flying from Munich to Paris. Figure [0
shows a simple story of a passenger x1 who boards an airplane in Munich airport,
flies to Paris and publishes a picture in a WAN. This story is described from
the perspective of an observer on the German side. The person x1 together with
other passengers enters the airport and then boards the airplane LH123. The
airplane flies to Paris (the flight number is 99), but the only thing the observer
can see is that the airplane is airborne but not what happens inside the airplane
nor further details of this flight. The next event which the observer is able to
notice is the appearance of a picture in the WAN. To model several passengers
(i.e. objects of class Passenger), we use the multi-object notation [I3], which
allows us to present in a compact way several passengers playing the same role.
Person z1 is distinguished using composition relationship.

This simple view shows some of the barriers person z1 has to cross while
flying. There are political boundaries which regulate the movement of people
and devices, like airplanes, computers and so on. Within those boundaries, there
are other boundaries like those protecting airports and single airplanes against
intruders. We specify explicitely such boundaries and the moves across them. In
the view presented in Fig. we have abstracted from several details. The view
of passenger 21 is much more detailed (cf. Fig. [TT]).

We can see what happens inside the airplane during the flight; the move arrow
contains the action box of the airplane LH123. Passenger 1 makes pictures
with his digital camera; the pictures are send then to the WAN. As usual, a
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| D |
MUC | E |
. Pass
LH123:Plane X1
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flight99
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Fig. 11. Flight’s details.

digital camera does not allows him to send pictures directly to the WAN. It is
also forbidden to use mobile phones during the flight. Therefore the passenger
saves the pictures to his notebook nb, logs into the on-board network and then
transmits the pictures to WAN via the on-board network. We abstract here from
the structure of the WAN network (indicated by dashed line). Let us point out
that the sending of the picture by passenger x1 is not temporally related to
crossing any border like those over D, EU and so on. The only thing we can say
is that it happens between the start of the airplane and its landing. Finally, all
the passengers leave the airplane and the airport. The passenger can see that the
airplane is boarded by new passengers. The dashed line in the head of the last
box of passenger x1 means that the history of this passenger started earlier and
that the head of the object box is not beginning of its lifeline, but a continuation.

5 Modeling with Activity Diagrams

In this section we introduce two variants of activity diagrams for modeling mo-
bility. These diagrams were introduced in [2]. The first variant is responsibility
centered and uses swimlanes to model who is responsible for an action. The sec-
ond is location centered and uses the notation of composite objects to visualize
the hierarchy of locations.

Basically, there are two primitives that change the location of a mobile object.
A mobile object can move from one location to another — a so called move
action; or a copy of an object is moved to a new location [[f] — a so called clone
action. These actions act on objects and their containment relationship wrt.
locations. Given a move action on an object o which is contained in location I,
i.e. o.atLoc = I, to another location I’, then after performing the move operation
object o is contained in location I’, i.e. o.atLoc = I’. Operation clone works
similar; however, instead of moving the object itself, first a copy of the object is
created which is then moved to the new location.
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The stereotypes <move> and <clone> for action states in activity diagrams
are used to denote move actions and clone actions, respectively. Actions have
two additional attributes, the first one indicates who is performing the action,
and the second one is the location where the action is performed.

Calculi for mobility restrict these primitives further by omitting the clone
operation. Instead, the clone operation is defined as the composition of a copy
operation followed by a move action. For notational convenience we decide to take
clone as a primitive. Commonly, these calculi also restrict the target location of
a move, for example, to move only one level in the containment hierarchy [4/14].

In the following, we present two notations for the above mentioned mobility
concepts in the context of activity diagrams. The first notation is responsibility
centered and focuses on who is performing an action and is based on the standard
notation for activity diagrams. The second notation is location centered and
focuses on where an action is performed, given by the atLoc relation between
mobile objects and locations, and how activities change this relation.

5.1 Responsibility Centered View

The first notation uses object-flow states with classifier in states to model the
atLoc relation. In the airport example consider a passenger Hubert who is board-
ing a plane at the airport of Munich. This can be modeled as a move action
as shown in Fig. [[2]1 The source of the move action is the object-flow state
Hubert:Passenger [atLoc = MUC:Airport] and the target an object-flow state Hu-
bert:Passenger [atLoc = LH123:Plane]. The passenger Hubert moves from his pre-
vious location, Munich airport (MUC), to his new location, the plane LH123.
More precisely this means, if in an object configuration there is a passenger Hu-
bert, an airplane LH123 and an airport MUC such that Hubert is contained
in MUC and also LH123 is contained in MUC, the move operation changes
the configuration in such a way that Hubert is no longer directly contained in
the airport MUC), instead it is contained in the plane LH123. The containment
of the plane does not change; therefore Hubert is still indirectly contained in
MUC. Swimlanes can be used to show who is performing the action; in this case
it is the passenger who boards the plane.

The clone operation is shown in Fig. [[3 for a list of passengers (lop). One
copy of the list is kept by the airport staff and another copy of the list is moved
into the plane. The difference in the semantics of this diagram to the previous
diagram is that given the configuration as before, the clone operations creates
a new document list of passengers lop’ which differs from lop only in the fact
that it is contained in LH123. In addition lop is still contained in MUC, i.e. lop
has not moved at all.

Note that by the UML it is possible to omit the <become> stereotype in
the output of the move action in Fig. [12, as it is the default that the input
and the output are the same objects if the type of the object flow states are
the same. In the same way, the <copy> stereotype in the output of the clone
action in Fig. [T3] can be omitted because this stereotype can be deduced from
the stereotype <clone> of the clone action.
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Hubert

<<mobile>> <<mobile>>
Hubert : Passenger. <<move>> <<become>> __| Hypert - Passenger
_______ boarding T T T T
[atloc=MUC] [atLoc=L H123]
Fig. 12. The move action.
<<mobile>> <<mobile>>
lop : Document <<clone>> <<copy>> lop’ : Document
_______ take on board T T T [ :
[atl oc=MUC] atl ac=1 H123]

Fig. 13. The clone action.

A more complex example is given in Fig. [[4l The activity diagram starts
with the boarding activity of the passenger at the Munich airport. This activity
changes the location of the passenger Hubert from the airport (MUC) to the
particular plane LH123. The next activity is the take-off activity of the plane.
This activity changes the location of the plane from the Munich airport (MUC) to
a not specified destination, that is we are not interested in the location where the
plane is when it is flying. During the flight, the plane performs the flying activity
and the passenger the send mail activity. These activities happen in parallel. Note
that before landing, the passenger has to stop the send mail activity because
the use of electronic devices is not allowed during take-off and landing. When
landing, the location of the plane is changed to the destination airport, in this
case the Paris airport (C'DG). Finally, the passenger deplanes and is now located
at the Paris airport. This notation is responsibility centered as the swimlanes
are indicating who is performing a particular activity.

5.2 Location Centered View

The second notation uses containment of the boxes for mobile objects/locations
in the boxes of other locations to show the atLoc relation. For that we use the
same UML notation as for composite objects. A difference is that the atLoc rela-
tion is not an aggregation. Another difference is that we also allow action states
to be drawn inside composite objects of stereotype «<location>. This indicates
that the action is performed at the corresponding location. Figure [T5 shows this
notation for the move operation depicted in Fig.
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Hubert
atLoc=Muc

Hubert

atLoc=LH123]

Hubert

[atLoc=CDG] |~

<<move>>

boarding

send mail

<<move>>

deplaning

LH123
_______ LH123
| atLoc=MUC
<<move>>
k take off
y ____=| LH123
T
|
I
I
I
I
I
I
V
((<<move>> | | LHizs
k landing [atLoc=CDG]

Fig. 14. The airport example using the responsibility centered notation.

Note, that in addition to the fact that the passenger is in the plane, we
can model also that the plane is parked at the airport. This is an information
that cannot be represented in the responsibility centered approach as shown in

®
MUCA
LH123:Plane <v<<move>> >
boarding
Huhe¢Eas&enger|<i————'

®

Fig. 15. The move action.

Fig. What Fig.[15 also shows is that activities can be drawn inside locations

to indicate that the operation is performed at that location. In the example,
boarding takes place at the airport. While it is still possible to use swimlanes to
indicate who is performing an action, most likely, more complex diagrams will
have to concentrate on either the topology of locations or on the actor performing

an activity to avoid an overloaded diagram.

Note that the box containing the airport may be omitted if this is not relevant

for the presentation.
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MUG A ' CDG Al
flying

1H123 : Plane

_____ <<move>>
<<move>> - landing Hubert
B boarding T
I
| A

<<move>>
— ~ 7| deplaning

®

Fig. 16. The airport example using the location centered notation.

1
1H123 : Plane
Hubert

)

<<move>>
take off

Figure [[6 presents a location centered view of the activities of Fig. [[4] Again,
the first activity changes the location of the passenger from the airport to the
plane. However, in contrast to the responsibility centered notation it is visible
that the passenger is still located indirectly in the Munich airport, because the
plane has not moved yet. Also one can see that the boarding activity happens at
the airport. The next activity, the take-off, takes again place at the airport. In
the location centered variant the notation indicates that the plane has left the
airport after take-off. Again, during the flight the activities flying and send mail
happen in parallel. In contrast to the information provided by the responsibility-
centered notation, this notation shows that the send mail activity happens in the
plane, while flying does not take place inside the plane. Note that for simplicity
reasons, the box denoting the passenger during the flight can be omitted. Landing
and deplaning are similar to the activities boarding and take-off.

6 Security

There is a very wide range of security requirements and design features which,
ultimately, we would like to be able to record in our variant of UML and analyse
with formal tools [b]. Much of this is outside the scope of formal techniques,
for example because it pertains to information that is legal, psychological or
sociological rather than mathematical. Nevertheless we do not wish to limit our
UML profile to expressing only the characteristics that the tools can analyse.
Our main source for security features is a profile UMLsec developed by Jan
Jirjens [I019]. The most detailed source of information is his PhD thesis Princi-
ples for Secure System Development [0]. His fifth chapter, entitled Secure Systems
Development with UML, defines the profile. (Note that the thesis also includes
a formal semantics based on ASMs for a restricted fragment of UML. We do
not adopt the semantics, since it is not suitable for our tool support and the
fragment of UML is not appropriate to our needs. However, the profile itself
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does not depend on the formal semantics, so adopting the profile but not the
semantics is reasonable.)

We do not reproduce UMLsec’s definition here, but to give an overview of its
capabilities we first quote Jiirjens’ list of requirements on the profile, and then
give an example, also taken from [9].

6.1 Requirements on UMLsec

Security requirements. One needs to be able to formulate basic security require-
ments such as secrecy and integrity of data in a precise way. Formalizations of
basic security requirements are provided via stereotypes, such as <secrecy> and
<integrity>.

Threat scenarios. It should be possible to consider various situations that give
rise to different possibilities of attacks. Threat scenarios are incorporated using
the formal semantics and depending on the modelled underlying physical layer
via the sets of actions available to the adversary of a particular kind.

Security concepts. One should be able to employ important security concepts (for
example that of tamper-resistant hardware). To incorporate security concepts
such as tamper-resistant hardware, threat scenarios can be used.

Security mechanisms. One needs to be able to incorporate security mechanisms
such as control access. For example, modeling the Java security architecture
access control mechanisms.

Security primitives. On a more fine-grained level, one needs to model security
primitives. They are either built in (such as symmetric and asymmetric encryp-
tion), or can be treated (such as security protocols).

Underlying physical security. It is necessary to take into account the level of
security provided by the underlying physical layer. This can be addressed by the
stereotype secure link in deployment diagrams.

Security management. Security management questions (such as secure workflow)
need to be addressed. This can be considered by using activity diagrams.

6.2 Example of UMLsec

Figure [11] shows an example concerning communication link security which can
be used in our airport case study for describing the login of a passenger into a
network. The client workstation and the server are linked via a communication
link; here a stereotype <internet> shows that the link is of a specific kind (the
Internet). There is also a dashed-arrow dependency going from the web server to
the client through the client application’s interface. The component web server
uses the services of the component client apps. The stereotype <secrecy> is used
to indicate the precise dependency between the two.
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:ClientMachine :ServerMachine
get_password T oL <<secrecy>>
client apps - web server
browser <<Intemet>> laccess control

Fig. 17. Secure links usage.

<< metaclass >>
message

<< stereotype >> << stereotype >>

<< stereotype >> << stereotype >> << stereotype >>
protocol wireless secure
<< stereotype >> << stereotype >> << stereotype >>
wireless—protocol MMS secure—wireless

Fig. 18. Security added stereotypes.

6.3 Global Computing Requirements beyond UMLsec

Although UMLsec is a good basis for the security aspects of our profile, it does
not completely meet all requirements for global computing. In particular, we have
to extend UMLsec by stereotypes for messages in sequence diagrams to repre-
sent requirements on the communication medium to be used for that particular
message. For example, we have to be able to represent by a stereotype «secure>,
that a particular message is communicated via a secure medium. Figure [[8] gives
an overview of our security related stereotypes.
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7 Performance

Performance requires more sophisticated extensions to UML than in many other
areas. The OMG’s standard profile for Schedulability, Performance and Time
[15] meets quite closely what performance modellers are looking for. There are
some areas where changes are needed and many open questions which can only
be answered by further practical experience within the project, which is ongoing
at the time of writing.

7.1 Introduction to the Performance Aspects of [15]

One of the reasons why a performance profile is more complex than a security
or mobility profile is that it needs to support a variety of related, but differ-
ent, aims. The performance modeller does not simply record information about
performance requirements that must be taken into consideration, or perhaps
verified. Several different kinds of information must be recorded: requirements,
measured performance, performance assumptions and performance predictions,
for example. Some of this information will be output from a performance analy-
sis or simulation tool; other parts of the information will be input to such tools,
used in various ways. The profile must support the user in recording all these
kinds of information and in differentiating between them.

Quoting from [I5] p135:

The profile provides facilities for:

— Capturing performance requirements within the design context

Associating performance-related QoS characteristics with selected elements

of a UML model

— Specifying execution parameters which can be used by modeling tools to
compute predicted performance characteristics

— Presenting performance results computed by modeling tools or found in test-
ing

Typical tools for this kind of analysis provide two important functions. The
first is to estimate the performance of a system instance, using some kind of
model. The second function is assistance with determining how the system can
be improved, by identifying bottlenecks or critical resources. A system designer
will typically want to analyse the system under several scenarios using different
parameter values for each scenario while maintaining the same overall system
structure.

Providing UML extensions that allow designers to do these tasks using any
one of a number of different analysis techniques is challenging. The authors of
[15] have separated two tasks.

First, they have designed an extensible collection of abstract modelling con-
cepts to describe the information necessary for performance (and more generally,
schedulabilty and real time) analysis. Their collection is layered for manage-
ability. The most abstract level is the general resource model describing the
relationships between a range of basic analysis concepts, such as resource and
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various quality of service attributes. Several packages, including the performance
modelling package which is our concern, extend this basic model. There is the
possibility of extending the model further for global systems specific purposes,
though we have not so far felt the need to do so. An analysis technique is de-
fined in terms of the concepts, and can then apply to any notation, graphical
or otherwise, from which the information embodied in the “concepts” can be
derived.

Second, [15] provides a collection of UML stereotypes (i.e. specialised versions
of UML model elements) and mappings from these to the concepts. This allows
the relevant performance information to be expressed in a UML model. The
information is then mapped to the “concepts”, and so an analysis technique
defined in terms of the concepts can be applied. The whole process of applying
an analysis technique to a UML model can be automated.

It is not practical or useful to attempt to reproduce here all the facilities
provided by [15]; instead we give examples and refer the interested reader to [15]
for fuller information.

One of the fundamental concepts for the underlying performance model is a
step. Several different kinds of UML model element (Message, Stimulus, Action
State and Subactivity State) may be used to represent a step. Each of them
may be labelled with the stereotype <PAstep> to indicate that a performance
model should include a step corresponding to this model element. The stereotype
<PAstep> has seven tags: PAdemand, PArespTime, PAprob, PArep, PAdelay,
PAextOp, PAinterval. The three tags used in our example are:

— PAdemand is the total execution demand of the step on its host resource.
Every scenario step in Fig. [[9 has a PAdemand tagged value indicating its
estimated mean execution time on the host processor.

— PAextOp is used to specify the set of operations of resources used in the exe-
cution of a step but not explicitly represented in the model. Each operation
attribute identifies the operation and the number of times it is repeated.

— PAprob is the probability, in situations where its predecessor step has mul-
tiple successors, that this step will be executed.

Figures [[9] and B0 show examples of the use of the stereotype and these tags.

<<PAstep>>{PAdemand=
(’est’, mean, 0.2, 'ms),
PAextOp=(network’, $P)}

A send
file

Fig. 19. External operation.

N
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Figure [ means that here our tagged value expression represents a demand
in the scenario step with an estimated mean value of 0.2 milliseconds. It calls an
external operation called ‘network’, ‘P’ times.

<<PAstep>>{PAdemand=
(Cest’, 'mean’, 1.8, 'ms’)}

accept

request <<PAstep>>{PAdemand=
(Cest’, 'mean’, 0.9, 'ms’),
PAprob=0.3}

<<PAstep>>{PAdemand=
(Cest’, 'mean’, 0.9, 'ms’),
PAprob=0.2}

"~ getprivate get document get public ’
document from buffer document

Fig. 20. Probability.

In Fig. 20l when the request is accepted, there is a probability of 0.5 that the
document will be read from the buffer, 0.2 from the disk containing the private
documents, 0.3 from the disk containing the public documents.

Our last example, Fig. [21], illustrates the use of nodes.

Here the ClientWorkstation is a host processor. The stereotype «<PAhost>
has seven tags: PAschdPolicy, PArate, PAutilisation, PActztSwT, PAprioRange,
PApreemptable, PAthroughput. The four tags used in our example are:

— PAschdPolicy is the access control policy for handling requests from scenario
steps. The scheduling policy offers a choice of six tag types : here PR means
Priority Inheritance.

— PArate is a relative speed factor for the processor expressed as a percentage
of some normative processor.

— PAutilisation is the mean number of concurrent users of the resource.

— PActztSwT is the length of time (overhead) required by the processing re-
source to switch from the execution of one scenario to a different one. Here
the estimated mean value is 40 microseconds.

8 Conclusion and Future Work

In this paper we have presented extensions to UML sequence and activity dia-
grams to model the mobility aspects of global systems. We have also discussed
how UML may be extended to model the performance and security aspects of
global systems.

We have defined stereotyped classes to model locations and mobile objects,
as well as stereotyped action states to model move and clone actions. To model
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{PAschdPolicy=PR,

PArate=1,

PAutilisation=$Util,
PActxtSwT=(est’, 'mean’, 40, ’us’)}

~ < <<PAhost>>

:ClientWorkstation

Fig. 21. Node.

complex systems it is desirable to have the concepts for expressing mobility as
part of the language — as we have done in this paper — instead of modeling
these defining these concepts indirectly using special encoding. The new form
of Sequence and Activity Diagrams provide a powerful graphical notation for
modelling mobility. They allow one to model in a clear way complex behav-
ior. For example, a formal specification of the flying person would be rather
very complicated, but a graphical representation would make it much easier to
understand.

Within the two projects primarily concerned with this work, AGILE and
DEGAS, work is proceeding as follows. Within AGILE, we are currently in-
vestigating the appropriateness of UML for the specification of structural and
behavioral aspects of mobile systems. Our next step will be to validate the pro-
posed notations in a bigger case study. The objective of AGILE is to develop
an architectural approach in which mobility aspects can be modeled explicitly.
Within DEGAS, we are connecting standard UML tools with a variety of for-
mally based tools which are capable of performance and security analysis.

We plan to develop a formal semantics for the extended activity and sequence
diagrams to provide a precise meaning of the presented concepts which is needed
for formal analysis and reasoning about models. In addition, we plan to develop
tools that support animation, early prototyping and analysis of mobile systems.
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Abstract. We embed the transition system of the Mobile Ambients
into the transition system of a subset of the m-calculus. The basic idea,
applicable to other calculi as well, is to constrain the deduction of the 7-
calculus transitions with the suitable conditions that reflect the nesting
of ambients.

1 Introduction

Many calculi based on different primitives have been proposed to describe mobile
computations: Plain Chocs [20,21], Facile [22], m-calculus [17,16], distributed
7 [19], D7 [14], Join Calculus [10], Mobile Ambients [5], Boxed Ambients [3, 7],
to mention only a few. Here, we focus on the n-like calculi and the ambient-
like calculi. We want to investigate the relations between the mechanisms that
the two families of calculi use in expressing mobility, relying on the calculus of
Mobile Ambients (MA for short) and on the m-calculus as representatives.

The m-calculus is mainly based on the notion of communication between
processes. Mobility is handled by communicating channel names. Processes that
share the same channels are connected and can communicate. Thus, the links
between connected processes are defined by the sets of names that each pro-
cess shares with the others. The interconnection topology can then dynamically
change because of name passing.

The MA relies on the notion of movement of executing environments. An
environment, or ambient, denoted as n[P], is identified by its name n. The ex-
ecution of the basic actions of the MA, called capabilities, modify the nested
structure of ambients. For example, in the process P = n[inm.Q]| m[R] there
are two ambients, n and m, and there is no nesting. After the execution of the
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in capability, the process P evolves into the process P’ = m[n[Q]| R], where the
ambient n moved into the ambient m. Additionally, processes can communicate,
but only when they reside within the same ambient.

A direct consequence of the different kind of primitives adopted by the two
calculi is reflected in the definition of neighborhood that affects possible interac-
tions of processes.

In the case of the m-calculus, two processes are neighbors if they share a
no-empty set of names. Along a computation, processes may consume the oc-
currences of names or can acquire some other names. Thus, processes that were
neighbors may became distant because they share no longer names. In the MA
two ambients are neighbors if they are composed through parallel composition
or one is the parent of the other. Processes exercise capabilities on neighbor am-
bients. Summing up, the m-calculus uses an implicit notion of mobility, based on
the name sharing between processes while the MA relies on an explicit notion
of mobility given by ambient constructors and their movements.

As a method of investigation, we want to encode the capabilities in terms
of the more classical send and receive communication primitives. Our technique
consists in separating the functional aspects, i.e. the usage of the ambient names
on which capabilities act to describe movements, from the non functional aspects,
i.e. the localization of ambients within the global parallel structure of the MA.
To carry out our analysis we first define a translation from the syntax of the MA
into the syntax of the m-calculus processes, then we introduce an abstract ma-
chine which executes the m-calculus semantic rules on the translated processes,
requiring some extra conditions for an action to be executed. The extra con-
ditions consist of localizing the processes which are the translation of the MA
ambients in order to maintain the ambient nesting of the MA process before
exercising a capability.

Technical Overview of the Work. The main tool we use in this paper is
the enhanced operational semantics (EOS for short) [9], a non-standard way of
describing the behaviour of concurrent systems. In this approach, the transitions
of a system from one state to another have rich labels that encode portions of
their proofs in the formal systems of axiom and rules defining the semantics.
These labels can also be seen as a decoration of the syntax trees of processes,
where the main operator is the parallel composition. Indeed the operational
semantics is defined by inducing on the syntax of the processes. So, the labels
localize within a whole process its sub-processes. For instance, in the process
T = (Tp|T1)|T> depicted in Fig. 1(a), any path from the root to a leaf of its
syntax tree localizes a single sub-process: ||; is the address of T, ||o]|o is the
address of Ty and ||o]|1 is the address of T;.

To translate the position of an MA ambient operator, we shall adopt a special
m-calculus process which cannot perform any action: (v a)a(n) that we abbreviate
as 0,. For instance, we shall translate n[Py|P;] as the tree in Fig. 1(a), where
T, = 0, and Ty, T are the translations of Py, P;, respectively. Capabilities will
be rendered as outputs on special channels, to be matched by auxiliary inputs.
Local communications are easily managed.
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The structural congruences of both calculi raise some problems because syn-
tactical manipulations of processes obviously alter their syntax trees. For ex-
ample, the syntax tree of T = (Ty|T1) |0, becomes by associativity of parallel
composition T =T’ = Ty | (T1 ] 0,,) whose syntax tree is displayed in Fig. 1(b).
The neat result is that the address ||o||1 selects Ty in Fig. 1(a), while in T”
the same sub-process Tj is reachable through the different address ||1]lo (see
Fig. 1(b)). The exact localization of sub-processes is crucial for our develop-
ment. Indeed, recall that we assumed that T' = (Tp | T1) | 0,, (where T = 0,,) is
the translation of n[Py|P;] and that we used 0,, exactly for recording that Ty|Ty
is “within the ambient n.” Now, in 7" we have T}|0,, that encodes a different
nesting: only 73 is “within ambient n” (actually T’ would be the translation of
Py|n[P1]). Therefore, we cannot allow the address of T to change freely. In other
words, we shall control the applications of congruences in both the MA and the
m-calculus processes.

llo [11

YO
AN AN

(a) (b)

Fig. 1. Syntax trees of m-calculus processes.

The correctness of our translation is given by establishing a one-to-one cor-
respondence between the transition system of the MA and the transition system
of the m-calculus when is generated by the translation of the MA terms. An
obvious consequence is that the MA transition system is strictly contained into
the one of the m-calculus.

Overview of the Presentation. In Sect. 2 we shall overview the MA and in
Sect. 3 we shall introduce the 7wy 4, the fragment of the higher order m-calculus
that we use hereafter. In Sect. 4 we define the translation from the processes
of the MA to those of the mp; 4, which is endowed with an auxiliary transition
system in Sect. 5. Section 6 shows how to deal with congruences and proves
that the transition system of the MA is isomorphic to the one of the my;4 and
included in the transition system of the m-calculus. The paper ends with an
example worked in detail, and with some concluding remarks. All the proofs are
in the Appendix.



28 Linda Brodo, Pierpaolo Degano, and Corrado Priami

2 The Mobile Ambient Calculus

In this section we briefly recall the syntax and the semantics of the MA [5].

Definition 1. Given a set Names of names ranged over by n,m,..., a set of
variables ranged over by x,y, z, the syntax of the MA is described by the follow-
ing BNF-like specification.

Capabilities Processes
M:= x variable PQ,R:=0 mactivity

n name | (wvn)P restriction
|in M can enter into M | P|Q  composition
| out M can exit out of M | P replication
| open M can open M | M[P] ambient
| € null | M.P  capability action
| M.M'  path | ().P input action

| (M)  async output action

We recall the intuitive semantics of the calculus. The 0 process cannot perform
any action. The parallel operator defines the parallel composition of processes.
In Py| Pi, Py and P; act independently and may interact. The replication !P
generates an unbounded number of parallel compositions of P. In (vz)P the
restriction operator creates a new name whose scope is P. The constructor n[P]
defines an ambient whose name is n, with the process P running inside. The
processes (z).P and (M) are the input/output actions, respectively. The input
prefix binds the variable x in the process P, the variable will be replaced by the
name that will be received along an anonymous channel. The output prefix is
asynchronous and sends on an anonymous channel a name or a capability. The
process M.P executes the capability M and then acts as P. The capabilities,
characterizing the MA, are inn, outn and openn which define the ambient
movements. The inn capability is performed by an ambient which enters the
ambient n. An ambient laying in the ambient n executes the capability out n if it
exits n. The openn capability is executed to drop the boundaries of the ambient
n. Finally, the null capability € and the path M.M’ have intuitive meanings. For
simplifying the use of the brackets we assume the sequentialization operator to
be right associative, i.e. M1.Ms.P is read as M;.(Ms.P).

The structural congruence = of the MA is defined as the minimal congru-
ence induced by the a-conversion and by the rules in Tab. 1. The rules form two
groups. Those in the upper part of the table involve the | operator and replica-
tion; as they alter the syntax trees of processes, we shall control their application.
The rules in the lower part of the table, together with the a-conversion, will be
applied to put processes in a standard form that is introduced below.

Definition 2. P is in v-form if 3 {x1,...2,} C Names s.t. P = (v 1) ...
(v x,)P’, and P’ contains neither restrictions outside the scope of a ! operator
nor € capabilities.

Hereafter we write (v I)P for (v x1)...(v xn)P if I = {z1,... 20}
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Table 1. Structural congruence for Mobile Ambients.

pPjo=P Struct Zero Par P =P|!'P Struct Repl

P|(Q|R) = (P|Q)|R Struct Par Ass P|Q = Q|P Struct Par Comm

10 = 0 Struct Zero Repl  e.P = P Struct € (vn)0 = 0 Struct Zero Res
(vn)(vn)P = (vn')(vn)P Struct Res Res
(vn)(P|Q) = (vn)P)|Q, if n &€ fn(Q) Struct Res Par

m[(vn)P] = (vn)m[P], if n #m  Struct Res Amb

Table 2. Reduction rules for Mobile Ambients.

Red In : nlin m.P|Q] | m[R] = m[n[P|Q]|R]
Red Open : openn.P |n[Q] = P|Q

Red Out : m[n[out m.P|Q]| R] = n[P|Q]| m[R]
Red Comm : (M) | (z).P = P{x — M}

P=P P= P
Red Par : —— Red Amb: ——
PIQ = P'|Q n[P] = n[P’]
P= P
Red Res :

(vn)P = (vn)P’

P=P ., PP=Q,Q =Q
P—yaQ

Red =:

Without loss of generality, we may assume that from now onward processes are
kept in v-form. Indeed, we shall push all the restrictions to the top level of each
process at the very beginning and whenever new restrictions are introduced by
the application of the rule Struct Repl or by the execution of an action (a-
conversion may be required); similarly for e capabilities that could be in the
initial process or introduced by a communication, see the example at the end of
Section 4. As a matter of fact, our treatment can be carried out on processes not
in v-form. However, this standard form simplifies some parts, mainly the proofs.

We use a slight variant of the MA operational semantics given in [5]. Un-
like the standard semantics that allows to interleave rules for transitions with
congruence rules, we force all the congruence rules in the bottom of Tab. 1 to
be applied as the last step of a deduction. In a sense, here we choose a sort
of representative for all the equivalent derivations of the same transition, i.e.
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all the derivations with the same root. To do so, we first define the transition
relation P = @ by the inference rules given in the upper part of Tab. 2. The
processes P and @ are subject to no congruence rules, not even a-conversion,
except for those in the lower part of Tab. 1. Thus, these transitions transform
processes in a rigid manner, because no re-arrangement of sub-processes is al-
lowed as far as the parallel structure of processes is concerned. For this reason
sometimes we shall refer to = as the rigid transition system. We then deal with
structural congruence, including a-conversion if needed, in the single rule (Red
=) that defines the actual transition relation — ;4 in the lower part of Tab. 2.
The relation — 74 is the minimal relation defined by the congruence rules in
Tab. 1, the a-conversion and the transition rules in Tab. 2. It is easy to prove
by structural induction that our semantics and the original one coincide.

Property 1. The operational semantics in Tab. 2 coincides with the operational
semantics in [5].

An example suffices to show the differences, if any, in deriving a transition
with the original semantics and with ours. Consider the following MA process

P= PO |n[m mPl] |m[R1] | Ro

where the parallel composition is left associative. In the original semantics, one
derivation of its transition, moving n into m, is
Bl, n[in m.P1 |0] | m[R1] — m[n[P1 |0] | R1], B2
nfinm.P1]|0] [ m[R1] — m[n[Pi]] Ri]
nlinm.P1|0] |m[R1]| Po — m[n[P1]| Ri]| Po
A1, Az, Az, Ay , plinm.P1|0] |m[R1]]| Po| Ro — m[n[P1]| Ri]| Po | Ro

Py |n[inm.Pi]|m[R1]| Ro — m[n[P1]| R1]| Po | Ro

In the derivation we make use of the following rules for structural congruence
(applied to the underlined sub-processes and then closed under the relevant
context):

A1 : ((Po | n[in mPl]) | m[Rl]) | RO = ((n[zn m.P1] |P0) |m[R1]) |R0
A2 : ((n[zn m.Pl] | Po) | m[Rl]) | RO = (n[zn m.P1] |( P() |m[R1]) |R0
As: (n[inm.P1]| (Po|m[R1]) | Ro = (n[inm.Pi]| (m[R1]| Po)) | Ro
Ay (nfinm.P1]| (Po|m[R1]) | Ro = ((n[inm.Pi] | m[R1]) | Po) | Ro
B : nlinm.Pi]|m[R1] = n[inm.Pi|0] | m[R1]

Bz : m[n[P1|0] | Ri] = m[n[P1] ]| Ri]

Another derivation follows, in which all the congruence rules needed are applied
in a single bunch in the premise of the root of the derivation tree as suggested
by our choice of representative derivations.

nlinm.P1|0] | m[R1] = m[n[P1]|0] | R1]

[

n[in m.P1|O] |m[R1] | Py = m[n[P1|0] |R1] | Po
[
]

A1, Az, A3, Ay, Cy,—
n[znm.P1|0] |m[R1] | Po |R0 = m[n P1|0] |R1] | Po | Ro , Cs,

Po | n[z’n m.Pl] |m[R1] | R() — MA m[n[Pl] | R1 |P() | R()
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The two new instances of congruence rules are:

C; : nlinm.Pi] | m[R1] = n[in m.Pi|0] | m[R:1]|Ps| Ro
C2 : m[n[P1]|0] | R1] = m[n[P1]| R1]|Po|Ro

It is immediate to see that this is a derivation in the standard semantics as well:
just substitute — for both = and — 4.

3 A Fragment of the w-Calculus

In this section we overview the m-calculus [17,16], a model of concurrent com-
municating processes based on the notion of naming. Actually we introduce a
subset of the syntax of the higher order m-calculus [18], as we will not use the
matching operator, the + operator and the silent action 7. More importantly,
we only use a very limited form of higher order, because we allow processes to
be communicated that are made of sequences of prefixes, only. We will refer to
this subset as mpr4. Its syntax is defined below.

Definition 3. Let N be a countable infinite set of names ranged over by a, b, . . .,
z,y,.... LetV be a set of process variables ranged over by X,Y,.... Let K stand
for sequences of prefizes or for a name, and let U stand for a variable or for a
name. Processes (denoted by T, Ty,--- € P) are built from names according to
the syntax

g =€ |m.7g T:=0|7.T|T|IT| )T |'T|Y

The prefiz w is 2(U) for input and T(K) for output We call K and U objects
and x the subject of the prefiz. The empty string of prefizes is denoted by e.

We assume that the operators have decreasing binding power, in the following
order: (va),n.,!T,|. The sequentialization operator associates on the right, e.g.
m1.m2.T is the same as m1.(m2.T), and the parallel composition on the left, e.g.
To | Ty | Tz is the same as (Ty|Th)| 2. Functions fn and bn collect all the free
and the bound names of 7-calculus processes, respectively, and are defined in
the standard way.

The process 7.7 performs the action 7 and then behaves as T. The input
prefix z(U) binds the occurrences of the variable U in the prefixed process T
A name or a sequence of prefixes will be received on the channel x and it will
substitute the free occurrences of the placeholder U in T. The output prefix
Z(K) sends the name or the sequences of prefixes K along the channel x. The
processes 0, !T, Ty | T, and (v 2)T have the same meaning as in the MA. Note
that here communications need not to be local as the parallel operator allows two
input/output prefixes to interact whenever they share the same channel name,
independently from their actual position.

We will consider the enhanced operational semantics [9] of the mpr4 which
differs from the standard one in [16, 18] as the labels of the transitions encode
portions of their proofs. Actually we slight simplify the presentation in [9].
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Table 3. Structural congruence for was 4.

T|0 =T P-Zero Par €T =T P-e¢ T =T|'T P-Repl

(To|T1)|T2 = To|(T1|T2) P-Par Ass To|Th = T1|To P-Par Comm

10 =0 P-Zero Repl €T =T P-e (vz)0=0 P-Zero Res
vz)(va T = wa')vx)T P-Res Res

(vx)(To|Th) = (vx)To)|Th, if x € fn(T1) P-Res Par

Definition 4 (proof terms). Let ¢ € {||o}*. Then the set © of proof terms
(with metavariable 0) is defined by the following syntax

0 2= 9 | O)J0oT (). [[122(0))
where x € {in, out, open, ch}.

The tags ||;, i € {0,1} will be used to record an action that may occur on the
left (]|o) or on the right side (||1) of a | operator.

The enhanced operational semantics for the mps4 is given by the structural
congruence = on processes, defined as the least congruence satisfying the a-
conversion and the rules in Tab. 3, and by the semantic rules in Tab. 4. We
have split the rules in Tab. 3 in two groups, as we did for the MA congruence
in Tab. 1. The rules in the upper part of the table will be applied in a strictly
controlled manner, by the auxiliary semantics in Sect. 5, in deriving a myra
transition. As already done for the MA processes, it is convenient to impose
a special form (again called v-form) also to the mpr4 processes, obtained by
applying the congruence rules in the lower part of Tab. 3.

Definition 5. A process T is in v-form if 31 C N such that T = (v I)T’, and
T’ contains neither restrictions outside the scope of a! operator nor the empty
sequence of prefizes e.

As it was the case for the MA, also here a-conversions may be in order to
recover the v-form of a process after the application of a P-Repl rule (see Tab. 3)
or introduced by a communication, see the example at the end of Section 4.

Note that the inference rules in Tab. 4 are a strict sub-set of those for the
m-calculus. There are no rules for the nondeterministic choice, as we discarded it
from the syntax. Then we eliminate the Open and the Close rules, because the
v-form we introduced makes them useless. We do not need a symmetric rule for
the ¢mpg,, because we shall permit a sub-process to execute an action only if it
lies on the left-side of a parallel operator. We do not even include the symmetric
rule of the ¢mcom as we shall allow the execution of a communication only if
the output prefix lies on the left hand-side of the parallel operator. The last two
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Table 4. Proved transition system for mara.

Irace . T Lp T

T4, T
gﬂ-Par : T/ybn(e) ﬂfn(Q) = @
TQ —»p T'Q
T4, T
{TRes : 5 , JNn(0) =0
(T =, (v )T’
, T Yo (K) L T,Q ¥12(U) . Q'
TCom - —
T|Q (lloYoT(K),|[1912(V)) ) T'|Q/{K/U}

omissions directly derive from the format of the inference rules of the MA given
in Tab. 2 and from our definition of the translation function, see Def. 6.

Here we show how the proof terms are built while deducing a transition.
Consider the process ZT(z) | z(y).To | T1 and its possible transition in the stan-
dard 7-calculus semantics Z(2) | z(y).To | Ty —n To{z/y}|Ti (vecall that | is
left-associative). The derivation of the same transition using the enhanced oper-
ational semantics provides more expressive labels which record the occurrences
of the parallel operators.

7z 2,0, a(z) 2, To{z/y}
f(z) |:E(y).To (lloT(2),l12(y)) ) 0|T0{z/y}

(2) | a(y).To | Ty Lol » 0| To{z/y} | T1

(21l (y))

Note that the sub-process responsible for the action can be selected using the
parallel tags (e.g., the outermost ||o says that the acting sub-agent is R =
Z(z) | x(y).Tp). The labels for the communication record the input/output ac-
tions performed by the two interacting partners (e.g. ||o says that the sending
sub-process is on the left of the parallel operators of R). Actually, the enriched
labeling represents (portions of) the syntactic structure of the processes as the
semantics is defined inducing on the syntax. In fact, the labeled syntax tree of
process T(z) | z(y).To | Th is:
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4 The Translation

We define below a function, invertible on its image, that translates the MA
processes into myr4 processes; essentially, it transforms capabilities in outputs
on special channels and encodes ambient nesting through a special deadlocked
process.

To simplify the next definition and the translation function in given in Sect. 5,
it is convenient to extend the MA syntax with a set of distinguished auxiliary
symbols J,,, one for every name n. These symbols will be used in the definition
below to simplify the translation function as well as in Sect. 5.

Definition 6. Let 0,, be a shorthand for the mwyra process (v a)a(m).0; and
assume to have a bijection from the variables of the MA to those of the -
calculus (we shall write X for the image of x). Then, the auxiliary function
T : Processes — P is defined by structural induction on the syntax of the MA
as follows

Capabilities: Processes:
— 7(0)=0
?E )) . Z((y mP) = (v n)(T(P)
N T
;EOfen M) —open(T (M) ;% i 1): 7((71\(41;)'77( g))T(M)))

Additionally: T (0,,) = O,

The translation function is:

T(P) = (vI)(T|T)
with 7(P) = (v I)T and T =lin(Y)|lout(Y)|!open(Y),

assuming that the set I contains all the names restricted in P not occurring
within the scope of a ! operator.

A capability for entering an ambient n (inn) is rendered as an output of n
on the special channel in; similarly for the others capabilities. These outputs
will be matched by corresponding inputs in the replicated, additional process
T. For simplicity, we shall always write T assuming that we implicitly apply
the congruence rule P-Repl for making available one of the three input actions
(i.e. (in(Y)|lin(Y))|lout(Y) |lopen(Y)) and the P-Zero rule to eliminate the 0
occurring because of a communication over the in, out or open channels (e.g.
((0]'in(Y)) [lout(Y) | lopen(Y)) = T). Note that in this case the application
of congruence rules is not harmful, as we are manipulating a sub-process not
derived from any MA process.

The reason why we introduced the class of processes 0,, is to record the
nesting of the ambients and their names, during the translation. We want to
remark that 0,, cannot perform any action: it is semantically equivalent to O.
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The processes in the image of T use a well characterized set of names. There
are names used only as channels (in, out, open, ch); names never used in tran-
sitions (the subjects occurring in 0,,); names only occurring as objects (those
corresponding to ambient names).

As an example consider the process P = Py | n[inm.P;]| m[R;] | Rp of Sect. 2,
the translation of which is:

~

(T(Po)l(in{m).T (P1)[0,)|(T (R1)|0m)|T (Ro)) | T

Now we clarify why we need to introduce the e prefix in the ma;4: given the MA
process P’ = (x).x.P" | (¢) its translation is

T(P') = (ch(X).X .T(P")|ch{e))|T.

After firing the communication over ch we get e.7(P")|T and P-e congruence
rule eliminates the e prefix.

5 The Rigid Transition Relation for the 7,4 Calculus

The standard semantics of the m-calculus allows to freely apply congruences in
any point of the derivation of a transition, similarly to what happens for the MA.
Analogously to what we did for the MA in Section 2, we shall here introduce
a rigid transition system for the mwy; 4. We shall disallow the congruence rules
in the upper part of the Tab. 3, and we only keep those in_the lower part to
put processes in v-form. (Recall that the auxiliary process T, which does not
correspond to any MA process, is instead subject also to the monoidal rules
for the parallel operator.) The actual transitions will be introduced in the next
section, and proved to be in bijection with those of the MA.

However, the transition system defined by the rules in Tab. 4 contains much
more transitions than needed, because the MA processes involved in basic move-
ments must satisfy certain neighborhood relationships; typically one ambient
has to be parent, i.e. it contains the other one. We will check this nesting of
ambients on the w4 processes resulting from a translation, by resorting to side
conditions to the inference rules and exploiting our special processes 0,,.

It is convenient to first introduce two additional operators for both the MA
and the 774, that have quite the same structure; so, we feel free to designate
both of them by the same symbol @. These operators select a sub-process within
a whole process following the path ¥ € £ = {||o,]|1}*. The selector for the MA
also uses the auxiliary symbols (J,,, introduced at the beginning of Sect. 4. Indeed,
as mentioned in the Introduction (see also Fig. 1), an ambient n[P] is represented
by a syntax tree whose left branch (at ||o) is the tree originated by P and whose
right branch (at ||;) is the special process 0,, = (va)a(n)) to which 0, will be
mapped.

Definition 7. The partial function _Q_: Processes X L — Processes is defined
by structural induction on the MA processes as follows:
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PQe = P, (Vn)P@T? = PQy, (Polpl)@||ﬂ9 = P,QY, i e {0, 1}
m[P]Q||p¢ = PQY, m[P|Q||; =0,

The definition of the selection operator for the my; 4 processes follows.

Definition 8. The partial function Q_: P x L — P is defined by structural
induction on the mara processes as follows:

TGe=T, (va)T@Y=TaY, (Ty|T1)@||;¥ =T,@d, ic {0,1}

The following lemma shows that the translation function 7(_) is an £ homomor-
phism for the action of the monoid £ over the syntax trees of the MA processes.

Lemma 1 (@ lemma). Given an MA process P, ¥ 9 € L
T (PQy) =T (P)ay

The definition of the rigid transition system for the mwp;4 is simplified by
the notion of “localized” replacement T{¢ — T’}: the process T’ replaces the
sub-process 7@¢ in T and leaves all the other sub-processes as they are. For
example, ((T1[12)[T3){[ol[r = Tu} = (T1[T4)|T5.

Definition 9. Given T, T',T" and ¥ € L, the operator {_+ _} : PxLXP — P
is defined as:
T{e—T'} =T

v a)T{||0 =T} = (v 2)(T{|[) — T'})
(T|T”){||019 N T/} _ T{ﬂ N T/}|T//

(TT"){|h? =T} = TI(T"{9 — T)}

We eventually define in Tab. 5 the transition relation =, which is the coun-
terpart of the transition relation = defined in Tab. 2; we shall sometimes call
=, the rigid transition system of the myr4. Below, we briefly comment on how
the nesting of ambients is checked on the source of a transitions, also resorting
to a graphical representation of the transitions.

The rule M, corresponds to the MA input capability. The upper part of
Fig. 2 displays the effects of the transition deduced, when it is applied at ad-
dress ||p ¥, as it should. The syntax tree of the source process on the left is on
the form required by the rule through its side conditions, as explained below,
the tree on the right shows the target of the transition. In order to be applica-
ble, the rule requires that the sub-process performing an output at |[o¥|/o]|o||o
(corresponding to the capability in m) has 0, as its uncle at ||o9||o]|]1- If so
U = TQ||p¥|]p is indeed the translation of a process n[P], i.e. the condition
TQ ||o ¢ ||o]li= 0, holds. Also, it should be the case that there is an ambient
m into which n can enter: the condition TQ||¢¥||1]|1 = Oy, tells us this. There
is a further structural condition: the capability in m should not be included in
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Table 5. The rigid transition system of was 4.

_ 7Q[[oV[1]]1 = Om
T {lo9llollolloin(m),ll1[loin(Y)) ) T A

Mip : y , if T@l[oYo][1 = On
v DT = (v DHT{||o¥ — (V|W)|Z} A

TQllod|lolloll1 # Ok

V =T1'0||o¥lo, W =T"Ql|o?[1]lo, Z =T"@||o?[1]]x

Q|1 = Om
A
, T T@ldollo]lr = On

T (lo?llollollolloout(m),|l1]loout(Y))

MTour :

, if A
(v DT =, (v DT'{||o¥ — V|(W|2Z)} T@||09|]o]| # On
A
T@lodolfollol]x # Ok

v = 7'@|[o9ljollo, W = T'@ll0¥]lo| |1, Z = T'@] |0

T (llo¥lloopen(m),||1]loopen(Y)) ) /

(v T =r (v DT'{|J09]|s — W}’

MTopen :

if 7@[|o?|[1|lr = Om

W =T1"Q[[o?|]1]]o

Ho®(lloch(K),||1ch(Y))

T o T
(v DT =x (v DT{[|0Y — T'Ql[oV0}

MTcom :

an ambient h, son of n. The condition T@||o9||o|[o]]1 # Ox makes it sure that
this is the case. (The reader may check that if there is such an h, then this
condition does not hold, e.g. in P = h[n[in m.R]]|m[Q].) Finally, note that in
the conclusions of M, the substitution (v I)T'{||o¥ — (V|W)|Z} is equiv-
alent to the application of the congruence rule P-Par Ass of Tab. 3. In fact,
(v I)T(=)(p—pParass,|jo9) (v DT {|[o¥ — (V|W)|Z} (for the definition of the
notation (=) (g9 see the beginning of paragraph 6.1).

The central part of Fig. 2 shows the rule M7, that is the counterpart of
the rule Red Out. It requires that the sub-process which is going to perform the
out capability at ||o ¥ |lo]lo]lo/lo has 0, as uncle at || ¥ |[o]/o]|1. As before, this
condition says that U = T'Q ||p 9 ||o||o is indeed the translation of a process n[P].
Then TQ ||p @ ||; must be 0,, to ensure that U is lying within an ambient m, i.e.
n[P] is inside m. The other conditions (T'@Q||o?||o||1 # Or and T'Q||o?||o|lol|o||1 #
0;) ensure that the ambient n is actually son of m and of no other ambient h
and that outn is on the top-level of ambient n.
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Fig. 2. Graphical representation for the rules of the MA capabilities.

Note that in the target process of the transition deduced, the substitution
(v DT'{]|o¥ — V|(W|Z)} corresponds to applying the congruence rule P-Par
Ass of Tab. 3, i.e. (v )T"(=)(p-parass,jo0) (v DT'{[lo? = VI(W|Z)}.

For the rule M7ypern, shown in the lower part of Fig. 2, we only need to
know that the sub-process performing the (translation of the) open capability
U = TQ||p9||o lies immediately outside the ambient m, i.e. TQ || ¥ ||1]|1= Oy,
Here, the substitution (v I)T"{||o¥||1 — W} makes it clear that (v a)a(m) cannot
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perform any move and it is therefore equivalent to 0. Then, to obtain the target
of the transition deduced, one has to apply the congruence rule P-Zero Par of
Ta? 3t (v DT(=)(P—ParNew|lo9])1 1)L (Z) (P zeroPar|lov)1,) v DT'{{[od|[1 —
Wi.

For the M7 o, rule, which corresponds to the Red Comm rule, there are no
side conditions because the parallel tags in the labels of the premises are enough
to ensure that the two sub-processes performing the input and the output action
lay on opposite sides of the same parallel operator.

We end this section with the following lemma, that shows that the rigid transition
systems of the MA and of the mj;4 coincide.

Lemma 2 (= and =, coincide). For all P € Processes
P=Q iff T(P)=,T(Q).

In the proof of the above lemma we shall use the following property, the
proof of which is immediate. The property states that the deduction of rigid
transitions, for both MA and w4 processes, is never affected by restrictions.
This fact makes it clear that name extrusion will never occur for a process 7 (P),
as in the MA the restriction operator is only used to create new names and it
never acts as a binder for a channel name.

Property 2. For all P € Processes, I C Names

- P=q@ it wWHP=wI)Q
— if P is in v-form, then 7(P) =, 7(Q) iff (v DT (P) =, (v )T(Q)

6 The Operational Semantics of the w4

The last step of our work is the definition of the transition relation —, that
corresponds to the transition relation — ;4 of the MA.

So far, we only have rigid transitions T" =, T’ for the mpr4. In order to
establish the wanted bijection between the transitions of an MA process P and
of its translation 7 (P), we first record each congruence rule that have been
applied to P in rule Red =, and the sub-processes PQ¢ affected. Then we shall
apply the same congruence rules to the sub-processes of 7 (P@4), so mimicking
in w4 each transformation in the structure of processes made on MA. This
will be the purpose of the next sub-section. The proof of the correctness of our
proposal will then follow easily.

6.1 Handling Congruences

As said already, the application of any MA semantic rule in the upper part
of Tab. 1, alters the syntactic structure of processes. For example, the right
component of R = m[P] | Q is @, that instead is the left one in the congruent
process @ | m[P]. These changes will prevent us from recognizing that a w4
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is the translation of a specific MA process. So we introduce below a simple
mechanism to handle the manipulations of processes due to congruence. We
shall record the sequence of congruence rules applied to a process and those
sub-processes to which they are applied. As a consequence, we always know the
address to which a selected sub-process moved.

We write P =, 9) Q to say that the MA processes @ is obtained from P by
applying once the congruence rule r (defined in the upper part of the Tab. 1)
at the sub-process PQy. For example, (Py | (P2 | 0)) | P3 =(structzero Par|lol1)
(P1 | P») | P3. Quite in the same manner, we write T (=) g )12, to say that the
mma process To is obtained from 77 by applying once the rule R (defined in the
upper part of Tab. 3) at the sub-process T;@d.

Clearly, the congruence rules for the MA in the upper part of Tab. 1 are in
correspondence with those in the upper part of Tab. 3, that we slightly constrain
below.

Definition 10. Let r be any of the rules in the upper part of Tab. 1; let R be
any of the rules in the upper part of Tab. 3, where Ty, T1,T> # 0.
Then we write v © R whenever r is on the form Struct rule and R is on the
form P-rule, with rule € {Zero Par, Zero Res, Par Comm, Par Ass, Repl}.
We also extend the relation ¢ to sequences of pairs ¢ = {(ro,9o), - -, (Tn,%n)),
and ® = ((Ro,%)...,(Rn,¥,)), and we write ¢ o ® when Vi. 1, © R;, i €
{0,...,n}.

Sometimes we shall write P =4 Q and To(=)eT1 with the obvious meaning.

Below, we shall prove that our translation T commutes with the application of
the congruences rules. Some attention has to be paid to the rule Struct Repl,
in connection with our wish to have processes always in v-form. If a restriction
occurs within a replication, it may be necessary to move it at the top-level of the
whole process, and this may require some a-conversions. For example, consider
the following congruent processes

R= ('(V TL)TL[P]) | n[Q] =(StructRepl,||o)
R’ = ((vn)n[P] | ({(v) n[P])) | n[Q] =
R" = (v p)((p[P{n — p}l | (v n)n[P])) | n[@Q]).

Now consider the congruent processes obtained by translation:

~

T(R) <E>(P—Repl7||o) ?(RI)

In order to put ’ZA'(R’ ) in v-form, it is crucial to a-rename n as p at position
[lo, as done when passing from R’ to R”. To do that, it suffices to label each
renaming of a name m to ¢ (or of a variable x to y) by a pair (m <« ¢,9) (or by
(z < y,v)), where ¢ is the address of the affected sub-process (in our example
the pair is (n < p,||o)). In other words, a-conversions are to be dealt with as
the congruence rules in the upper parts of the Tables 1 and 3. We prefer to leave
this step implicit, assuming that to each a-conversion in a MA process there
is a corresponding a-conversion in its translation, with the same choice of new
names or new variables.
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Lemma 3 (on the congruence). For all sequences of pairs ¢, P such that
¢o @D, and ¥V P,Q € Processes

P = Q iff T(P)(=)sT(Q).

6.2 The Transition Relation —;

We are now ready to define the transition relation — for mys 4, that corresponds
to the standard transition relation — ;4 of the MA. It will be defined as the
composition of transition relation = with the relation (=)(g,g). This step can
be seen as the counterpart of the rule Red= in Tab. 2.

Definition 11. We define T —, T’ iff 3Py, P1 and Ty, Ty such that
T(=)eoTo = T1i(=)e,T"

The transition system of the MA is isomorphic to that of mas4, when con-
sidering only processes in the image of the function 7.

Theorem 1. Let T (Processes) = {T(P)| P € Processes}, then
(Processes, —pi4) is isomorphic to (T (Processes), —x).

As a consequence, a computation of P in MA has one and only one corresponding
computation of the w4 process 7 (P). With the next corollary we end the proof
of the operational correctness of our proposal.

Corollary 1. For all P,(Q € Processes
P=31Q if T(P)=;T(Q)

The following theorem proves that transition system defined by the rules in
Tab. 5, is a fragment of the standard transition system of the higher order -
calculus. Actually, we shall consider a slight variant of the standard structural
congruence =), which identifies with the process that cannot perform any action
the process (va)a(m).0.

Theorem 2. Let =jp; be the minimal congruence induced by the standard con-
gruence of the higher order m-calculus, and by the rule (va)a(m).0 =7 0.
Then, for all Ty, Ty € P we have that Ty —, T1 implies Ty ZuT=uT.

A specialization of the above theorem enforces the idea that the we are simulating
the behaviour of the MA processes within a subset of the 7-calculus.

~ ~

Corollary 2. For all Py, P, € Processes let To =7 (Py), Ty =T (P1) then

To — T1 implies Ty ou T
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7 A Mobile Ambients Example:
Mobile Agent Authentication

To show how our proposal works we take the following process that specifies an
authentication protocol from [5], Sect. 8:

SY S = home[(v n)(open nlagent[out home.in home.nlout agent.open agent.P]])].

Figure 3 displays a complete computation of SY S, and splits each transition in
the application of congruence rules and in the rigid transition. The changes in
the abstract syntax trees of SY.S and of its derivatives due to the applications
of congruence rules are in Fig. 5. R
The translation of SY'S according to the function 7 is:
SYS, =T(SYS)=(vn)( (open(n)|(out(home).in{home).
(out{agent).open{agent).P|0,)
|0agent)
=R |0home)
T)
Fig. 4 displays how the computation of SY S, proceeds and the correspondence
of its steps with those of SYS in Fig. 3. Also here we separate the application
of the rigid transitions from that of the congruence rules, and we show in Fig. 6
the changes made by these on the syntax tree of 7 (SY'S).

8 Conclusion

We presented a technique to reflect the behaviour of the MA processes into a
subset of the transition system of a fragment of HOm, called ma;4. We rely on
the enhanced operational semantics of HOw, that heavily exploits the structure
of processes [9]. This is expressed through the abstract syntax trees of processes,
built considering the parallel composition as unique operator. An MA process
P is translated into an mpr4 process T = 7 (P) and each ambient n is given
an address exploiting the position of n within the syntax trees of P and of T.
These addresses are sequences of tags ||o and |1, recording the left and the right
sides of a |, respectively. As expected the translation respect addresses (and the
nesting of ambients).

Since syntax trees are rigid, in that their structure cannot be altered, it is
natural to define a rigid transition system for MA (=-) and one for w4 processes
(=x), i.e. for processes that do not obey any congruence laws. This is easy for
MA. We took advantage from the localization of ambients by their addresses to
check if the mpr4 process T = T (P) respects the ambient nesting required to
perform a specific capability; the same mechanism allows us to correctly compute
the new ambient nesting caused in 7" by firing that capability. We proved that
the two rigid transition systems coincide.

The standard transition system for MA is then obtained by collapsing all
the applications of congruence rules as the last, further step of a deduction of
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SY 51 =(structParComm,||o) OY 52 =(StructParZero,|lollollo) 0¥ 53

U
SY S4 = (v n)(agent[in home.nlout agent.open agent.P]|0]|home[open n])

4
SY S5 = (v n)homelagent[n|out agent.open agent.P]|0]|open n]

= (StructParZero,|lollolollollo) SY 56

U
SY S7 = (v n)home[(n[open agent.P|0]|agent[0])|open n]

=(StructParComm,||q) SY Ss =(StructParAss,||o,) SY Sy

I
SY S10 = (v n)home[(0|(open agent.P|0))|agent[0]]

= (StructParZero,||ol]ol]1) OY 911 =(StructParComm,||ol]o)
SY Si2 =(StructParZero,||o|]0) SY 513

U
SY S14 = (v n)home[P|0]

SY S1 = (v n)homelopen n|agentlout home.in home.n[out agent.open agent.P]|]
SY Sz = (v n)homelagent|out home.in home.n[out agent.open agent.P]]|open n]
SY S3 = (v n)homelagentout home.in home.n[out agent.open agent.P]|0]|open n]
SY S = (v n)homelagentn[out agent.open agent.P|0]|0]|open n]

SY Ss = (v n)homelopen n|(n[open agent.P|0]|agent[0])]

SY Sg = (v n)home[(open n|njopen agent.P|0])|agent[0]]

SY S11 = Yhome[(0|open agent.P)|agent|0]]

(vn
SY S12 = (v n)home[(open agent.P|0)|agent[0]]
SY Sis3 = (v n)homelopen agent.Plagent|[0]]

Fig. 3. A complete computation of the MA process SY'S.

the transition P = P’. The same congruence rules, applied to the sub-processes
of T =T (P) at the same addresses are applied for deducing the corresponding
transition of T. It is straightforward then showing that the two transition systems
are in bijection. As a matter of fact, the transition system of the fragment of
HO7 we use is strictly contained in the transition system of the full HOx.

The one-to-one correspondence between the transitions of the MA and of the
HOw suggests a way of studying the behaviour of the MA process P using the
available tools developed for HO7. Given an MA process P, one carries out the
analysis on its translation 7 (P), and then reflects its results back to the MA
word. Typically, one can use the Mobility Workbench [23] to check behavioural
properties. Also, one can study causality based properties of the MA processes,
relying on the causality notions defined in the enhanced operational approach



44 Linda Brodo, Pierpaolo Degano, and Corrado Priami

SY Sx1(=) (p—Parcomm,llollo)SY Sx2(=) (P—zeroPar,llollollol10)S Y Sr3

U (llollollollolloout(home),||1|[gout(Y))
SY Sra = (v n)
((((in{home).(out{agent).open{agent).P|0,)|0)|0agent )| (0PE(1)|Ohome))|T)

U (llollollolloin(home),||1[loin(Y))
SY S5 = (v n)(((((@uE{agent) Gpemiagent). P0,)[0) Oagent) 50T (1)) Onome )| )

(=) (P=zeroPanllollollollollo]10)SY Sx6

U (llollollollollollolloout{agent),|l1[[oout(Y))

SY Sxv = (v n)(((((@Pen(agent).P|0)|0,)|(0|0agen ) [0PER(n)) [Ohome )| T)

(=) (P—Parcomm,|lo]10)SY Sx8(=)(P—Parass,[o]10)SY Sro

U (ollollolloopemcn). 11 lloopen(¥))
SY Sx10 = (v n)((((0](apen(agent).P|0))|(010agent)) | Onome) | T)

(=) (p-zeropar,lloliollolln)SY Sx11
(=) (P=Parcomm,[lollol10)SY Sm12(=) (P ZeroPar,|lollollo)SY Sx13

U (Hollolloopencagent),|l1 [loopen(Y))

SY Sr1a = (v n)(((P|0)[0agent)|Onome ) T)

SY Sro = (v n)((((@(home).in(hope).(m(agent>.m<agent>.]3|0n)|0ag€mg)|
0pen(n))[Onome)[T)
SY Sr3 = (v n)(((((out(home).in(home).(0ut(ggent>.opﬂ(agent>.P|On)|0)|
Oagﬁnt)|m<n>)|0home)|T)
SY Sre = (v n)(((((((out(agent)/.\opﬂ(agent).P|0)|
0,.)|0)[0agen:)[0PER (1)) |Onome )| T)

SY Srs = (v n)(((open(n)|(((open(agent).P|0)[0:)|(0]0agent)))[Onome )| T')
SY Sz = (v n)((((@pen(n)|((open{agent).P|0)[0,)|(0]0agent))|Onome ) T')
SY Sr1 = (v n)((((0[open{agent). P)[(0]0agent))|Onome ) |T)

SY Sri2 = (v n)((((open{agent).P|0)[(0]0agent))[Onome ) |T')

SY Sx13 = (v n)(((open(agent).P|(0]0agent))[Onome)|T')

Fig.4. A complete computation of 7 (SYS).

for the m-calculus [8]. Furthermore, it is possible to re-use the tools for the
analysis of quantitative aspects defined for the m-calculus [1, 2], e.g. performance
or probabilistic behaviour of the MA processes.

We conclude our paper with a short list of related papers. The literature
reports several ways to compare the MA and the m-calculus that often rely on
an encoding of (a fragment of) one calculus into (a fragment of) the other, up
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Fig.5. The structure of the ambients along the MA computation. (The ith picture
refers to the process SY'S;).

to suitable behavioural equivalences. We remark that our approach is different,
instead: we proposed an injective mapping from the transition systems of the
MA into that of the HOx-calculus, using no observational equivalences.

The first work relating the two calculi is in [5,4], that gives an encoding of
the asynchronous w-calculus into the MA. This encoding has two main disad-
vantages: it is not compositionally, and each m-calculus channel needs a central-
ized ambient to handle all the input/output requests involving the channel itself.
In [15] an encoding of asynchronous m-calculus into the Safe Ambients (a variant
of MA) is proposed. Their authors improve on the technique of [5] by presenting
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Fig. 6. The structure of the ambients along the mara computation.(The ith picture
refers to the process SY Sx;).

a compositional and a simpler encoding because it requires no centralised am-
bients. In [12] a translation of the MA into the distributed Join Calculus [11] is
presented. The atomic steps of the MA are decomposed into several elementary
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steps, each involving only local synchronizations. A distributed implementation
of ambient written in Jocaml [6] is given. The translation is proved to be cor-
rected up to the notion of a hybrid barbed bisimulation in such a way that the
translation preserves and reflects a variety of global observations. The expres-
siveness of the Pure Mobile Ambients, i.e. MA where only capability actions
are admitted with no local communications, is studied in [24] by encoding the
synchronous 7-calculus into the Pure Safe Ambients, relying on 7., an exten-
sion of the m-calculus with explicit substitutions and channels. This encoding
is proved to preserve an operational correspondence. An encoding of the megc
into the typed RObust AMbients (ROAM), a variant of the Safe Ambients, is
presented in [13]. The goal of this work is to prove a stronger operational corre-
spondence than the one in [24] for the encoding of the synchronous m-calculus
into the Pure Safe Ambients.
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A Proofs

Property 1
The operational semantics in Tab. 2 coincides with the operational semantics
in [5].

Proof. The congruence rules in Tab. 1 coincide with the ones in [5]. The semantic
rules in Tab. 2, with the replacement of — ;4 with = in the conclusions of the
rule Red=, are the same as the ones in [5] as well. By using = as an auxiliary
relation for — ;4 in Tab. 2 we only impose a fixed structure to the derivation
of transitions: the rules of structural congruence are applied all together in the
last step of the derivation, instead of interleaving them with transition rules as
it may happen with the semantics of [5].
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Lemma 1 Given a MA process P, V49 € L
T(P@Y) =T (P)ay

Proof. The proof is by induction on the structure of P.
=)

base

P=0or P=(M)or P=M.P' or P=(x).P or P=IP.
P@Y¥ = Q is defined only if ¥ =€ implies

(if PQe=Q then T(P)Qe=7T(Q));

inductive step

P = Py|P, PQY is defined only if ¥ =€ or ¢ = ||o¢ or ¥ = |1 :
Y9 =¢€  trivial
¥ = |0 PQ||od = (Po|P1)Q||g = Py@¥ = Q.
I\TOW7 T(P)@||019/ = T(P0|P1)@||019/ =
(T(Ro)|T(P)allod" = T(Py)ad,
and the inductive hypothesis suffices.
¥ = |1 it is the symmetric case
P = n[P'] PQY is defined only if ¥ =€ or ¥ = ||p¢/ or 9 = |1 :
¥ =¢€  trivial
¥ = ||o? PQ||o =n[P]Q||p¢ = P'Qy = Q.
Now, 7 (P)Q||o® = T (n[P’])@]|o¢ =
(T(P)IT (br ) @llod” = T(P')ar,
and the inductive hypothesis suffices.
=1 PG|, =n[P]A||; =0y,
T(P)Qlly =T (n[P])Ql|y =
(T(Pl)|T(@T(n)))@||1 = T(@T(n)) = T(On)7
the thesis holds.
P = (v x)P’ PQy = P'@QY. Now
T(P)a@y =T ((v x)P)Qy =T (P")Qay,
and the inductive hypothesis suffices.
<)
base
P=0or P={(M)or P=M.P' or P=(x).P or P=IP.
T(P)@y = T(Q) is defined only if ¥ = ¢ implies
(if T(P)Qe=T7(Q) then PQe=Q)

inductive step

P = Py|P, T(P)Q¢ is defined only if ¢ =€ or ¢ = o or ¥ = |1
¥ = € trivial
0 = [lo9" T(P)@l|p?" = (T(R)|T (P1))@lov" = T (Fp)QV,

on the other hand PQ||g = Py|P,Q||p¢ = Py@Qd'.

The inductive hypothesis suffices.
¥ = |1 symmetric case

49
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P =n[P] 7T(P)Q9Y is defined only if 9 =€ or ¢ = |[o¢ or ¥ = |1
Y9 =€  trivial
U =l T(P)Ql|od" =T (n[P'])Q||g =
(T(P)T (b7 ())0llo?" = T(P')0.
On the other hand PQ||g¢ = n[P’|Q||pd = P'@¥'.
The inductive hypothesis,
T(PHQy =7(Q) implies P'QY = Q, suffices.
U= T(P)Qlly =T (n[P])a[, =
(T(PH|T (b1(n)))Ql1 = T (D1 (n)) = On.
On the other hand PQ||; = n[P’]Q||; = 0,
and the thesis holds.
P=wa)P T(P)QY = (v z)T(P)Qy =T (P )Qy.
On the other hand PQY = (v z)P'QY = P'@y and
the inductive hypothesis suffices.

Lemma 3 [on the congruences] For all sequences of pairs ¢, ® such that ¢ ¢ P,
and V P, @Q € Processes

P=4Q iffi T(P)(=)sT(Q).
Proof. The proof is by straightforward induction on the number of the congru-

ence rules in ¢ (and @), once proved the base case.
Se we prove that V9 € £ and V P, Q) € Processes such that r ¢ R then

P=44 Q ifft T(P)(=)r07(Q)
We proceed by cases on rule s.t. Struct rule ¢ P-rule. We consider below the

case when the congruence rule is applied to transform P into @ and 7 (P) into
7(Q); the proof in the other direction is symmetric.

(Zero Par) by Lemma 1 (PQ¢ = P, | 0 iff T7(P)Qy = 7 (P1)|7(0))

and (QQY = Py iff T(Q)QY = T (Pr)).

Then, by definition (7 (P)(=) Struct rute,0)Z (@) ff P=p_, 1. 9y @)-
(Par Comm) by Lemma 1

(T(P)@Y =T (Po|Pr) =T (P)|T(P) iff PQY =Py | 1)

and (7(Q)Q||o¥ =T (P | Po) =T (P)|T(P) iff

QQY = P, | Py).

Then, by definition (7(P)(=) Struct rute, 7 (Q) it P=p_,1. 5) Q)-
(Par Assoc) by Lemma 1

(T(P)@) = T(Ro|(P1|P2)) = T(Po)|(T(P)|T(0)) ift

P@’l? = PO | (P1 | Pz)) and

Q@Y = (P | 1) | P2 iff T(Q)@0 = (T (Po)|T (1))|T (F2)).

Then by definition (T(P)<E>(Stru0t rule,ﬂ)T(Q) ift P = (P-rule,9) Q)-
(Repl) By Lemma 1 (7 (P)@9 =!7 (P') iff PQY =!P’) and

(T(Q)@Y = (T(PH|'T (P")) iff Q@ = (P’ | IP")).

Then by definition (T(P)<E>(Struct rule,ﬂ)T(Q) iff P =P rute,9) Q).

Lemma 2 [on the rigid transitions]

VP.P=Q iff T(P)=,7(Q)
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Proof. We divide the proof into two step. At first we prove the following lemma.

Lemma (on contexts) Let ¢ € {||o}*, then
T(P)ay =T(Q) iff T(P)=ColT(Q)]

where Cy[] = (... (T()|T(P1))|...|T(P,)), for some Pi,...,P,, n >0, and
3=|lo...||o, n times.

Proof. The proof is by induction on .

base: ¥ = ¢

By definition of —@Q— operator 7 (P)Qe = 7(Q) = T (P),
thus C[Q] = T(Q) =T (P).

inductive step: 9 = |[o?’, with ¢ = |[3~!

T(P)Q||o¥ is defined only if 7(P) =T (P")|T(P"),

thus (7 (P')|7T (P"))Q||o9 = T (P")Qy'.

By inductive hypothesis 7 (P")@Qy¥' = 7(Q) implies

T(P') = Co[T(Q)] = (.. (n A T(@Q)T(P)) ... | T(Pa 1)1,
for some Py,...,P,_1.

Now it is easy to verify that T (P")|7T (P") = Co/[T(Q)]|T (P") = Cy[T (Q)].

Now we start the proof of the main Lemma. Accordingly to Property 2, in the rest
of the proof we do not mention any restriction at the top level for the MA pro-
cesses and for their translations: P = (v I)P', Q = (v J)Q', T(P) = (v )T (P')
and 7(Q) = (v ))T(Q') .

Thus we feel free to omit below any reference to possible (and needed, due to
replication) applications of congruence rules for restrictions and a-conversion.
=)

The proof is by induction on the length of the derivation.

base:

We proceed by case analysis on the rule applied: Red In, Red Out, Red Open,
Red Comm.

Red In: P =nlin m.P/l\|P2]|m[Q’]_:> Q = m[n[P|P]|Q']. R
By definition 7 (P) = (((in{m).T (P1)|7 (P2))]0,)[(7(Q")|0.,))|T.
By rule ¢mcom, we derive

’f(P) (Hollollollo in{m),|l1lloin(¥)) LT

= ((T(P1)|T(P2))[0,) /(T (@)|0.1))|T. (1)

All the side conditions of M;,, are also satisfied: ?(P)@| lol[1]]1 =
0, T (P)@ollollr = 05 and T(P)@lJo|[olol|s # Ok. Thus, by rule
My, with premise (1), we derive: (7 (P)|T) =, T", with

" 2o (@l lollol Tl o) 7@l ol 1))
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P = m|n|out TQ.P1|P2]|Q’] = Q = n[P|P:]m[Q']. R
By definition 7(P) = (@0 (m).T (P)| T (P2))[0,)| T(Q")|0,0)|.
By rule {mcom we derive

’ZA’(P) (Ilollollollollo out{m),||1]lo out(Y)) LT

= ((T(P1)|T(P2))]0,)T(Q")]0,)IT (2)

All the side conditions of Moy are also satisfied: T (P)@lo||y =
0., T(P)@follolfolls = On, T(P)@llollollollol[x # Ox and
T(P)Q||o|lo||1 # Op. Thus by rule My, with premise (2), we
derive T (P) =, T”,

with T = T'{[lo — (T"Q]lo[lo[lo[(T"@l[o[[o[ L[ T"@][o][1))}-

P = open m.P''m|Q'] = Q= P'|Q.
By definition T(P) = (open{m).7 (P")|(7(Q’)|0,))|T. By rule
AT com We derive

,?«(P) (llollo oPET(m),||1|loopen(Y)) » T/ — (T(P/)|(T(Q/)|0m))|f
3)

The side condition of M7open, is also satisfied: T (P)QA||o||1||1 =
0,,,. Thus by rule M 7pen, with premise (3), we derive: 7(P) =,
1", with T = T'{{[o[[» — T"@[[o]|1][o}-

P=(M)|(z).P = Q= P{x— M}.
By definition 7(P) = (ch(T(M))|ch(X).T(P"))|T. By rule
I com We derive

?(P) llo(lloch(7 (M)),|[1ch(X))

» T'=T(PY{T(M)/X}T. (4)

This is the premise to deduce, by rule M om, ’ZA'(P) =, T", with
" =T"{lo = T'Ql[olo}

In all the above cases it is immediate to verify that 7" = T (Q).
inductive step:

We proceed by cases on the last rule to derive P — @ that could be either Red

Amb or Red
Red Amb:

Par.
P = n[P'] = Q = n[Q']. The inductive hypothesis is 7 (P') =
T(Q"), ie.

T(P)T L, TIT, with T(Q') = (T|T){|o? — Ts} (5)
where T depends on the applied rule. We have to prove that
T(P)=T(P)|T = (T(P")|0,)|T =+ (T(Q")]0,)|T = T(Q) (6)
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Recall that the rules My, with s € {in,out,open,com} corre-
spond, respectively, to the MA rules Red In, Red Out, Red Open,
Red Comm.

By inductive hypothesis, (5) is deduced by either rule M 7. In par-
ticular T can be involved or not.

If T is involved, the premise for deducing (5) has the form

T(P)|T lovz () s o () » T|T, where 9 and z depend on the

rule applied. Its left premise is 7 (P’) MP T that fulfills the

o), g

premise of 7 p,, and permits to deduce 7 (P’)|0,,

This is the premise, together with T M’p f, for rule ¢mcom.

So we can deduce (7 (P')[0,)|T (oo (). [lllox(¥)) . (T10,)|T.
By inductive hypothesis all the side conditions of M, still hold
and we can deduce the desired (6), in fact by inductive hypoth-
esis T(Q) = (T10,)|T){|[o]lo9 — Ts}. If (5) is deduced by rule

M gom, its premise is T(P’)|f [lo9{[loch(K),|[1ch(Y)) ) T|f, whose
lloch (K, [l1ch(¥)) » T. With rule 7p,,. we de-
duce T(P')|0, L2t ehY)), = g and then (7 (P')[0,,)

T llollo?lloch () Jlseh () - (T]0,,)|T from which we easily deduce
(6). In fact by inductive hypothesis 7(Q) = ((T]0,,)|T){|lolo? —
76 o9 o}. A

P = P'|R = @ = Q'|R. The inductive hypothesis is 7 (P') =,
T(Q), i.e.

T(P)T L, TIT, with T(Q') = (T|T){||o0 — Ty} (7)

premise is 7 (P’)

where T depends on the applied rule. We have to prove that
T(P)=T(P)|T =(T(P")|R)|T =+ (T(Q)R)T =T(Q) (8)

The proof can be obtained by the one of the previous item by
substituting 0,, with R.

An MA ambient constructor m/[_] is translated by a 7-like calculus parallel oper-
ator, _|0,,. Thus, any ¥ in a translated process is originated either by an ambient
or a parallel composition of the MA processes.

The proof is by cases on the rules.

In each of the following case it holds that ¢ € {||o}*, because, by using 7 pq,
(i.e. ¢mwpar, of Tab. 4), we can only derive actions on the left side of a parallel

operator.

M, T(P) = T(Q), ice. T(P)|T = T(Q)|T. Its premise

T(P)|T

7 (llo?llollolloin{m),l1]loin(Y)) ) Tﬁa must be derived by £rcom
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and the side conditions 7 (P)@||o9||1||1 = Om, 7 (P)Q||o¥]|o||1 = On,

T(P)Q||o?|lo]lo]]1 # O
Therefore we know that, for some P, Q’, R

7(P)@llo?follollo = T (P)@d|lollollo = in(m).T(P"),

T(P)Qllo?|[1][x = T (P)Qd[1]]r = O,

T(P)Qllollol[x = T (P)dloll1 = On; thus

T(f)@lloﬁ =T(P)@¥ = (in(m).T (P")|T(Q"))[0,)|(T (R)|0m),
T(Q)Qlo? = T(Q)Qd = ((T(P")|T(Q"))|04)|T (R))[0m,(see

also the definition of V; W, Z in M7;;,). Using the lemma on contexts,
T(P) = Col((in(m).T (P")|T(Q"))10) (T (R)|0,)]

and

7(Q) = C[((T(P)[T(Q))|0n)|T (R))|0]-

As 7 is invertible on its image, P@Y = n[in m.P'|Q']|m[R] and
Q@Y = m[n[P’|Q']|R]. By rules Red In, Red Amb and Red Par, we
derive P = Q.

Mo T(P) =, T(Q), i.e. T(P)|T =, T(Q)|T. Its premise is

7(P)|T Slo?llollollollooutém);[xlloout(¥)) p T|T must be derived by (mcom

and the side conditions 7 (P P)@llod||1 = Oy, T (P)@llo9|ollo]|1 = On,
T(P)alloYllollollollr # Ok, T(P)@lgD||o|lr # O

Therefore we know that, for some P',Q’, R

T(P)alllo?llollollollo = T (P)@9llollollollo = out (m).T (P"),

T(P)al|od|[y = T(P)@||; = 0,5,

7]:1( )@[llo?olloll1 = T (P)@d|[o|lo[|1 = Oy,

thus

?(f)@llloﬁ =T (P)@9 = ((((out(m).T (P")|T(Q"))|0n)|T (R))|0m),
an

T(Q)allod = T(Q)QY = (T (P")|T(Q'))|0,)[(T(R)[0m),
(see also the definition of V, W, Z in Mmy,.). Using the lemma on
contexts ,
T(P) = Col(((@utm). T(P)IT(@))10.)|T (R))[0,)]

and

T(Q) = Cy[((T(P)IT(Q))|0)[(T (R)[0m)]-

As 7 is invertible on its image, P@Y = mlnfout m.P'|Q']|R] and
Q@Y = n[P’|Q']|m[R]. By rules Red Out, Red Amb and Red Par, we
derive P = Q.

MTopen T(P) =, T(Q), i.e. T(P)|T = T(Q)|T. Its premise

T(P)|T lovloopenm).lsllooren(¥)) . T|T must be derived by (Tcom

and the side condition 7 (P)@||od|1||1 = O
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Therefore we know that, for some P, R:

7(P)Qllo?||o = T(P)Q@d = open(m).T(P'),

T(P)Qllo?||1][x = T (P)@d[1[|]x = O, thus,

T(P)Qllo¥ = T(P)@y = open(m).T (P')|(T (R)|0),

and

T(Q)@||o9 = T(P")|T(R), (see also the definition of W in MTopen)-
Using the lemma on contexts,

T(P) = Cylopen(m).T (P')|(T (R)|0,)] and T(Q) = Co[T (P)|T(Q")].
As T is invertible on its image, PQY = open m.P’'|m[R] and QQ¢ =
P'|R. By rules Red Open, Red Amb and Red Par, we derive P = Q.

Meom T(P) =, T(Q), i.e. T(P)|T =, T(Q)|T. Its premise

T(P)|T o loch () Nl1en(Y)) » T|T must be derived by Tcom.

By the label of the above premise, we know that, for some P’, M:
T(P)Q||g9 = T(P)QY = ch(K)|ch(Y).T(P'), and T(Q)Q||od =
T(Q)a@y = T(P){K/Y}, see the conclusion of rule Mmcomm. Using
the lemma on contexts,

T(P) =Cylch(K)|ch(Y).T(P")] and T(Q) = Cy[T (P")].
As 7 is invertible on its image, PQY = (M) | ch(y).P’ and
Q@Y = P'{y «— M}, withT(M) = K. By rules Red Comm, Red

Amb and Red Par, we derive P = Q.
Theorem 1 Let A = {P € Processes | P is in v-form}, and

T(A) ={T(P)| P € A},

then
(A, — 1) is isomorphic to (7 (A), —x).
Proof. (v I)P = (v 1)Q iff T((v I)P) =, T((v I)Q) by Lemma 2.
Vo, P, with g0 P, P =4 Q iff T(P)(=)s7(Q), by Corollary 3, and a-conversion
does not affect isomorphism.

Theorem 2 Let =j; be the minimal congruence induced by the standard con-
gruence of the higher order m-calculus, and by the rule (va)a(m).0 =p; 0. Then

To —r T1 implies TO i’M T =M Tl.

Proof. For the sake of readability we shall call P-Par New the congruence rule
(va)a(m) =n 0 By definition, Ty —, T3 iff 3 T4, 17, P1, P2 s.t. To(=)e, T ==
T{(=)a,T1. As —py is defined up to structural congruence, and (=)g C=py, we
only need to prove that if T} =, T} then T} Z s T7.

The semantic rules for —, in Tab. 4 are a proper subset of those for the higher
order m-calculus —j; after relabeling transitions with ¢ function, in Def. 4. Fur-
thermore, the —, transitions do not allow congruence rules and a-conversion
to be applied, except for the T process.

The transition T =, T} is derived by either rule: Mm;p, MTour, MTopen,
MTeom.
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M, its premise is T} {lo?Hlolloflonm), [ lloin(Y)) p T, for such a T that
T@||0’l9 = ((T2|T3)|0n)|(T4|0m), fOI" some T2,T3,T4.
Now, T{ = T{[[o? = (VIW)|Z}=)(p-pParass o0y {|[0? = V(W|2)} =T,
(for V, W, Z as in the definition of the rule Mm;y,). Thus,
Ti = T{||o¥ = (TQ[[0?|o|TQ|oV|]1]|0)|T|l0@][1|[1 }{=) (P Par ass,llo9)
T{llo¥ — TQ[|o3[o[(TQ[0?|[1][0]T[l0Q|[1]|1)} = T
. .. v {llo?llollollolloout(m),|l1]loout(Y))

Moyt its premise is Ty p T, for such a T that
T@||()’L9 = (((T2|T3)|0n)|T4)|0m, for some TQ,Tg,T4.
Now, T7 = T{|[o0 — VI(W|Z)}=)p-rarass, o0y T{ll0? — (VIW)|Z} =T,
(for V,W, Z as in the definition of the rule Mmoy:. Thus,
Ti = T{||o¥ ~ T1@l|o¥[o][o](T1@l[0¥]|o[1|T1@[|0?|1) }(=) (P— Parass,llov)
T{llo?¥ — (T1Q[[o?|[o]lo]T1@[|0¥|[0][1)|T1@[0F|]1}-

Y| |gopen(m open
T (llo¥lloopen(m),||1|loopen(Y)) o T, for such a T that

Mmopen its premise is
TQ||o® = T>|(T3|0m), for some T>,T5. Now,
11 = T{||o9 — T2|T3}{=) (p—zeropar|jo)11) T {I|0¥ — T2|(T3]|0)}
(=) (p-rarvew, o9l 1) T {09 = T2|(T5]0m)} = T Thus, T1 =
T{llo?]x = T@[[od|1]l0}{=) (- zerorar,1go11) T@]{|l0d|]1 — T@||oP[1]|o]0}
(=) (P—Parnew, oo T@{[l0?1 = TQ[|od][1]l0]0m} =T

{Uloch (X),[l1 k(X)) » T, for such a T that TQ||o¥ = T>|0,

M com its premise is T llo®
for some T5.
Now, T{ = T{[[o¥ = T2 }(=) (P zeropar,||on) T {|l0? — T2|0} = T. Thus,
Tll = T{||0'l9 = T@||019||0}<E>(P7ZeroPa1",\|019)T{||019 = T@”O,&} =T.

In all the above cases Tj, —>ps T = Ty holds because £(9(Jgmo,¥171)) = T and
because the — ), transitions have no side-conditions on the parallel structure.
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Abstract. In the object-oriented realm, class-based languages dominate
the world of production languages, but object-based languages have been
extensively studied to provide the foundations of the object-oriented
paradigm. Moreover, object-based languages are undergoing a Renais-
sance thanks to the growing popularity of scripting languanges, which
are essentially object-based.

We focus on ezxtensible object-based calculi, which feature method ad-
dition, together with classical method override and method invocation.
Extensible objects can be seen as a way to bridge the gap between the
class-based setting and the pure object-based setting.

Our aim is to provide a brief but rigorous view on extensible objects, fol-
lowing a thread suggested by the concept of “self” (which is the reference
to the executing object) and its related typing problems.

This tutorial may be seen as a complementary contribution to the lit-
erature which has explored and compared extensively pure object-based
and class-based foundations (for example, as in the books by Abadi and
Cardelli, and Bruce, respectively), but which generally neglected exten-
sible objects.

Keywords: object-oriented calculi, object-based calculi, extensible ob-
jects, types

1 Introduction

Object-oriented programming languages enjoy an ever growing popularity, as
they are a tool for designing maintainable and expandable code, and are also
suited for developing web applications and mobile code. It is possible to distin-
guish among class-based languages and object-based languages. Class-based ones
relies on class hierarchies and objects are the class instances, while object-based
ones offer objects as the only computational entities, on which also inheritance
is defined. Production languages, such as Java [AG96], are usually class-based.
They are considered suited to design software in-the-large, because they are well-
coupled with software engineering principles, thanks to the abstraction mecha-
nism offered by the class hierarchies. In object-based languages (such as Self
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[US87], Obliq [Car95], or Cecil [CG]), new objects may be constructed from al-
ready existing objects, inheriting properties from the latter, so inheritance plays
its role directly at the object level. Most object-based languages and calculi offer
an override operation (to modify the components of the parent object), while few
of them feature also an addition operation (to add new components to the parent
object), giving rise to extensible objects and to a more complete form of inheri-
tance which resembles class-based inheritance. Object-based languages have not
been popular thus far as production languages, but have been the basis of more
than fifteen years of study on the theoretical foundations of object-oriented lan-
guages. Object-oriented languages have introduced a number of ideas, concepts
and techniques, which have proved to be useful and effective in programming,
but which needed (and some of them still need) to be fully formalized, in order
to understand, exploit and ameliorate them. Many techniques to prove program
soundness have been developed in the object-based setting, because the concept
of “object” is seen as more primitive from a formal-mathematical point of view
than the concept of “class”.

However, object-based languages, and in particular the ones featuring ex-
tensible objects, nowadays are becoming interesting also for practical purposes,
thanks to the new challenges that come from the Internet. The growing use of a
network as a primary environment for developing, distributing and running pro-
grams requires new supporting infrastructures. In particular, there is the need
of a greater flexibility, allowing software to execute in different environments
essentially without changes, and the requirement to develop working prototypi-
cal applications in a relatively short time. That is why scripting languages, like
JavaScript [F1a99], that offer a set of easy-to-use primitives to program web
applications, are becoming increasingly popular. There is a number of ongoing
researches on foundations for scripting languages [BDG02,DGO03], as well as for
prototyping delegation-based languages [AD02b,ABDDO03] (whose objects’ main
feature is to keep a link to the objects they were created from, which gives them
the ability to delegate the execution of a method to another object). Research in
these fields is especially oriented towards the design of type systems, balancing
the need of a certain degree of safety during the program execution (in the style
of “a well-typed program cannot go wrong”) and the requirement of flexibility
(not to restrain reusability and not to slow down the design of prototypes).

Extensible objects are the right tool to formalize both scripting and fast-
prototyping calculi, as well as hybrid object-based/class-based languages (which
try to exploit the best of both approaches as in, for instance, [AD02a]), and to
experiment with appropriate type systems: therefore, extensible objects are back
in use. With this tutorial we would like to give an essential survey on the basics
of the topic, which is lacking in the object-oriented literature, that generally
focused on pure object-based calculi (a reference on this topic is the book by
Abadi and Cardelli [AC96a]), and on class-based languages (a reference on this
other topic is the book by Bruce [Bru02]).

In this tutorial we present a functional object-based calculus with fields (oth-
erwise called instance variables) and methods, equipped with method and field
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invocation, method and field addition and method and field override, and we
analyze it in a classical way, that is, from the point of view of its type system.
Prerequisites for this tutorial are a general knowledge of the object-oriented ter-
minology and of functional calculi and their type systems. A book that may
provide the appropriate background is the one by Pierce [Pie02]. Another ref-
erence that is useful to grasp the basics of the object-based language approach
(also from an implementation point of view) is Chapter 4 of [AC96a).

The tutorial is structured as follows. Section 2 discusses extensible objects
from the point of view of their typing, and presents some informal examples
motivating the introduction of MyType inheritance. Section 3 introduces the
calculus Obj™, through its syntax and operational semantics, then in Section 4
0bj™’s type system is illustrated. Section 5 gives an overview on a semantics
by encoding of Obj™, casting some light on the formal meaning of extensible
objects. Section 6 present a way of modelling classes following the “Classes =
Extensible Objects + Encapsulation” model of [Fis96]. Finally, in Sections 7 we
discuss some related work.

This paper is partly based on the material for the lectures given by the author
at the “Mini-Ecole Chambéry-Turin d’Informatique Théorique” (29 January —
1 February 2003).

2 An Overview of MyType

A type discipline is important for object-oriented languages to ensure safety
(i.e., absence of message-not-understood run-time errors), and the design of safe
type systems depends on the knowledge of the semantics of the object-oriented
language in question. In fact, safety is proved via a Subject Reduction theorem
based on a (usually intuitive) operational semantics that mimic program execu-
tion. Subject Reduction states that if a program is well-typed (with type 7), then
the result of its computation is well-typed (with type 7). From this theorem, it
is possible to prove a formal safety property ensuring that “well-typed programs
cannot go wrong”.

Typing object-oriented programs is an hard task, because one must take in
account many features which may be in conflict with each other. We will hint at
the well-known conflict between inheritance and subtyping in Section 4.2, and
instead discuss in this section some other important issues about the typing of
object-oriented calculi. In particular, we will concentrate on the concept of self
(sometimes called this, e.g., in Java, and here denoted with seLF), which is of
paramount importance in object-oriented languages. SELF is a special variable
that allows reference to the object executing the current method, and therefore
permits the invocation of the sibling methods and the access to the object’s
fields.

We now overview briefly some concepts that will lead us to understand how
to treat SELF in a functional object-based calculus with extensible objects.

Objects. Records are an intuitive way to model objects since both are collections
of name/value pairs. The records-as-objects approach was in fact developed in
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the pioneering work on object-oriented calculi [CW85], in which inheritance was
modeled by record subtyping. Unlike records, however, object methods should
be able to modify fields and invoke sibling methods [Coo89]. To be capable
of updating the object’s internal state, methods must be functions of the host
object (SELF). Therefore, objects must be recursive records. Moreover, SELF must
be appropriately updated when a method is inherited, since new methods and
fields may have been added and/or old ones redefined in the new host object.

Object Updates. If all object updates are imperative, SELF can be bound to
the host object when the object is instantiated from the class. We refer to this
approach as early SELF binding. SELF then always refers to the same record, which
is modified imperatively in place by the object’s methods. The main advantage
of early binding is that the fixed-point operator (which gives to methods the
possibility to reference the host object, i.e., SELF) has to be applied only once,
at the time of object instantiation. If functional updates must be supported —
which is, obviously, the case for purely functional object calculi — early binding
does not work (see, for example, [AC96a], where early binding is called recursive
semantics). With functional updates, each change in the object’s state creates
a new object. If sELF in methods is bound just once, at the time of object
instantiation, it will refer to the old, incorrect object and not to the new, updated
one. Therefore, SELF must be bound each time a method is invoked. We refer to
this approach as late SELF binding.

Object Extension. Object extension in an object-based calculus is typically
modelled by an operation that extends objects by adding new methods and fields
to them. There are two constraints on such an operation: (i) the type system
must prevent addition of a component to an object which already contains a
component with the same name, and (4¢) since an object may be extended again
after addition, the actual host object may be larger than the object to which a
method was originally added. Thus, method bodies must behave correctly in any
extension of the original host object. Therefore, they must have a polymorphic
type with respect to SELF. The fulfillment of the two constraints can be achieved,
for instance, via polymorphic types built on row schemes [BF98] that use kinds to
keep track of methods’ presence. Even more complicated is the case when object
extension must be supported in a functional calculus. In the functional case,
all methods modifying an object have the type of SELF as their return type.
Whenever an object is extended or has its components redefined (overriden),
the type given to sELF in all inherited methods must be updated to take into
account new and/or redefined components. Therefore, the type system should
include the notion of the “type of seLF”, called MyType (a.k.a. SelfType), so
that the inherited methods can be specialized properly. Support for MyType
generally leads to more complicated type systems, in which forms of recursive
types are required. My Type can be supported by using row variables combined
with recursive types [FHM94,FM95,Fis96], by means of special forms of second-
order quantifiers such as the Self quantifier of [AC96a], or with match-bound
type variables as in [BB99,BBC02] and in the calculus presented in this tutorial.
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Our calculus 0bj™*, which will be introduced in Section 3, is chosen to give a
complete example of a calculus with extensible objects and a functional semantics
of method addition. This is, in our opinion, the most difficult semantics to grasp,
and should serve the purpose of giving the reader enough tools to tackle other
calculi.

We now introduce two examples to show the gain of introducing an appro-
priate type MyType for the host object SELF. The examples are expressed in
a syntactic-sugared functional object-based pseudo-language (which offers the
same features of the formal calculus we will introduce in Section 3) where:

1. we distinguish among fields and methods — in particular, each method uses
SELF (i.e., it is a implicit function of SELF);
2. a dot ‘.’ represents component selection;

3. the symbol ‘:=" stands for (functional) field override, and the keyword
extends represents component addition;

4. ‘;” indicates concatenation of statements. This is codifiable in any functional
language®.

The first example we present is a simple and standard one.

let Point = ( =0, move(d) = (SELF.z := (SELF.z + d); return SELF) )
in let (Color Point extends Point) = ( color = blue,
setcolor(c) = (SELF.color := c¢;return SELF),

in / *main x / ColorPoint.move.setcolor

The object ColorPoint inherits the methods from Point; in particular, it in-
herits the method move which returns a modified SELF (i.e., a new object is
created from the host object by modifying the field  through an update of the
field x itself with a value computed from its current value plus a displacement
d). The main program executes without errors, but within traditional type sys-
tems it is not typable, since C'olor Point.move would either be of type of Point,
and Point does not have a setcolor method, or of the most general type pos-
sible (e.g., in Java it would be Object), again making impossible calling the
specific methods of ColorPoint. The solution adopted in traditional program-
ming languages to make this program type check is to use typecasts, which are
explicit declarations made by the programmer on the expected actual type of
the method result according to the type of the object the method is invoked
upon. Typecasts are unsafe — the programmer must be “sure” about the actual
type of the returned object, since little or even no static checking is performed
on typecasts, as happens, respectively, in Java or in C++. Moreover typecasts
certainly do not improve readability of code, which has a negative impact on the
debugging phase. An alternative to typecasts is the introduction of selftype (oth-
erwise known as MyType), with the meaning “the type of the current object”,
i.e., “the type of self”. If we annotate move with the MyType as its return type,
then Color Point.move and ColorPoint will have the same type and the main

1 Of course in call-by-value calculi codification of statement concatenation is easier.
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program will typecheck and work without typecasts, because My Type specialize
along the Point/ColorPoint hierarchy (that is why the use of MyType is also
known as MyType specialization).

The second example defines a linked/double-linked list, and it is largely in-
spired to a class-based example that can be found in Bruce’s book [Bru02] on
page 41.

let Node = ( val =0, next = null,
getVal = (return SELF.val),
setVal(nv) = (SELF.val := nv; return SELF),
getNext = (return SELF.next),
setNext(nn) = (SELF.next := nn;return SELF),
attachRight(nn) = (return SELF.setNext(nn); )
in let (DbleNode extends Node) = ( prev = null, getPrev = (return SELF.prev),
setPrev(np) = (SELF.prev := np;return SELF),
attachRight(nn) =
(return nn.set Prev(SELF.setNext(nn))) )
in /* main */
We type this example by giving My Type as the type for the fields next and prev?,
as the return type of setVal, getNext, set Next, attachRight, get Prev, set Prev,
and also as the type of the parameters nn of setNext and attachRight, and
np of set Prev. Therefore, setNext has type MyType— MyType, with MyType
“changing of meaning” according to the object the method is invoked upon:
Node.getNext has type Nodetype — Nodetype, and DbleNode.getNext has
type DbleNodetype — DbleN odetype. The same “changing of meaning” is re-
produced for attachRight.

Note that in an imperative setting, where the update of the fields can be done
by side-effects, there is no need to return SELF, and, as a consequence, the return
types of setVal, setNext, attachRight, setPrev can be a “void” type without
losing expressive power. However, it would be impossible to give a sensible type
to parameters such as nn, since setNext’s parameter must have the same type
as the object on which setNext is invoked upon (i.e., it must have a Node type
if it is invoked on a Node, or a DbleNode type if it is invoked on a DbleNode).
Methods such as setNext are called binary methods [BCC'95]. Being able to
type binary methods is a special feature of functional calculi supporting My Type.

3 The Calculus

Our specimen calculus is called 0bj ™, and is a fully fledged object-based calculus
that supports message passing and constructs for object update and extension.
0bj™ is a variant of the Lambda Calculus of Objects of [FHM94], the first cal-
culus that provided a formal type system for extensible objects. The differences
from the original proposal of [FHM94] are as follows: (i) method bodies are ¢-
abstractions over a SELF variable rather than A-abstractions, and (i¢) methods
are distinguished from fields, both syntactically and semantically. The use of

2 We assume to have a term constant null whose type is MyType.
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¢-binders eases the comparisons between our calculus and related calculi in the
literature (with ¢-binders, the syntax of 0bj™ is a proper extension of the un-
typed s-calculus [AC96al). As for the distinction between methods and fields, a
part from being a common practice in object-oriented languages and calculi, it
arises as a result of a retrospective analysis of the interpretation of objects and
object types. In fact, as proven in [BBCO02], the qualitative nature of the target
theory used in the interpretation changes significantly depending on the kind
of overrides (otherwise called updates in the literature) supported by the source
calculus. Specifically, recursive types suffice for the interpretation of external and
self-inflicted field updates, and external method updates®. On the other hand,
self-inflicted method updates require a non-trivial extension of the target theory,
one in which recursion and least fixed points are available not only for types,
but also for type operators.

Obj™ is an untyped version of the calculus Ob™* presented in [BBC02]. Ob™
served the purpose of being the source calculus of a type preserving and compu-
tationally adequate interpretation into a functional calculus. Ob™ was explicitly
typed for a technical reason: to ensure that well-typed objects had unique types,
a property that was missing in [FHM94] and necessary to have a fully formal
encoding. We will give an overview of such encoding results in Section 5, but,
since we are not going into technical details in the present tutorial, we preferred
to use as a tutorial example an untyped calculus, which is easier to describe and
work with.

The syntax of Obj* terms is defined by the following productions:

a,b,c::= Terms
x variable
(v; = ¢;* m; = g(x)bj{x}je‘]> object
(vi’s and m;’s distinct)

v field selection

aww < b field update

a.v <+ b field addition
aom method invocation
aom + ¢(x)b{z} method update
aom + ¢(z)b{x} method addition

Terms of the form (v; = ¢;'€1,m; = g(m)bj{a:}je‘]> denote objects, i.e., collec-
tions of named fields and methods that can be selected, updated, or added. As in
[AC96a], each method is an abstraction of the host object SELF, represented by
the ¢-bound variable z. The notation b{z} emphasizes that the variable z may
occur free in b. Given b{z}, we write b{a} (or, equivalently b{z := a}) to denote
the term that results from substituting the term a for every free occurrence of
z in b.

3 The adjective external refers to invocation/override operations performed on objects,
while the adjective self-inflicted refers to invocation/override operations performed
on SELF, inside a method body.
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Each of the primitive operations on objects come in two versions, for fields
and methods. a.m invokes the method associated with the label m in a, while
aw selects the field v; aom <+ ¢(x)b{z} replaces the current body of m in a with
¢(z)b{x}, while a.v < b performs the corresponding operation on the field v;
finally, aom <+ ¢(z)b{z} extends a by adding a new method m with associated
body ¢(z)b{z}, and a.w <+ b does the same with the field v.

Terms that differ only for renaming of bound variables, or for the relative
order of method and field labels are considered equal, i.e., syntactically identical:
we write a = b to state that ¢ and b are equal. To ease the notation, we use /¢
to denote method or field labels whenever the distinction between methods and
fields may be disregarded soundly, and write a - £ to denote a-f or a.l.

The evaluation of Obj™ expressions is defined by a big-step operational se-
mantics that rewrites closed terms into results*. A result r is defined to be a
term in object form. We write a ||, r to denote that evaluating a closed term
a returns the result r, and say that a converges — written a |}, — if there exists
a result r such that a |}, r. The operational semantics is defined below, rule by
rule, and it is an extension of the corresponding semantics in [AC96a] that han-
dles field and method addition. The following notation is used in the operational
semantics rules:

(i = b} ") & (v = ¢ my = <(@)b{a}' )
a-L=a.loral
a-l < bl{r}Eacl + ¢(z)b{x} or a.l < b
a-l <+ bz} 2 a.l ++ s(x)b{z} or al <+ b

The rules are rather intuitive, and for the ones dealing with updates and addi-
tions we do not need to distinguish among fields and methods.

Results: r = (v; = ciiel,mj = §(1’)bj{f}j€J>

alo (..,v5=¢cj,...) ¢ dor

(Selecty) o LT
(Select,,) allea bi{a} bor @=(..,m;=c(@)b{z},...)
" a.mj o T
(Update) a o (i =b{a}'<") keruJ
a- b, bz} Yo (6 =bi{a} <" g = biay)
(Extend) a o (li = bi{x}iewj> 0 {0, }i€1V7

a-C <+ blz} §, ({=b{z},l; =b{z}" ")

Field selection and method invocation (rules (Select,) and (Select,,)) are com-
puted by evaluating the recipient of the selection/invocation to a result (that

4 The definition of a small-step operational semantics can be found in Appendix A.3.
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is, to an object), then by selecting and evaluating the sought component body.
The only difference is that a retrieved method body must have the host object
substituted for the SELF variable (represented formally in the calculus by x) be-
fore being evaluated, to accomplish with the intended semantics of objects, so
to make it possible to invoke sibling methods and access object fields. Updating
(rule (Update)) must ensure that the component we want to update exists in
the object which the recipient of the updating operation evaluates to, before
updating the component. Vice-versa, for the extension (rule (Extend)) we must
ensure that the component is not present yet before adding it.

3.1 Formalized Examples

In this section, we present some examples illustrating the behavior of the calculus
Obj*. We start from an expression representing an infinite computation:

N=(m=cq¢@)z.m)om

This expression reduces to itself forever, therefore never to a result r (i.e., it does
not converge), as the following derivation in the big-step semantics shows.

(Selecty,)

It is possible to show formally that Obj™ is Turing-complete (that is, it can
codify all partial recursive functions). In [FHM94], an encoding in the Lambda
Calculus of Objects of Object numerals, Zero test, Predecessor and fixed-point
operator (using the (2 expression shown above, written in their syntax) is pre-
sented. We prefer to take the Abadi-Cardelli’s approach (presented on pages
66-67 of [AC96a]), that is, encoding the untyped lambda calculus in 0bj™ (we
recall that the symbol “:=’ denotes a substitution):

[z] =« (variable);
[ab] = [a] o [b] (application), where p e ¢ = (p.arg < q) - val;
[Az.a{z}] = (arg = y,val = ¢(z) [a{z}] {z := z.arg} )

(lambda abstraction),
with y a fresh variable.

The reader may want to check that this encoding preserves (-reduction.

Since 0bj T is Turing-complete, we can add integers as shortcuts for numerals
to Obj™T terms, in order to ease the task of writing examples. An example that
we could not left out is the Point/ColorPoint one, expressed in the 0bj™ syntax:

Point = ( pos = 0, move = ¢(z)(xz.pos < ((x.pos) +1)) )
ColorPoint = Point.c +—+ = blue

It is possible to note that a mowve is performed by a self-inflicted field selec-
tion (z.pos), that returns the value of pos which is then incremented by 1,
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and through an updating of pos with the new value via a self-inflicted override
(zupos < (...)). Let us consider now some computations:

ColorPoint reduces in few operational big-steps to the object:
( pos = 0,move = ¢(x)(zpos + ((z.pos) + 1)), c = blue );

ColorPoint.move reduces in few operational big-steps to the object:
( pos = 1,move = ¢(x)(zpos + ((z.pos) + 1)), c = blue ).

We advise the reader to perform both of the above reductions in detail. The
second one, in particular, shows how the host-object SELF-substitution works.

4 Types and Typing Rules

In this section we describe the type system of the calculus 0bj™. The syntax of
types is as follows.

A, B,C = Types
X, U 4 variable
pro(X)(v; : C;*¥ my : Bj{X}]€J>) object type (v;’s and m;’s distinct)

An object type A = pro(X)(v; : C;*¢%,m; : B;{X}’”) is the type of all the
objects with fields v; (i € I), and methods m; (j € J). The keyword pro ° binds
all free occurrences of X in the B;{X}?S’/. When invoked, each field v; returns
a value of type C;, and each method m; returns a value of type B;{A}, that is
the type B; with every free occurrence of the variable X substituted by the type
A itself. This type substitution reflects the self-substitution semantics of method
invocation. As in the syntax of terms, we use the notation pro(X)(¥; : Bi{X}zeI>>
for pro-types, whenever there is no reason to distinguish methods from fields.
Object types that differ in the order of the component labels, or for the names
of bound variables are considered equal: we write A = B to state that the types
A and B are equal.

As hinted in Section 2, functional method addition needs a form of MyType
inheritance, in order to specialize the method types as methods are inherited.
The typing rules for 0bj* rely on the form of match-bounded polymorphism
that was studied in [BB99] for the Lambda Calculus of Objects [FHM94]. Poly-
morphic types arise in the typing of methods as a result of (i) method bodies
being dependent on seLF, and (ii) the possibility for a method to be invoked
on extensions of the object where it was first installed. To ensure sound typing
of method invocation, method bodies are typed in a context that assumes the
so-called MyType for the SELF variable x. In this context, MyType is a match-
bounded type variable representing the types of the objects resulting from all the
possible extensions of the host object with new methods and fields. The match-
ing relation (<# ) was introduced in [Bru94]. A full study about matching and
its various application other than MyType inheritance can be found in [Bru02].

5 The notation pro was introduced in [FHM94] and it is maintained here for historical
reasons.
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The most significative rule for matching in our context is the following:

(Match pro)
I' P pro(X){; : Bi{ X} 1€l thy |
I'tpro(X){¥; Bi{X}zel..n+k>><#pro(X)<<£i L B{ X}

This rule superficially looks like the subtyping-in-width rule, but the use of match-
ing in place of the more standard relation of subtyping is central to the type sys-
tem, because matching, unlike subtyping, does not support subsumption: since
objects are extensible, absence of subsumption on pro-types is crucial for type
soundness (see Section 4.2 for a quick overview on the problem, and [BB99] for
a deeper discussion).

All of the typing rules for Obj* are collected in Appendix A.4. The most
interesting rules are given and commented below.

(Val Object: A = pro(X)(v; : C;*€",m; : Bj{X}jeJ>>)

I'tei:C; U Ax:UFbi{z}: B;i{U} Viel,jeld
It {v; = ¢ m; = g(m)bj{x}je‘]> c A

(VAL OBJECT) is the rule for object formation. MyType is the type variable
U match-bounded in the context of the typing judgements of method bodies, and
it is given to the SELF variable x as its type (2:U). Note that the return type
of each method depends polymorphically on MyType: this allows the (return)
type of methods to be soundly specialized upon method addition. The rule also
emphasizes the distinction between methods and fields: since the latter do not
depend on SELF, their type need not depend on MyType.

(Val Select)

I'ta:A Tt A<tpro(X)(¢: B{X})
I'ta-¢:B{A}

(VAL SELECT) is the rule for field and method invocation. An invocation for
(the field or) method £ on an object a requires a to have a pro-type containing
the label £. The result of the call has the type B listed in the pro-type of a, with
A substituted for X (if ¢ is a field, this substitution is vacuous). Note that A
may either be a pro-type matching pro(X)(¢ : B{X}), or else an unknown type
(i.e., a type variable) occurring (match-bounded) in the context I". Rules like the
one above are sometimes referred to as structural rules [AC96a], and their use is
critical for an adequate rendering of MyType polymorphism: it is the ability to
refer to possibly unknown types that allows methods to act parametrically over
any U<g# A, where U is the type of sELF, and A is a given pro-type.
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(Val Field Addition: A+ = pro(X)(£: B{X},4; : B{{X}¢"))

I'ta:pro(X){l;: B{X}'€"Y I'tc¢:B (044 Viel)
I'Fad <+ c: A"

(Val Method Addition: A+t = pro(X)(£: B{X},; : B{{X}*'}))

I'ta:pro(X){l; : B{XY€"Y NU<A' z:UFb{z}: B{U}
(£ Viel)
I'taol «+ g(z)b{z}: AT

(VAL FIELD ADDITION) and (VAL METHOD ADDITION) are the typing rules
for field and method additions. The label ¢ is assumed to be different from all of
the ¢;’s, i € I, and the type of the object a being extended to be a pro-type: since
no subtyping is available on pro-types, this implies that an object extension is
typed with ezact knowledge of the type of a. Note that in rule (Val Method
Addition) the return type of the added method depends polymorphically on
MyType, while in the rule (Val Field Addition) the field type is not required to
depend on MyType.

(Val Field Update)

I'ta:A I'tAdtpro(X){(v:C) I'ke:C
I'Faw<+c: A

(VAL FIELD UPDATE) is a structural rule: as in (Val Select), the type A of
the object a being updated may either be a type variable, or a pro-type. When
it is a pro-type, the update is external; when it is a type variable, the update is
self-inflicted. The judgement I = A<# pro(X){v : C) requires A (hence a : A)
to have a field v with type C, and the remaining judgement ensures that the
update preserves the type of the object.

(Val Method Update (external only):(A = pro(X)(v; : C;'€!,m; : B; {X YY)
I'ra:A DU<#Az:Ukblz)y:BUY keld
I'taomy + ¢(x)b{z}: A

(VAL METHOD UPDATE) handles the case of updates for methods: unlike the
corresponding rule for fields, (Val Method Update) is non-structural, as the type
A of the object being updated is required to be a pro-type. As a consequence,
method updates may not be self-inflicted; instead, it is available as an external
operation which can only be performed from outside the object. This restriction
could safely be lifted, without consequences on the operational behavior of the
source calculus or on the operational soundness of the type system. The rule
accounting both for external and self-inflicted method updates would have the
following form:
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(Val Method Update’ (external and self-inflicted))
I'ba:A I'FAdbpro(X){my: Be{X}) [U<Az:UF bz} : B {U}
I'taomy < g(x)b{z}: A

On the one hand, type soundness in the presence of both external and self-
inflicted method updates can be proved as in the calculus described in [BB99).
On the other hand, as we mentioned, self-inflicted method updates do have
significant impact on the semantic interpretation, so, since we want to account
for the semantics by encoding (in Section 5), is worth to present the two rules
separately.

We conclude the presentation of the source calculus stating the main prop-
erties of the type system. Proofs for the results below are essentially the same
as those given in full detail in [BB99].

Theorem 1 (Subject Reduction). If I'+a : A in 0bj™, and a |, r, then
also I'r: A.

Theorem 2 (Soundness). Let ¢ be a closed expression such that &+ c: A for
some type A. Then:

1. if ¢ is one of: a-l <+ ¢(x)b{z}, al < b, a- L, and a |, r, then r is an
object containing a label £.

2. if ¢ is one of: aol +—+ s(x)b{zx}, a.l ++ b, and a |, 7, then r is an object
that does not contain a label €.

The soundness theorem states that if an expression is well-typed, no message-
not-understood error will arise at run-time.

4.1 Some Examples of Typing

As we added integers to the Obj™ terms, we now consider also their type int to
type the Point/ColorPoint example:

Point = ( pos = 0, move = ¢(x)(z.pos +x ((zpos) +1)) ) :
pro(X){pos:int, move: X );
ColorPoint = Point.c <+ = blue : pro(X)(pos:int,move:X,c:color)

The type derivation is left to the reader as an exercise. We will show, instead, the
type derivation for ( m = ¢(z)xzom ) : pro(X){m:X) ({( m =¢(z)xr.m ) is part
of £2, presented in Section 3.1). We need basically® a (Val Object) application
and a (Val Select) application (from bottom to top).

x:Ubkaz:U U<#pro(X)(m:X)F U<#pro(X)(m:X)
U<ftpro(X)(m:X),z: Uk zom: X{U}=U
I'{m=g(@)z.m):pro(X)(m:X)
% We omit checking well-formedness for x : U and U<¢ pro(X){m:X) in the derivation.
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4.2 Subtyping

A concept of paramount importance in the object-oriented realm is subtyping:
A is a subtype of B, written A <: B, iff a value of type A can be used in any
context expecting a value of type B. Connected to the notion of subtyping is the
subsumption rule: if P:A and A <: B, then P:B. If A <: B, a value of type A can
be: (i) used for a parameter of type B; and (ii) assigned to a variable of type
B, so that the value of an expression can correspond to a subtype of its static
type. We discuss briefly subtyping for the most common structures used in the
object-oriented setting, and then some anomalies by showing three examples.

Subtype for Records (co-variant). If 7 : {I; : B;}'€!* then r.[; : B;. When
is {l; + AP < {l; ¢+ B} EMR? Assume 7 {l; 0 A; SN We still need
r'.l; : Bi, i € 1..k. Therefore, {I; : A;}€1-" <:{l; : B;}'€1F if k < n (subtyping-
in-width) and Vi € 1.k, A; <: B; (subtyping-in-depth).

Subtype for Functions (co/contra-variant). If F': A — B and a : A then
F(a): B. Whenis A’ - B'<:A— B?If F': A —» B’, we still need F'(a) : B.
Therefore, A” - B'<:A — B if A<: A" and B’ <: B, i.e., subtyping behaves
contra-variant for parameters and co-variant for results. This rather counter-
intuitive behavior is source of “troubles” when subtyping on function types,
obviously applied to methods, meets inheritance.

Example 1: Inheritance Is Not Subtyping [CHC90]. Can inherited meth-
ods break when called on “subobjects”? Unfortunately, yes. Let us consider this
fragment of pseudo-code that we assume inserted in a program let-defining two
Node’s called ndl,nd2 and a DbleNode called dnd (Node and DbleNode where
introduced in Section 2).

..in
let Break = ( breakit(nl,n2) = nl.attachRight(n2) )
in /* main */Break.breakit(ndl,nd2); Break.breakit(dnd,ndl)

The first call Break.breakit(ndl,nd2) is safe, but a problem arises from the
second call Break.breakit(dnd,ndl) because it triggers dnd.attachRight(ndl),
which in turn tries to set the non-existing prev of ndl, making the program
crash (since the invoked attachRight is the one of DbleNode). This happens
being DbleNode not a subtype of Node, because of MyType appearing in a
contra-variant position in attachRight (i.e., as the type of its parameter)”.

We can conclude that pro(X){m; : A;{X}’<"") <:pro(X)(m; : B {X}'€Fy
if and only if £ < n and for all i € 1.k, A;{X}<:B;{X}, but no B;{X} has
a contra-variant occurrence of X, that is, no parameters in the methods of the
supertype can have the same type MyType of SELF.

Therefore, if two object types are subtypes, then they match, but not vice-
versa. For example (using the usual informal notation), DbleNodetype<#
Nodetype but not DbleNodetype <: Nodetype. For a careful study of the con-
flict between inheritance and subtyping, see the work of Castagna et al. (for

" These problems are well-known in the recursive type setting, and MyType is nothing
else than a form of recursive type.
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instance, in [Cas96]), where, among other things, another approach for object-
oriented languages is presented, alternative to the “objects-as-records” one: the
“methods-as-overloaded-functions” model.

Example 2: Subtyping-in-Width versus Method/Field Addition. In an
object with two components ¢; and ¢5 of types A; and A, the component #;
may require £ to be of type As. “Forgetting” /o by subtyping may result in
a possible re-addition of f5 with another, incompatible, type Az, making the
invocation of ¢; fail (even though the whole expression is well-typed).

Example 3: Subtyping-in-Depth versus Method/Field Override. Con-
sider the following object:

UseLog = (n = 10,m = ¢(z)Log(z.n) ) : pro(X)(n : posint, m : int)

The method m selects the value of the field n and calculates its base-10 logarithm.
Now, by subtyping, posint <:int, so we may have UseLog : pro(X){n : int,m :
int), which would allow to update n with a negative value. This clearly would
make the invocation of m fail (even though the whole expression is well-typed).

In the literature, there are two main ways to make subtyping and operations
on objects living together harmlessly.

— Limiting subtyping, for instance by collecting the mutual dependencies
among methods and allowing subtyping applications only if they involve
methods that are not used by other methods [BL95,Rém98].

— Defining two states in which an object can be. In state 1, objects can be
extended/overridden (i.e., in this state, objects play a role similar to the one
of classes), while in state 2, objects can be subtyped.

The solution of [FM95] belongs to the second “family”, and it is formalized by
the following rule:

(Sub probjFM95)
LY, X<:YFB{X}<:B{Y} (i=1.n)
I probj(X){£; : B{X}Y ") <iobj(V) (£ : Bi{Y}™)

When an object is in its pro-totypical state, it can be modified by override and
addition, but subtyping does not apply. When an object changes state, becoming
a “true” obj-ect, it is as “sealed” and cannot be modified anymore, but then
subtyping (both in-width and in-depth, as the above rule shows) applies. The
drawback of this approach is that, since the passage from the pro-state to the
obj-state is done by using the same subtyping rule, when an object contains a
binary method it cannot be “promoted” from pro- to obj-, otherwise we run
into the problem described in the Example 1 above.

5 Semantics by Encoding

Interpretations of object-oriented programming are typically defined in terms of
reductions to procedural or functional programming, and help provide sound and
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formal foundations to object-oriented languages and their specific constructs and
techniques. The reduction is not straightforward: difficulties arise principally at
the level of types, when trying to validate the subtyping properties of the source
languages. A number of object encodings for the so-called object-based calculi
have subsequently been proposed by [PT94,AC96a,ACV96,BCP97], and recently
by [Cra99]. These interpretations apply to a rich variety of object calculi with
constructs for object formation, message send and (functional) method update:
they succeed in validating the operational semantics of these calculi as well
as the expected subtyping relationships over object types; finally they extend
smoothly to the case of Self Types and other object-oriented constructs. None of
these proposals, however, appears to scale to calculi of extensible objects, where
there are two major difficulties in dealing with their interpretations. The first is
the presence of the MyType. The second difficulty arises from the co-existence
of subtyping and object extension, two mechanisms that we have seen being
essentially incompatible in Section 4.2, and hence difficult to combine in sound
and flexible type systems. Summarizing, the fact that inheritance and client-use
of the objects components happen both at the same level, that is, on the same
entities (i.e., the objects), complicates the semantics a great deal.

In this section, we summarize the paper [BBC02], where an interpretation of
extensible objects is presented that addresses both these problems. In particular,
subtyping is accounted for by distinguishing between extensible and nonexten-
sible objects, as proposed by [FM95] (their main rule is (Sub probjFM95), pre-
sented in Section 4.2). The interpretation is an encoding: the target calculus is
a polymorphic A-calculus with records, recursive types and (higher-order) sub-
typing. Within this calculus, an extensible object is interpreted as a pair of two
components: the object generator, which is made available to contexts where
the structure of the object is extended with new methods or fields, and the
interface, a recursive record that provides direct access for the object’s clients
to the methods and fields of the object itself. Technically, the two components
are collectively grouped into a single recursive record by a technique which is
inspired by, and generalizes, the split-method interpretation of [ACV96]. The
resulting interpretation is faithful to the source calculus in that () it preserves
the validity of typing judgements, and (i¢) it validates the operational semantics,
i.e., the encoding is computationally adequate. Besides providing a fully formal
interpretation of extensible objects, the encoding of [BBC02] also clarifies the
relationship between calculi of extensible and nonextensible objects presented
in the recent literature. In fact, the encoding specializes smoothly to the case
of nonextensible objects and object types, validating the expected subtyping re-
lationships. Although the focus is one particular calculus — specifically, on one
approach to combining object extension with subtyping — the translation is suffi-
ciently general to capture other notions of subtyping over object types (a notable
example are the rules for covariant subtyping of [AC96al).
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5.1 The Target Calculus F, .,

The target calculus of the translation is a variant of the polymorphic typed
A-calculus F'%,. We briefly review the syntax, introducing notation and termi-
nology on type operators and recursive types.

K:= Kinds
T type
K=K type operator
A, B ::= Constructors
X constructor variable
Top greatest constructor of kind T
A—B function type
[mq : B, ..., my : B] record type
V(X <:A KA bounded universal type
w(X)A recursive type
AMX :K)B operator
B(A) operator application

M, N ::= Expressions

T variable

Az : A)YM abstraction

M N application
A(X <:A:K)e type-abstraction
MA type-application
[m1 = My,...,m; = M) record

M.m record selection
fold(A, M) recursive fold
unfold(M) recursive unfold
letx =M in N local definition

letrec f(z:A):B= M in N recursive local definition

A type operator is a function from types to types. Types and type operators are
collectively called constructors. The notation A :: K indicates that the constructor
A has kind K. The typing rules, found in the paper [BBC02], are standard (see
also Chapter 20 of [AC96a]). Type equality is defined by judgements of the form
I' v A & B, modulo renaming of bound variables. The following notation is
used throughout: Op = T = T is the kind of type operators, A < B denotes
subtyping over type operators, whereas A <: B denotes subtyping over the kind
T of types. We also use the following shorthands from [AC95] to emphasize
the relationships between type operators and their fixed points. Given the type
operator A :: Op, A* = pu(X)A(X) is the (least) fixed point of A; dually, given
the recursive type A ©: T = u(X)B(X), A°" = MX)B(X) :: Op is the type
operator whose (least) fixed point is A. As in [AC95], A°" is defined in terms of
the syntactic form p(X)B(X) of A: the notation A°" is well-defined because we
rely on a weak notion of type equality whereby a recursive type is isomorphic,
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rather than equal, to its unfoldings. Results, or values, are lambda abstractions,
records, and recursive folds. We write M |}; r to denote that M (a closed term)
evaluates to a result 7, and say that M converges — written M |y — if there exists
a result r such that M |y r. A standard call-by-name operational semantics for
this target calculus can be found in [BBC02].

5.2 Encoding of Extensible Objects and Types: An Overview

To understand the encoding and its subtleties, it is useful to proceed by steps,
and first discuss solutions that are intuitively simple but do not give a correct
encoding. We keep the discussion informal, and look at a simplified case in which
objects have no fields, and for which the only available operators are method
addition and invocation. Then we extend the analysis to objects with fields,
and show how to account for field selection, addition and update. Finally we
look at method updates, distinguishing external from self-inflicted updates: we
show that the former can be encoded in F, .., with no additional machinery,
and discuss the extensions to F, ., required to handle the latter. The paper
[BBCO02] presents the fully-formal encoding.

Failures of Self-application. We first consider objects without fields. Looking
at the reduction rules, it would be tempting to interpret these objects as in the
self-application semantics of [Kam88]. In this semantics, methods are functions of
the SELF parameter, objects are records of such functions, and method invocation
is field selection plus self-application. This semantics was originally proposed as
an interpretation of nonextensible objects, and its properties are well-known
[AC96a]: it works well in the untyped case, but fails in the typed case because
it does not validate the expected subtyping relationships over object types.

A similar problem arises for our extensible objects, even though pro-types can
not be subtyped. Following the self-application semantics, one would interpret
the type pro(X){m:B) as the recursive record type A = u(X)[m : X — B] which
solves the type equation A = [m : A—B]. Now, given (the interpretation of) an
object a : A, consider extending a with (the interpretation of) a new method
m’ = A(s)b. The extension is interpreted as the formation of the new record [m =
a.m,m’ = X\(s)b], whose type is AT = u(X)[m : X—=B,m’ : X — B’]. Typing
the new record requires the type of a.m to be subsumed to AT — B, but the
subtype relationship A— B <: AT — B fails due to the contravariant occurrence
of the types A and AT.

To circumvent the use of subsumption, a seemingly correct solution would be
to refine the self-application semantics by using polymorphic methods and inter-
preting pro-types as recursive types of the form p(X)[m : V(U<# X)U—B{U}].
Unfortunately this attempt fails when trying to reduce matching to subtyping in
Fo<.pu, as in [AC95]: the reason is essentially the same as before, as the universal
quantifier is again contravariant in its bound.

In both the previous attempts, the actual source of the problem is the poor
interaction between the subtyping rules for recursive types and the contravariant
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occurrence of the recursion variable in the types of methods: we need to break
that problematic dependency.

Methods and Split Labels. Looking at the typing rules of 0bj* (cf. Sec-
tion 4), one may identify two distinguished views of methods. The rule (Val
Object) shows this distinction clearly: in the premises, methods are viewed and
typed as concrete values — abstractions of SELF — whereas in the conclusion they
are seen as “abstract services” that can be invoked by messages. This observation
suggests an interpretation that splits methods into two parts, in ways similar to,
but different from, the translation of [ACV96] (see [BBC02]). In the untyped
case, the object® (m; = ¢(z)b;"<"™)
that satisfies the following equation:

can be interpreted as the recursive record

M = [m?en — )\(Qﬁ) [[biﬂiel"n, mgel _ Mmfm(M) iGl..n]

(2

Each method m; is represented by two components: the generator m?", associ-

ated with a function representing the actual body of m;, and the selector mg¢!,
which results from self-applying m?“" to the host object and can be directly in-
voked by selection, without self-application at selection time. Thus, clients of the
object can access the object’s methods by means of the selectors, while derived
objects, obtained by the addition of new methods, inherit the generators and
re-install the corresponding selectors to rebind SELF to the extended structure
of the host object. In other words, the set of selectors can be thought of as the
abstract interface that the object provides for its clients, while the generators
are available in contexts where the structure of the object needs to be extended
with new methods.

This idea works well also in the typed case. The interface associated with
an Ob™ type A = pro(X)(m; : Bi{X}iel"">> is represented by the type operator
A™ defined by AN(X) = [m3¢ Bi{X}lel”n], that includes the method selectors
(here, and below, B; is the translation of B;). The type A, in turn, is interpreted
as the recursive record type that collects the components representing generators
and selectors for each of the m;:

A= p(X)[mi" V(U < ANU* =B {U*} €1 mie . B,{X} 7).
The generators have polymorphic types corresponding to the match-bounded
types used in the typing rules of the source calculus: following [AC95], matching
is interpreted as higher-order subtyping.

The typed translation of terms derives immediately from the untyped transla-
tion and the translation of types. The object ¢(X=A)(m; = ¢(z : X )b {X}'€""™)
is interpreted as the following recursive record, where A°" is the type operator
corresponding to A:

i€l.n

M = [mf" = AU < AMA(z : U*) [b:{UI] €, ms = M.m?™ (A%) (M)

7

]

8 The form (m; ;g(m)biia”"> is a shortcut notation for the object expression
(s = o(@)bi{z} €7,
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Exposing the interface A™ in the (higher-order) subtype constraint U < A™ of
the generators insures that each method may legally invoke its sibling methods
via SELF. The use of the interface A™ in the bounded quantifier is critical for
well-typedness: besides exposing the selectors for use within each method body,
it validates the subtyping relationships

V(U < ANU* =B {U*} < V(U < (AT)NU* B, {U*}

needed to inherit the generators upon object extension, as well as the relationship
A°" < AN needed to type the self-application M.mJ“"(A°"). Note also that the
interface hides the generators to reflect that objects cannot be self-extended.

Fields and Field Update. Fields are handled easily in the interpretation: they
need no generator components gen, as they do not depend on SELF, and their
evaluation is independent of the structure of the object and of its extensions. On
the other hand, field updates require a different treatment (and interpretation) of
the recursive nature of seLF. The problem is well-known [AC96a]: defining objects
by direct recursion, as we did above, does not quite reflect their computational
behavior. Specifically, field updates do not work if the recursion freezes SELF
to be the object at the time of creation or extension: subsequent updates on
a field are not reflected in the invocation of a method that depended on that
field through serLr. The solution, as in [ACV96,AC96a], is to give a recursive
definition not of the object itself, but rather of the dependency of the object on
its methods. In the untyped case, this correspond to the following interpretation
of <mz _ §( )b i€1.. n>

letrec mkobj(f1,...,fn) =
[mgen _ szEI .n msel — fz(kab](fl, . 7]0”)) iel..n}
in mkobj(M(z) [b1],..., A(z)[bn])

Now it is the definition of mkobj, i.e., of the function that creates the object,
that is recursive, not the object itself. This enables a correct interpretation of
field updates that uses the updaters of [ACV96]. The interpretation of a, now
complete, object of the form (v; = ¢;/€"" m; = ¢(x)b;”<""™) can be defined as
follows:

letrec mkobj(w; i€l.m fjel ™y =

161 n
[0 = w7,

d . ic1.. i€l..n
0P = Az )mkobj(wl,...,wi,l,z,wiﬂ,...,wn,fjJG ™) ,
mIen f JjEL.M

] - JJ

sel fj(kabj( i€l.n ijl-Am)) j€1..m]
in mk:ob]([[cl]]la ™ Ax) [ b ]]Jel ™y

Fields are also split into two components: the selector v*¢* provides access to the
contents of the field, the updater v*P¢ takes the new value and returns a new



Extensible Objects: A Tutorial 7

object with the value installed in place of the original. A field update may then
be translated by a simple call to the updater associated with that field.

The translation extends smoothly to the typed case: to allow field selection
and update, the interface and the type of the object are extended with new
components corresponding to the selectors and updaters associated with the
object’s fields. If A = pro(X){v: C,...), the type of the selector v**! is C, and
the type of the updater v“P? is C — A, that is the type of a function that, given
an argument with the same type as the value to be updated, returns an object
which has the same type as the object prior to the update.

Method Update. In the untyped case, method updates can be dealt with
in exactly the same way as field updates, by introducing an updater m;” ¢ for
each method, and interpreting a method update as a call to the correspond-
ing updater. Unfortunately, the typing of method updaters poses a non-trivial
problem.

Self-inflicted Updates. Take A = pro(X)(m : B{X}) and a : A, and consider
updating the method m of a. Using method updaters, the translation of A would
be the recursive type:

A = u(X)[ m9en : V(U < AMT*—B{U*},
mwd : (Y(U < ANU*=B{U*}) — X,
meel : B{X}]

As in the case of fields, the updater m“P? expects an argument of the same
type as the actual method body — the type of m9¢™ — and returns a modified
copy of the object, preserving the original type. The problem is that to allow
self-inflicted method updates the updaters must be exposed in the interface A™.
This leads to a new definition of the interface associated to the type A, as the
type operator that satisfies the following equation:

AN(X) = [mP?: (V(U < AMU*=B{U*})—=X, m3 : B;{X}]

The problem with this equation is that it involves type operators rather than
types: solving equations of this kind requires a significant extension to the target
theory Fi,<.,, one that allows fixed points to be taken not only at types, but
also at type operators. To our knowledge, this extended theory has not been
studied in the literature, and its soundness is still an open problem. For this
reason, in the formal treatment [BBCO02], we disregard method updaters, and
focus attention on the simpler case in which method update is an operation that
may only be performed from outside the object. External updates, which are
legal in the source calculus, can still be accounted for in F,..,, as we discuss
below.

External Updates. The translation of external method updates relies on
the same technique discussed for method addition. Given the object a =
(m; = ¢(z)b;"S"™), the interpretation of asm; + ¢(x)b is the call
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mkobj([a] .m?", ..., [a] .mjg_eln,/\(x) [61,0al .mj“fln,..., [a] .m,J™)

which forms a new object containing new body for m; and the methods inherited
from a. Note that this interpretation of method updates does not work for the
self-inflicted case. As we already pointed out, the generators mf“" cannot be
invoked from within a method body, as they are not exposed by the interface
of the object: on the other hand, exposing the generators in the interface (i.e.
using A°F in place of A™) would break the subtyping required to type an object
extension (for (AT)%" < AP fails due to the contravariant occurrence of the

universal quantifier in the type of the generators).

6 From Extensible Objects to Classes

The main insight of the object-based model is that class-based notions need not
to be assumed, but instead they can be emulated by more primitive notions.
Moreover, these more primitive notions can be combined in more flexible way
than in a strict class discipline. Therefore, one way to evaluate object-based
calculi is with respect to how well they support class-based programming. The
main contribution of the paper [BF98] is the formal study of a calculus of en-
capsulated extensible objects (that uses bounded existential quantifier), which
are used to model class hierarchies. This calculus is imperative, and simpli-
fies the type system for the calculus described in Fisher’s dissertation [Fis96]
(which is functional and supporting MyType). The paper [BF98] presents an
(imperative) operational semantics, and gives a sound and complete typing al-
gorithm. We summarize the paper in this tutorial and, to motivate the study,
we report a comparison between this approach to modeling classes and the well-
known record-of-premethods approach. This comparison, which is an overview of
[FM98], reveals why extensible calculi are relevant to class-based programming.

6.1 Premethod Model

In the context of object calculi, it seems natural to define inheritance using
premethods, functions that are written with the intent of becoming object meth-
ods, but which are not yet installed in any object. Premethods are functions that
explicitly depend on the “object itself,” typically assumed to be the first param-
eter to the function. Following this idea, Abadi and Cardelli encoded classes
in a pure object system using records of premethods [AC96a]; these ideas are
also used by Reppy and Riecke [RR96]. In this approach, a class is an object
that contains a record of premethods and a constructor function used to package
these premethods into objects.

The primary advantage of the record-of-premethods encoding is that it does
not require a complicated form of object. All that is needed is a way of forming
an object from a list of component definitions. However, this approach has some
serious drawbacks. We discuss these drawbacks using a list of criteria [FM98]
that characterizes the role of classes in class-based languages.
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Does the Class Construct Provide a Coherent, Extensible Collection?
The combination of a record of premethods and a constructor function may be
thought of as a coherent, extensible collection. Because premethods are simply
fields in a record, nothing requires that they be coherent until a constructor
function is supplied. Since the constructor function installs the premethods into
an object, however, the fact that a given constructor is typable implies that the
premethods it uses are coherent. Notice, however, that nothing requires a given
constructor to mention all of the premethods in a given premethod record.

Does the Class Construct Guarantee Initialization? In more elaborate
record-of-premethod models, the code to initialize private instance variables is
guaranteed to run if any of the associated premethods is installed into an object.
However, constructor functions cannot be reused usefully in derived classes. A
consequence is that if a class designer puts initialization code into a class con-
structor, that code will not be executed for derived classes. There are several
program-development scenarios where this weakness would be a serious problem.
For example, class designers may wish to perform some kind of bookkeeping
whenever objects are instantiated from a class or its descendants. To achieve
it, programmers need a place to put code that will execute whenever an object
is instantiated. With the record-of-premethods approach, however, there is no
appropriate place: no base class constructor function will be called for derived
classes, and a premethod function may be called without creating an object.

Does the Class Construct Provide an Explicit Type Hierarchy? In
many existing class-based languages, it is possible to restrict the subtypes of an
“implementation” object type (i.e., a class) to classes that inherit all or part
of the object’s implementation. This restriction may be useful for optimizing
operations on objects, allowing access to argument objects in binary methods,
and guaranteeing semantic consistency beyond type considerations [KLM94]. A
special case of this capability is the ability to define final classes, as recognized
in work on Rapide [KLM94] and incorporated (presumably independently) as
a language feature in Java. This ability is lacking in the record-of-premethods
approach since any object whose type is a structural subtype of another type 7
can be used as an object of type 7.

Does the Class Mechanism Automatically Propagate Base Class
Changes? Because derived class constructors must explicitly name the methods
that they wish to inherit, the record-of-premethods approach does not automat-
ically propagate base class method changes. In particular, if a derived class D is
defined from a base class B in Java or related languages, then adding a method to
B will result in an additional method of D, and similarly for every other class de-
rived from B (and there may be many). With the record-of-premethods approach,
derived class constructors must be explicitly rewritten each time base classes
change. Since object-oriented programs are typically quite large and mainte-
nance may be distributed across many people, the person who maintains a base
class may fail to inform those maintaining its derived classes of its change, caus-
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ing unpredictable errors. There is no mechanism in this approach to detect such
errors automatically.

6.2 Extensible Object Model

While we readily admit that its simplicity is a virtue, the above discussion re-
veals that several important and desirable features of class-based programming
are lost in the record-of-premethods model. Extensible objects provide a rich
alternative. A principled way to think about class-based object-oriented lan-
guages is as the combination of two orthogonal components [Fis96,FM98]: (i),
an object system that supports inheritance and message sending and (ii), an
encapsulation mechanism that provides hiding. We call this model of classes
the “Classes = Extensible Objects + Encapsulation” approach. Referring to the
class-evaluation checklist we used to evaluate the pre-methods model, we can
see that this approach successfully addresses each of the points listed there: it
provides an extensible coherent collection, guarantees initialization, supports an
explicit type hierarchy, and automatically propagates base class changes.

Extensible, Coherent Collection. Extensible objects obviate the need for
premethods, since collections of methods that are already installed in objects
may be extended. Because of this fact, we may impose static constraints on
the ways in which one method may be combined with others. For example, if an
object contains two mutually recursive methods, then we cannot replace one with
another of a different type. In contrast, in the record-of-premethods approach,
it is possible to form a record of premethods without a “covering” constructor
that checks to be sure that all of the premethods are coherent.

Guaranteed Initialization. A second advantage of extensible objects is that
class constructors and initialization code can be inherited, i.e., reused in derived
classes. For example, to create ColorPoint objects, we may invoke a Point
class constructor and add color methods to the resulting extensible object. This
process guarantees that the Point class has the opportunity to initialize any
inherited components properly. It also guarantees that the designers of the Point
class have the opportunity to update any bookkeeping information they may be
keeping about instantiations of Point objects.

Explicit Type Hierarchy. A further advantage is the rich subtyping structure
of this approach. In particular, it provides “implementation” types that subtype
along the inheritance hierarchy, “interface” types that subtype via structural
subtyping rules, and a hybrid subtyping relation that allows implementation
types to be subtypes of interface types. With this subtyping structure, program-
mers can use implementation types where the extra information is useful and
interface types where more generality is required.

Automatic Propagation of Changes. Another advantage arises with private
(or protected) methods. In the extensible-object formulation, methods always
remain within an object, even when it is extended. These hidden methods exist
in all future extensions, but they can only be accessed by methods that were
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defined before the method became hidden. Furthermore, these private methods
need not be manipulated explicitly by derived class constructors to insure that
they are treated properly.

These advantages may be seen in the encoding of the traditional Point and
ColorPoint hierarchy, studied in the paper [BF98]. In this tutorial we present
it in its pseudo-type-theory version only, to develop intuitions for the formal
model.

6.3 Pseudo-Type-Theoretic Point, ColorPoint Hierarchy

In the “Classes = Extensible Objects + Encapsulation” model of classes
[Fis96,FM98], extensible objects support the inheritance aspects of classes, while
an encapsulation mechanism provides the hiding. We illustrate the ideas behind
this model by encoding the familiar Point, ColorPoint hierarchy in pseudo-type
theory. The code, which appears in Figure 1, contains two class declarations fol-
lowed by “Client Code.”

Class Declarations
Class Point implements “Point_public_interface”, “Point_protected_interface”
exports newP : int — “extensible obj. type from Point class”
is
{ “Point_private_interface”; “code to implement newP” |}

end;

Class ColorPoint implements “CP_public_interface”, “CP_protected_interface”
exports newCP : color — int — “non-extensible obj. type from ColorPoint class”
is

{ “CP_private_interface”; “code to implement newCP” |

end;

in
“If desired, restrict return types of non-final constructors;”
“Client Code”

end
Fig. 1. Point, ColorPoint hierarchy.

To explain the model, we focus on the Class encapsulation construct, which
provides the outer wrapping for each of the class declarations. In it, the Class
clause names the abstraction-as-class, Point in the first case, ColorPoint in
the second. The implements clause gives the public and protected interfaces
supported by the class, “Point_public_interface” and “Point_protected_interface,”
respectively, in the Point case. A public interface lists the methods available
from instances of its class. Such a list for a simple Point class might be of
the form (getX : int, setX : int— unit), revealing that objects of the class
contain getX and setX methods of the indicated types. At the discretion of the
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class designer, a class’s public interface may explicitly name its parent class,
if one exists. For example, the ColorPoint public interface might be of the
form (Point|getC : color, setC : color —unit). The Point portion of this
interface indicates that objects created from the ColorPoint class were formed
via inheritance from the Point class; hence, they have the Point class methods.
In addition, by thus indicating the parent class, the ColorPoint class designer
declares that the “implementation type” associated with the ColorPoint class is
a subtype of the Point class’s “implementation type.” Through this declaration
mechanism, the model supports an explicit type hierarchy. The second half of
the ColorPoint public interface indicates that the ColorPoint class added getC
and setC methods.

The protected interface augments the public one with information for deriv-
ing classes. In this model, this information consists of method and field names
that may not be used in derived classes without introducing name clashes.

The exports clause of the encapsulation mechanism reveals the names and
types of the non-dynamically dispatched operations defined by the class. In gen-
eral, this clause lists constructor and “friend” functions. In the example, the
Point class designer chose to export a single constructor function, newP of type
int — “extensible object type from Point class.” By making the return type an
extensible object type, the class designer enabled inheritance from this class: a
derived class calls newP to get the implementation of the Point class and then
adds and redefines components as necessary. Since the ColorPoint class designer
made newCP return a non-extensible object, the ColorPoint class is “final,” in
the sense that no other class can be formed by extending its implementation. The
Point class designer opted to make the return type of newP flag its defining class
(via the “from Point class” annotation). Because this information is present
in the constructor type, the ColorPoint class designer can export its parent’s
identity. Without it, the derived class could reuse its parent’s implementation
but could not reveal this fact nor make the ColorPoint implementation type a
subtype of the Point implementation type.

The is clause of the encapsulation mechanism has two pieces. The first part,
the private interface, lists all the methods defined within the class. For a simple
Point class, this interface might be of the form (x : int, getX : int, setX :
int — unit), where x is a private field.

The second piece of a class implementation is the code to implement the
constructor and friend functions listed in the exports clause. In the Point class
case, this code simply defines an extensible object with field x and methods
getX and setX. For the ColorPoint class, the constructor implementation first
calls newP to inherit the Point class behavior and then adds color-related fields
and methods. If the ColorPoint class advertises the fact that it inherits from
Point in its public interface, then the type system insures that the ColorPoint
constructor function calls newP and returns an extension of the resulting object.
Thus the type system guarantees that the Point class has a chance to initialize
its private variables and set up its desired invariants for any object instantiated
from it, either directly or via a derived class.
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Because the Class construct is an encapsulation mechanism, only the aspects
of the is code specifically mentioned in the implements and exports clauses
can be used in the rest of the program. Hence in the encoding, this mechanism
ensures the privacy of private methods and fields.

After we process all the class declarations in the pseudo-code, we are almost
ready to execute the “Client Code.” Without any further adjustment, however,
non-final classes have constructor functions that return extensible objects, which
enable run-time inheritance. If we wish to disable this feature, we may restrict
the return types of these constructor functions to return “non-extensible” objects
instead. This type restriction does not involve changing the values in any way; it
simply adjusts the types. The restriction is safe because every extensible object
type in the system is a subtype of the corresponding non-extensible version.

7 Related Work

In the Lambda Calculus of Objects [FHM94], MyType inheritance is rendered
via row variables (instead of being modelled by match-bound quantification as
it is for Obj™). The type of SELF is a partially non-defined row-type, where the
non-defined part is a row-variable representing all possible extensions that the
host object may be subjected to. Rows are validated by using kinds. Also the
calculus of [BF98] we presented informally in Section 6 is based on row-variables.

The work [Liq98] presents a detailed comparison among four type systems for
the Lambda Calculus of Objects: the original one [FHM94], the Fisher’s thesis
one [Fis96], an earlier version of 0bj* [BB99], and a system based on bounded
polymorphism.

In the literature, there are proposals that integrate extensible objects in
broader contexts. We mention three of them:

— Baby Modula 3 [Aba94] is a toy language that provides extensible objects. In
order to ensure safety with respect to subtyping, all of the object extensions
must be done before applying any form of subsumption. This language also
accounts for a notion of “incomplete objects”, for which completions are
fixed ahead of time, prior to any addition. A calculus that offers a more
complex form of incomplete objects is presented in [BBDCL99].

— The calculus presented in [Rém98] is a version of the Abadi and Cardelli
calculus [AC96b] equipped with extensible objects, as it is our Obj™*, but
its type system is richer. The underlying idea is to trace subtyping, in such
a way method addition and subtyping-in-width can co-exists. This extra-
information allows also to model a form of virtual methods (i.e., it models
a form of incomplete objects). Moreover, when sufficient type information is
available, objects play a role similar to the one of classes; such information
can be then hidden progressively, objects regaining their proper role.

— The paper [DHLIS8] extends the Lambda Calculus of Objects with a form
of self-inflicted method addition. Relationships between this calculus and
foundations for dynamic re-classification of objects [DDDCGO02] are under
study.
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A.4 Typing Rules

Context Formation

(Ctx @) (Ctx X) (Ctx Match)
I'bx X ¢&Dom(I') I'kpro(X){t: Bi{X}¢')y U ¢ Dom(I)

Type formation

(Type X) (Type Match U)  (Type pro)
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Term Formation
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Abstract. KrLam (Kernel Language for Agents Interaction and Mobil-
ity) is an experimental language specifically designed to program dis-
tributed systems consisting of several mobile components that interact
through multiple distributed tuple spaces. KLAIM primitives allow pro-
grammers to distribute and retrieve data and processes to and from the
nodes of a net. Moreover, localities are first-class citizens that can be
dynamically created and communicated over the network. Components,
both stationary and mobile, can explicitly refer and control the spatial
structures of the network.

This paper reports the experiences in the design and development of
KLAIM. Its main purpose is to outline the theoretical foundations of the
main features of KLAIM and its programming model. We also present
a modal logic that permits reasoning about behavioural properties of
systems and various type systems that help in controlling agents move-
ments and actions. Extensions of the language in the direction of object
oriented programming are also discussed together with the description
of the implementation efforts which have lead to the current prototypes.

Keywords: Process Calculi, Mobile Code, Distributed Applications,
Network Awareness, Tuple Spaces, Type Systems, Temporal Logics, Java.

1 Introduction

The distributed software architecture (model) which underpins most of the wide
area network (WAN) applications typically consists of a large number of hetero-
geneous computational entities (sometimes referred to as nodes or sites of the
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network) where components of applications are executed. Network sites are gen-
erally managed by different authorities with different administrative policies and
security requirements. Differently from traditional middlewares for distributed
programming, the structure of the underlying network is made manifest to com-
ponents of WAN applications. Indeed, a key design principle of WAN computing
is network awareness. This is because often applications need to be aware of the
administrative domains where they are currently located, and need to know how
to cross administrative boundaries and move to other locations. Components of
WAN applications are characterized by a highly dynamic behavior and have to
deal with the unpredictable changes over time of the network environment (due
to the unavailability of connectivity, lack of services, node failures, reconfigura-
tion, and so on). Moreover, nomadic or mobile components must be designed
to support heterogeneity and interoperability because they may disconnect from
a node and reconnect later to a different node. Therefore, a distinguished fea-
ture of WANs and WAN applications is that their overall structure can change
dynamically and unpredictably. We refer the interested reader to [Car99] for a
comprehensive analysis of the issues related to the design and development of
WAN applications.

The problems associated with the development of WAN applications have
prompted the study of new paradigms and programming languages with mech-
anisms for handling code and agent mobility, for managing security, and for
coordinating and monitoring the use of resources. Mobility provides a suitable
abstraction to design and implement WAN applications. The usefulness of mo-
bility emerges when developing both applications for nomadic devices with in-
termittent access to the network (physical mobility), and network services with
different access policies (logical mobility). Mobility has produced new interaction
paradigm [FPV98|, that significantly differ from the traditional client-server pat-
tern, and permit exchange of active units of behavior and not just of raw data:

— Remote Fvaluation: processes send for execution to remote hosts;

— Code On-Demand: processes download code from remote hosts to execute it
locally;

— Mobile Agents: processes can suspend and migrate to new hosts, where they
can resume execution.

Among these design paradigms, Code On-Demand is probably the most
widely used (e.g. Java Applets). The one based on mobile agents is, instead,
the most challenging because it has a number of distinguishing features and
poses a number of demands:

— an agent needs an ezecution environment: a server is needed that supplies
resources for execution;

— an agent is autonomous: it executes independently of the user who created
it (goal driven);

— an agent is able to detect changes in its operational environment and to act
accordingly (reactivity and adaptivity).
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Another interesting feature of mobile agents is the possibility of executing
disconnected operations [PRIS]: a software component may be remotely executed
even if the user (its owner) is not connected; if this is the case, the agent may
decide to “sleep” and to periodically try to reestablish the connection with its
owner. Conversely, the user, when reconnected, may try to retract the compo-
nent back home. In addition to this scenario, ad hoc networks [CMC99] allow
connection of nomadic devices without a fixed network structure and peer-to-peer
architectures (e.g. Napster and Gnutella) introduce a new pattern for Internet
interaction by sharing information, that changes dynamically, among distributed
components.

There are a few programming languages and systems that provide basic fa-
cilities for mobility. A well-known example is the Java programming language.
Another interesting example is provided by Oracle [Ora99|, which supports ac-
cess to a database from a mobile device by exploiting mobile agents. However,
current technologies provide only limited solutions to the general treatment of
mobility.

At a foundational level, several process calculi have been developed to gain
a more precise understanding of network awareness and mobility. We mention
the Distributed Join-calculus [FGLT96], the Distributed m-calculus [HR02], the
Ambient calculus [CGO0], the Seal calculus [CV99], and Nomadic Pict [WS99).
Other foundational models adopt a logical style toward the analysis of mobility.
MobileUnity [MR98] and MobAdtl [FMSS02] are program logics specifically de-
signed to specify and reason about mobile systems exploiting a Unity-like proof
system. The aforementioned approaches have improved the formal understand-
ing of the complex mechanisms underlying network awareness.

Some of the above mentioned calculi deal also with the key issue of security,
namely privacy and integrity of data, hosts and agents. It is important to prevent
malicious agents from accessing private information or modifying private data.
Tools are thus needed that enable sites receiving mobile agents for execution to
set demands and limitations to ensure that the agents will not violate privacy or
jeopardize the integrity of the information. Similarly, mobile agents need tools
to ensure that their execution at other sites will not disrupt them or compro-
mise their security. The problem of modelling resource access control of highly
distributed and autonomous components has been faced by exploiting suitable
notions of type [HR02IBCCOIICGZ0I].

1.1 The Klaim Approach

KrAm (Kernel Language for Agents Interaction and Mobility, [DFP9g]) is an ex-
perimental language specifically designed to program distributed systems made
up of several mobile components interacting through multiple distributed tuple
spaces. KLAIM components, both stationary and mobile, can explicitly refer and
control the spatial structures of the network at any point of their evolution.
KLAIM primitives allow programmers to distribute and retrieve data and pro-
cesses to and from the nodes of a net. Moreover, localities are first-class citizens,
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they can be dynamically created and communicated over the network and are
handled via sophisticated scoping rules.

KLAIM communication model builds over, and extends, Linda’s notion of
generative communication through a single shared tuple space [Gel85]. A tuple
space is a multiset of tuples that are sequences of information items. Tuples are
anonymous and are picked up from tuple spaces by means of a pattern-matching
mechanism (associative selection). Interprocess communication is asynchronous:
producer (i.e. sender) and consumer (i.e. receiver) of a tuple do not need to syn-
chronize. The Linda model, was originally proposed for parallel programming
on isolated machines. Multiple, possibly distributed, tuple spaces have been ad-
vocated later [Gel89] to improve modularity, scalability and performance. The
obtained communication model has a number of properties that make it ap-
pealing for WAN computing (see, e.g., [DWFBI7TICCRI6/Deul1]). The model
permits time uncoupling (data life time is independent of the producer process
life time), destination uncoupling (the producer of a datum does not need to
know the future use or the destination of that datum) and space uncoupling
(communicating processes need to know a single interface, i.e. the operations
over the tuple space). The success of the tuple space paradigm is witnessed by
the many tuple space based run-time systems, both from industries (e.g. SUN
JavaSpaces [Sun99/AFHIY] and IBM T Spaces [WMLF98]) and from universities
(e.g. PageSpace [CTVT 98|, WCL [Row98], Lime [PMR99] and TuCSoN [0Z99]).

KLAIM programming paradigm emphasizes a clear separation between the
computational level and the net coordinator/administrator level. Intuitively, pro-
grammers design computational units (processes and mobile agents), while coor-
dinators design nets. Hence, coordinators manage the initial distribution of pro-
cesses and set the security policies for controlling access to resources and mobility
of processes. Coordinators have complete control over changes of configuration
of the network that may be due to addition/deletion of software components
and sites, or to transmission of programs and of sites references.

Thus, differently from other programming notations with explicit mecha-
nisms for distribution and mobility, in KLAIM the network infrastructure is
clearly distinguishable from user processes and explicitly modelled. We argue
that this feature permits a more accurate handling of WAN applications. In-
deed, structuring applications in terms of processes and coordinators provides a
clean and a powerful abstraction device for WAN programming. In particular,
it is instrumental to define security policies and their enforcement mechanisms.

KrAmM has been implemented [BDP02] by exploiting Java and has proved
to be suitable for programming a wide range of distributed applications with
agents and code mobility [DFPI8DEPO0/BDLO3EFMP03].

1.2 This Paper

This paper reports our experience in the design and development of KLAIM. Its
purpose is to outline the theoretical foundations of the main features of KLAIM
and of its programming model together with the description of the implementa-
tion efforts which have lead to the current prototype.
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The rest of the paper is organized as follows. Section [2 introduces, step by
step, the foundations of KLAIM as a process calculus. We start by presenting
cKram (Core KLAIM), that can be seen as a variant of the m-calculus with pro-
cess distribution, process mobility, and asynchronous communication of names
through shared located repositories. We then continue by introducing pKramm
(Micro KLAIM), that exploits the full power of Linda coordination primitives
(tuples and pattern-matching), and move to introducing Kraim, that is also
equipped with higher-order communication and with a naming service facil-
ity. The section ends with the presentation of OPENKLAIM, a KLAIM dialect
equipped with constructs for explicitly modelling connectivity between network
nodes and for handling changes of the network topology. Section[3 defines a tem-
poral logics for pKKLAIM that permits specification and verification of dynamic
properties of networks (e.g., resource allocation, access to resources and informa-
tion disclosure). Section [ introduces two type systems for controlling processes
activities, namely access to resources and mobility, in pKLAIM networks. Sec-
tion (] introduces HOTKLAIM (Higher-Order Typed KLAIM), an enrichment of
KrAiM with the powerful abstraction mechanisms and types of system F. This
permits to conveniently deal with highly parameterized mobile components and
to dynamically enforce host security policies. Section [0 presents O’KLAIM, a
linguistic integration of object-oriented features with KLAIM, which is used as
the coordination language for exchanging mobile object-oriented code among
processes in a network. Section [ presents X-KrLAIM (eXtended KLAIM), an ex-
perimental programming language obtained by extending KLAIM with a high
level syntax (including variable declarations, assignments, conditionals, sequen-
tial and iterative process composition). The pragmatics of the language is illus-
trated by means of simple programming examples which demonstrate how well
established programming paradigms for mobile applications can be naturally
programmed in KLAIM. Finally, in the last section we draw a few conclusions on
our work on KLAIM.

2 Klaim as a Process Calculus

In this section, we present the foundations of KLAIM as a process calculus. We
shall introduce the main features of KLAIM step by step, by defining appropriate
process calculi of increasing complexity. The main advantage of the approach
is that it provides a scalable context where the semantics of each construct
is self-contained and simple. We start by presenting CKLAIM (Core KLAIM) a
variant of the m-calculus [MPW92| with process distribution, process mobility,
and asynchronous communication of names through shared located repositories
instead of channel-based communication primitives. Then, we introduce pKLAIM
(Micro KLAIM) which is obtained by enriching ¢KLAIM with the full power
of Linda coordination primitives: tuples and pattern-matching. KLAIM is then
obtained by extending pKLAIM with higher-order communication and with a
naming service facility. Finally, we present OPENKLAIM, a KLAIM dialect with
constructs for explicitly modeling connectivity between network nodes and for
handling changes in the network topology.
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Table 1. cKLAIM syntax.

N ::= NETS a 1= AcTIONS
l::P single node out(¢)@s output
| (1) located datum | in(T)@¢ input
| Ni|| N2 net composition | eval(P)a¢ migration
’ newloc(u) creation
P ::= PROCESSES
nil null process T::.= TEMPLATES
’ a.P action prefizing 4 name
| P | P parallel composition ’ lu formal
| A process invocation
2.1 cKlaim

The syntax of cKrLam [GP03a] is reported in Table [Il We assume existence of
two disjoint sets: the set L, of localities, ranged over by I,1’,11, ..., and the set U,
of locality variables, ranged over by u,u’, uy, . ... Localities are the addresses (i.e.
network references) of nodes and are the syntactic ingredient used to express the
idea of administrative domain: computations at a given locality are under the
control of a specific authority. Moreover, localities provide the abstract counter-
part of resources and are the CKLAIM communicable objects. The set of names
N, ranged over by £,¢, ..., will denote the union of sets £ and U. Finally, we
assume a set A, of process identifiers, ranged over by A, B, .. ..

Nets are finite collections of nodes where processes and data can be allocated.
Nodes are pairs, the first component is a locality (I is the address of the node)
and the second component is either a process or a datum.

Processes are the CKLAIM active computational units. They may be executed
concurrently either at the same locality or at different localities and can perform
four different basic operations, called actions. Two actions manage data reposi-
tories: adding/withdrawing a datum to/from a repository. One action activates
a new thread of execution, viz. a process. The last action permits creation of
new network nodes. The latter action is not indexed with an address because
it always acts locally; all other actions indicate explicitly the (possibly remote)
locality where they will take place. Action in exploits templates as patterns to
select data in shared repositories.

Processes are built up from the special process nil, that does not perform
any action, and from the basic operations by means of action prefixing, paral-
lel composition and process definition. Recursive behaviours are modelled via
process definitions. It is assumed that each process identifier A has a single
defining equation A = p. Hereafter, we do not explicitly represent equations for
process definitions (and their migration to make migrating processes complete),
and assume that they are available at any locality of a net.
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Table 2. Structural congruence.

(COM) N1 H Ny = N> || N (ASSOC) (N1 H Ng) H N3 = N1 || (N2 H N3)

ABS) I:: P =1::(Plnil PrRINV) I::A=1::P if A2P
(ABs) (P|nil) ( ) if

(CLONE) L:: (Pi|P) =1:: Py || 1:: P2

Names occurring in CKLAIM processes and nets can be bound. More precisely,
action prefixes in(! u)@¢. P and newloc(u).P bind w in P (namely, P is the scope
of the bindings made by the action). A name that is not bound is called free.
The sets fn(-) and bn(-) (respectively, of free and bound names of a process/net
term) are defined accordingly. The set n(-) of names of a term is the union of its
sets of free and bound names. As usual, we say that two terms are a-equivalent,
written =, if one can be obtained from the other by renaming bound names.
Hereafter, we shall work with terms whose bound names are all distinct and
different from the free ones. Moreover, we will use o to range over substitutions,
i.e. functions with finite domain from locality variables to localities, and write o
to denote substitutions composition and € to denote the ‘empty’ substitution.

The operational semantics of CKLAIM is given in terms of a structural con-
gruence and of a reduction relation over nets. The structural congruence, =, iden-
tifies nets which intuitively represent the same net. It is defined as the smallest
congruence relation over nets that satisfies the laws in Table 21 The structural
laws express that || is commutative and associative, that the null process can
always be safely removed/added, that a process identifier can be replaced with
the body of its definition, and that it is always possible to transform a parallel of
co-located processes into a parallel over nodes. Notice that commutativity and
associativity of ‘|’ is somehow derived from rules (Com), (Assoc) and (CLONE).

The reduction relation, =, is the least relation induced by the rules in
Table Bl Net reductions are defined over configurations of the form L F N,
where L is a finite set of names such that fn(N) C L C V. Set L keeps track of
the names occurring free in N and is needed to ensure global freshness of new
network localities. Whenever a reduction does not generate any fresh addresses
we write N = N’ instead of LF N —— L+ N'.

We now comment on the rules in Table Bl All rules for (possibly remote)
process actions require existence of the target node. The assumption that all
the equations for process definitions are available everywhere greatly simplifies
rule (EVAL) because it permits avoiding mechanisms for code inspection to find
the process definitions needed by @. Rule (IN) requires existence of the chosen
datum in the target node. Moreover, the rule says that action in(!u)@I" looks
for any name [’ at [’ that is then used to replace the free occurrences of u in the
continuation of the process performing the input, while action in(l”)@Ql’ looks
exactly for the name [” at I’; in both cases, the matched datum is consumed.
With abuse of notation, we use nil to replace data that have been consumed to
avoid disappearance of the hosting node (whenever, in the initial configuration,
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Table 3. CKLAIM operational semantics.

(Our) Liout(I"QU.P||U:: P >—L:P | U::P |1 (1)
(EvaL) l:reval(Q)QU.P || I':: P ——1:: P || I':: P'|Q

"] i T =u

P / ,~~ " .. ,.. H —
(IN)  L:in(T)@l".P || U'::(l"y =——[:: Po Hl..nllvvherea—{6 P

(NEW) L+ l::newloc(u).P —— LU{I'}F1:: PUA) || Us:nil — if 1 ¢ L

LFN —— L' Ny

(PAR)
LEN, | N2> L'+ Nj || N2

N=N, L+-N>—>LFN, Ny=N’
(STRUCT)

LFN=—LFN

it only contains tuples) due to data consumption. In rule (NEwW), the premise
exploits the set L to choose a fresh address I’ for naming the new node. Notice
that the address of the new node is not known to any other node in the net.
Hence, it can be used by the creating process as a private name. Rule (PAR) says
that if part of a net makes a reduction step, the whole net reduces accordingly.
Finally, rule (STRUCT), that relates structural congruence and reduction, says
that all structural congruent nets can make the same reduction steps.

Process interaction in CKLAIM is asynchronous: no synchronization takes
place between sender and receiver processes (only existence of target nodes is
checked). Moreover, communication is anonymous and associative because data
have no names and are accessed via matching. Intuitively, data could be under-
stood as services and matching provides a basic service discovery mechanism.

2.2 pKlaim

We now enrich CKLAIM with tuples and pattern-matching (and with a primitive
for accessing tuples without consuming them) thus getting pKram [GP03d].
Table [ illustrates the syntactical categories for uKrAiM that differ from the
corresponding ones in the syntax of CKLAIM. We shall use z,y, z, ... as generic
value variables, and still use £ to denote a locality I or a locality variable wu.

In pKraiM, communicable objects (the arguments of out) are tuples: se-
quences of actual fields. These contain expressions, localities or locality variables.
The tuple space (TS, for short) of a node consists of the tuples located there.
The precise syntax of expressions e is deliberately not specified. We assume that
expressions contain, at least, basic values V and variables x. Templates are se-
quences of actual and formal fields, and are used as patterns to select tuples in
a tuple space. Formal fields are written !z or !u and are used to bind variables
to values. Notice that, syntactically, templates include tuples.

Processes can also read tuples without removing them from the tuple space
by executing action read(7)@¢. Only evaluated tuples can be added to a TS
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Table 4. pKLAIM syntax.

N::= NETS T ::=F | I,T TEMPLATES
I.-P single node F ::=f |z | 'lu TEMPLATE FIELDS
| 1o (et) located tuple t o= f } fit TUPLES
| Ni|| N2  met composition fu=e | L ]u TUPLE FIELDS
t i=ef | ef,et EVALUATED TUPLES
a 1= ACTIONS ef i:=V ] l EVALUATED TUPLE
out( )@E output FIELDS
input e ::=V | & | ... EXPRESSIONS

| i

‘ read )@/ read
‘ eval(P)Q@/¢ migration
|

newloc(u) creation

Table 5. Matching rules.

(M1) match(V,V) =€ (M) match(lz,V) = [V/z]
(M3) match(l,1) = € (My) match(lu,l) = [Yu]

match(eF,ef) = o1 match(eT, et) = o2

match( (eF,eT) , (ef,et) ) =01 002

and templates must be evaluated before they can be used for retrieving tuples.
Template evaluation consists in computing the value of the expressions occurring
in the template. Localities and formal fields are left unchanged by evaluation.
Templates with variables in actual fields cannot be evaluated. We shall write
[T] to denote the template resulting from evaluation of T" when evaluation
succeeds.

To define the operational semantics, we first formalize the pattern-matching
mechanism which is used to select (evaluated) tuples from TSs according to (eval-
uated) templates. The pattern-matching function match is defined in Table
The meaning of the rules is straightforward: an evaluated template matches
against an evaluated tuple if both have the same number of fields and corre-
sponding fields do match; two values (localities) match only if they are identical,
while formal fields match any value of the same type. A successful matching
returns a substitution function associating the variables contained in the formal
fields of the template with the values contained in the corresponding actual fields
of the accessed tuple (of course, in pKLAIM, substitutions can also encompass
values and value variables).

While the structural congruence is left unchanged, the reduction relation,
>—— refines that given in Table B] for cKLAIM. In the rest of this section, we
comment on the different reduction rules. Rule (OUT) becomes
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Table 6. KLAIM syntax.

N::= NETS P +=X process variable
l::p P single node F +=1X
| 1 (et) located tuple f +=PF
| NI N2 net composition ef +=P
[t]=et
(Our)

Liout()QU.P || U':: P —— 1:: P || U":: P || I:: {et)

and expresses that the tuple resulting from the evaluation of the argument ¢ of
out is added to the TS at I’ (therefore, the out can be performed only when ¢
is evaluable). Rule (IN) becomes

match([T ], et) = o
L:in(T)QI.P || I':: (et) = I:: Po || I'::nil

(IN)

The rule expresses that the process performing the operation can proceed only
if the argument 7" of in is evaluable and pattern-matching succeeds. In this case,
the tuple is removed from the T'S and the returned substitution is applied to the
continuation of the process performing the operation. A similar rule is introduced
to model the semantics of action read, namely

match([T ],et) =0

(READ)
l::read(T)QI".P || I":: (et) = l:: Po || I':: (et)

that differs from (IN) just because the accessed tuple is still left in the TS.

2.3 Klaim

We are now able to introduce all features of KLATM. Table[@ illustrates the syntax
of the calculus that differs from the corresponding part of the syntax of pKLAIM;
in particular, the productions for nets replace those in Table[I] and the produc-
tions for tuple fields replace those in Table @l As a matter of notation, given a
grammar such as e:: = p; ’ . ‘ Dm, We write e4= P41 ’ ’ DPm+n @S a
shorthand for e:: = p; ’ . ‘ Dimtn-

A network node becomes a term of the form [::, P, where p is an allocation
environment that binds the locality variables occurring free in P. Allocation en-
vironments provide a name resolution mechanism by mapping locality variables
u into localities [. The distinguished locality variable self is used by processes
to refer to the address of their current hosting node.

Remark 1. This is different from previous presentations of KLAIM where, besides
(physical) localities and locality variables, we also used the syntactical category
of logical localities and defined allocation environments as maps from logical
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localities to (physical) localities. To simplify the resulting calculus, in this paper
we preferred to incorporate the syntactical category of logical localities into that
of locality variables. O

One significant design choice underlying KLAIM is abstraction of the exact
physical allocation of processes and resources over the net. Indeed, in the initial
configuration, localities cannot occur in templates/tuples argument of process
actions because they cannot occur as actual fields anymore. Therefore, processes
have no direct access to nodes and can get knowledge of a locality either through
their (local) naming facilities, viz. allocation environment, or by communicating
with other processes (which, again, exploit other allocation environments). To
this aim, the operational semantics will use localities alike locality variables
(i.e. it will be defined over nets generated from an extended syntax that allows
localities to occur wherever we can have locality variables).

We say that a net is well-formed if for each node [: :, P we have that p(self) =
[, and if for any pair of nodes l::, P and I"::,y P, | = I’ implies p = p’. Hereafter,
we will only consider well-formed nets.

The second important extension with respect to pKLAIM is higher-order com-
munication. This feature enables processes to exchange pieces of code through
the communication actions. We will explain later how this form of code migration
differs from the one provided by eval.

As far as the operational semantics is concerned, the structural congruence
is modified in the obvious way (thus, it is not shown): the most significant law
is l::, (P1|P2) = 1::, Py || I::, P>. Allocation environments affects the evaluation
of templates when evaluating locality variables. To this purpose, the template
evaluation function takes as parameter the allocation environment of the node
where evaluation takes place. The function has the form [-] , and the main
clauses of its definition are given below:

[l = {20 ™ 1PL =P

where P{p} denotes the process term obtained from P by replacing any free
occurrence of a locality variable u € dom(p) that is not within the argument
of an eval with p(u). Process [ P ], is deemed to be well-defined only if P{p}
does not contain free locality variables outside the arguments of eval. Two ex-
amples of process evaluation are [out(P)Ql.Q], = out([ P],)@p(¢).Q{p} and
[eval(P)QlL.Q ], = eval(P)Qp({).Q{p}. We shall write [ ], = et to denote that
evaluation of tuple ¢t using p succeeds and returns the evaluated tuple et.

The most significant rules of the reduction relation are reported in Table [7]
where we write p(¢) = [ to denote that either £ = [ or £ is a locality variable
that p maps to [. In rule (OuT), the local allocation environment is used both
to determine the name of the node where the tuple must be placed and to
evaluate the argument tuple. This implies that if the argument tuple contains a
field with a process, the corresponding field of the evaluated tuple contains the
process resulting from the evaluation of its locality variables. Hence, processes
in a tuple are transmitted after the interpretation of their free locality variables



The Klaim Project: Theory and Practice 99

Table 7. KLAIM operational semantics.

p(l) =1 t] =et
(OuT) Ll
Lipout®)QLP || Uiy PP 1y P || Uiy P12 (et)
p() =1
(EvAL) - @ - - -
liipeval(Q)QLP || Uiy PP —— 1y P || Uy P|Q
p(0) =1 match([T] ,et) =0
() (0) (IT],:et)
Lipin(T)QLP || I':: (et) = l::, Po || I'::nil
p(0) =1 match([T] ,et) =0o
(READ) (0 (IT],:et)
I::pread(T)QLP || U':: (et) = 1::p Po || s (et)
I'¢gL
(NEW) :
LFl::,newloc(u).P =— LU{l'} Fl::p PV || U2t pppr jsers il

through the local allocation environment. This corresponds to having a static
scoping discipline for the (possibly remote) generation of tuples. A dynamic
linking strategy is adopted for the eval operation, rule (EvAL). In this case
the locality variables of the spawned process are not interpreted using the local
allocation environment: the linking of locality variables is done at the remote
node. Finally, in rule (NEW), the environment of a new node is derived from that
of the creating one with the obvious update for the self variable. Therefore, the
new node inherits all the bindings of the creating node.

We end this section with a simple example that should throw light on the
differences between the two forms of mobility supplied by KLAIM. One form
is mobility with static scoping: a process moves along the nodes of a net with
a fixed binding of resources. The other form is mobility with dynamic linking:
process movements break the links to local resources. For instance, consider a net
consisting of two localities I; and 5. A client process C' is allocated at locality Iy
and a server process S is allocated at locality l5. The server can accept processes
for execution. The client sends process @ to the server. The code of processes is:

C = out(Q)@Qu.nil
Q = in("foo” | 12)@self.out(foo”, z + 1)@self.nil
S £ in(1X)Q@self. X

The behaviour of the processes above depends on the meaning of w and
self. It is the allocation environment that establishes the links between locality
variables and localities. Here, we assume that the allocation environment of
locality 1, p1, maps self into l; and u into ls, while the allocation environment
of locality lo, p2, maps self into ls. Finally, we assume that the tuple spaces
located at I; and [y both contain the tuple (”foo”,l). The following KLAIM
program represents the net described above:
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I1::p, C|("00” 1) || la::p, S|("00” 1),

After the execution of out(Q)@u, the tuple space at locality ls contains a
tuple where the code of process @ is stored. Indeed, it is the process @’ that is
stored in the tuple:

Q' = in("fo0”,1x)@l;.out("foo”, z + 1)@l .nil.

The locality variables occurring in () are evaluated using the environment at
locality I; where the action out has been executed. Hence, when executed at
the server’s locality the mobile process @ increases tuple “foo” at the client’s
locality.

In order to move process () for execution at Iy without keeping the original
linkage to resources, the client code should be eval(Q)@u.nil. When eval(Q)Qu
is executed, @ is spawned at the remote node without evaluating its locality vari-
ables according to the allocation environment p;. Thus, the execution of @ will
depend only on the allocation environment py and @ will increase tuple “foo” at
the server’s locality.

2.4 OpenKlaim

In this section, we present an extension of KLAIM, called here OPENKLAIM, that
has been first presented in [BLP02] and was specifically designed for enabling
users to give more realistic accounts of open systems. Indeed, open systems are
dynamically evolving structures: new nodes can get connected or existing nodes
can disconnect. Connections and disconnections can be temporary and unex-
pected. Thus, the assumption that the underlying communication network will
always be available is too strong. Moreover, since network routes may be affected
by restrictions (such as temporary failures or firewall policies), naming may not
suffice to establish connections or to perform remote operations. Therefore, to
make KLAIM suitable for dealing with open systems, the need arises to extend the
language with constructs for explicitly modeling connectivity between network
nodes and for handling changes in the network topology.

OPENKLAIM is obtained by equipping KLAIM with mechanisms to dynami-
cally update allocation environments and to handle node connectivity, and with a
new category of processes, called nodecoordinators, that, in addition to standard
KLAIM operations, can execute privileged operations that permit establishing
new connections, accepting connection requests and removing connections. The
new privileged operations can also be interpreted as movement operations: en-
tering a new administrative domain, accepting incoming nodes and exiting from
an administrative domain. The KLAIM extensions that lead to OPENKLAIM are
reported in Table [

OPENKLAIM processes can be thought of as user programs and differs from
KrLAIM processes in the following three respects.
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Table 8. OPENKLAIM syntax.

a = ACTIONS f += TupPLE FIELDS
N out(t)@e output * Dereferentiation
in(T)@ )
} in( )( i@é imput C::= NODECOORDINATORS
read(7)@ read
P (standard) process
‘ eval(P)Q/ migration . )
bind(u, 1) bind ‘ pa.C action prefizing
| bind(u, i | Ci|Cs parallel composition
pa = PRIVILEGED ACTIONS ‘ A node coordinator invocation
standa tion
a (standard) action N NETS
‘ newloc(u,C) creation o empty net
login(¢ login . .
} o ou(t()Z) locout ‘ l: :g C single node
‘ € t(u) g ; ‘ l:: (et) located tuple
acce ¢
P aeeer ‘ Ni || N2 net composition

— When tuples are evaluated, locality names resolution does not take place
automatically anymore. Instead, it has to be explicitly required by putting
the operator * in front of the locality that has to be evaluated. For in-
stance, (3,1) and (s,out(s;)@sq.nil) are fully-evaluated while (3,xl) and
(xl,out(l)@self.nil) are not.

— Operation newloc cannot be performed by user processes anymore. It is now
part of the syntax of node coordinator processes because, when a new node
is created, it is necessary to install one such process at it and, for security
reasons, user processes cannot be allowed to do this.

— Operation bind has been added to enable user processes to enhance local al-
location environments with name bindings. For instance, bind(u, [) enhances
the local allocation environment with the pair (u,1).

NodeCoordinators can be thought of as processes written by node managers,
a sort of superusers. Thus, in addition to the standard KLAIM operations, such
processes can execute coordination operations to establish new connections (viz.
login(¢)), to accept connection requests (viz. accept(u)), and to remove con-
nections (viz. logout(¢)). These operations are not indexed with a locality, since
they always act locally at the node where they are executed. Node coordinators
are stationary processes and cannot be used as tuple fields. They are installed
at a node either when the node is initially configured or when the node is dy-
namically created, e.g. when a node coordinator performs newloc(u, C) (where
C is a node coordinator).

A network node is now either a located tuple I::{et) or a 4-tuple of the
form I: :;? C, where S gives the set of nodes connected to [ and C is the parallel
composition of user and node coordinator processes. A net can be an empty net
0, a single node or the parallel composition of two nets N7 and No with disjoint
sets of node addresses (in this setting, we do not use structural congruence, thus
we don’t have an analogous of rule (CLONE) of Table [2).
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Table 9. Process semantics (sample rules).

(et)y@l 5 z::fc
l:: (et) - 0 (TuPLE) Iy C — > 0 (NODE)

N / 12::“1}USC ,
Ny l—> N; N ——> N,
1

I3
l2

(Env)

A
Ny || No 225 N || NG ||l :£9S ©

3

1::5 bind(u,11).C % l: :f[ll/u] C if p(u) is undefined (BIND)

oL [t ,p(e)
I::5 out(t)@r.C % 1::5C (Our)

i@,[T'].p(o0
-5 in(T)@r.C % 15T (In)

If I: :f C is a node in the net, then we will say that the nodes in S are logged
in | and that [ is a gateway for those nodes. A node can have more than one
gateway. Moreover, if [ is logged in I3 and I5 is logged in I3 then I3 is a gateway
for I3 too.

Remark 2. Our approach aims at a clean separation between the coordinator
level (made up by node coordinator processes) and the user level (made up by
standard processes). This separation has a considerable impact. From an abstract
point of view, the coordinator level may represent the network operating system
running on a specific computer and the user level may represent the processes
running on that computer. The new privileged operations are then system calls
supplied by the network operating system. From a more implementative point of
view, the coordinator level may represent the part of a distributed application
that takes care of the connections to a remote server (if the application is a
client) or that manages the connected clients (if the application is a server).
The user level then represents the remaining parts of the application that can
interact with the coordinator by means of specific protocols. a

To save space, here we do not show the full operational semantics of OPEN-
KraMm (we refer the interested reader to [BLP02]), rather we show the most
significant rules. The semantics of nets, given by the reduction relation ——

(partially) defined in Table [T, exploits two labelled transitions: %7 (par-

tially) defined in Table[d, accounts for the execution of standard actions and for
the availability of net resources (tuples and nodes); %, (partially) defined in
Table [0} accounts for the execution of privileged actions. Within the transition
labels, [ indicates the gateway that makes an action possible, while A represents
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Table 10. Node coordinator semantics (sample rules).

I, & L

nl1.Cla) (NEWLOC)
L+ llz:;? newloc(u, C).C' —2"2 5 LU {lb} llzzf C'[l2/u)

l1::3 login(l2).C LGl YN l1::5 C (LOGIN)

lout(ly,—,l2)

l1::5 logout(l2).C l1:5 C (Locour)

acc(l1,—,l2)

l1::5 accept(u).C L2 Cliy/u] (AccepT)

Table 11. OPENKLAIM operational semantics (sample rules).

N, Bzl
(NETBIND)
N1 =—— Ny
Nl o(ly,et,la) N{ N{ l23:§P N2
! (NeTOUT)
Ny —— Na || lo::5 (et)| P
. i, [T ] 12)
Ny SRR NN S Ny mateh([ T, et) = o (NerIN)
Ny —— Noo
N n(l1,C,l2) Ny
i (NETNEW)
N1 —_— N2 || l2::[l2/self] (C
lin(ly,—,l2) / ; acc(la,—,l1)
Ny ————>»N; Ny —————> N
! roon > (NETLOGIN)

N1 —— No

ou — 1 :{ZI}US(C

N lout(ly,—,l2) N{ N{ 2p—)>N2 p/: p\l1
ly (NETLOGOUT)
Ny —— N> || lzii;?/ C

the intended operation and has the form x(I1,arg,ls), where x is the opera-
tion, [y is the node performing the operation, [ is the target node, and arg is
the argument of x. For instance, i(l1,[T'] . l2) represents operation in(T)@I,
performed at ;.

Rule (TUPLE) signals the presence of the tuple (et) in the tuple space of
I and, similarly, rule (NODE) signals the presence of node I: :f C in the net.
These information are used to enable execution of standard actions different
from bind. Rule (ENV) permits changing the gateway used by an action. This
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is important for remote interaction because two nodes can interact only if there
exists a node that acts as gateway for both. Moreover, rule (ENV) implements
a name resolution mechanism (akin those of DNS servers): node Iy, that uses
I as a gateway, can exploit l5’s allocation environment for resolving localities
that it is not able to resolve by itself (this is not shown in detail here but this
is what notation A{p} means). Rules (BIND) and (NETBIND) enhance the local
allocation environment with the new alias u for /;. Rules (OuT) and (NETOUT)
model tuple output. To this aim, it is checked existence of the target node (by
using rule (NODE)) and existence of a gateway shared between the source and
the target nodes (by using rule (ENV)). Similarly, rules (IN) and (NETIN) model
communication; in this case, it is checked existence of a matching tuple at the
target node (by using rule (TUPLE)) and, again, existence of a shared gateway.

Rules (NEwLOC) and (NETNEW) say that newloc(u, C) creates a new node
in the net, binds its address to u in the local allocation environment and in-
stalls the node coordinator C at the new node. Differently from KrLAIM, the new
node does not inherit the binders of the creating node (inheritance could be
programmed by appropriately using bind in C). We have also that a newloc
does not automatically log the new node in the generating one. This can be done
by installing in the new node a node coordinator that performs a login. Rule
(LOGIN) says that login(l2) logs the executing node Iy in l. Rules (ACCEPT)
and (NETLOGIN) say that, for a login(l) executed at I to succeed, there must
be at I3 a node coordinator process of the form accept(l;).C’. As a consequence
of this synchronization, [y is added to the set S of nodes logged in l5. Rules
(LocouT) and (NETLOGOUT) say that logout(ls) disconnects the executing
node [; from Iy; as a consequence, [y is removed from the set S of nodes logged
in I3 and any alias for 1} is removed from the allocation environment p of Iy (no-
tation p \ I1). The second premise of rule (NETLOGOUT) checks existence of a

node of the form lg::éll}us C in N and returns the net Ny obtained by removing
that node from Nj.

Remark 3. OPENKLAIM can be viewed as a core calculus to describe net infras-
tructures. The calculus can be easily extended with powerful constructs defin-
able atop the basic primitives. For example, a few such constructs have been
introduced in [BLP0O2]. In X-KrLAIM such derived operations are provided as
primitives for efficiency reasons (see Section [ZT]). O

The design principles underlying OPENKLAIM have been exploited in
[DEM™03] to define KAOS, a calculus that can be considered as an extension
of pKrLAIM with OPENKLAIM node coordinators. The main peculiarity of KAo0S
is that connections among nodes are labelled by costs, namely special values
that abstract connection features. Costs are the formal tool for programming
Quality of Service (QoS) attributes at the level of WAN applications. Indeed,
KAOs costs measure non-functional properties (e.g., timely response and secu-
rity) that programmers can specify and that depend on the application. The
underlying algebraic structure of costs is a constraint semi-ring [BMRI7] and
this permits performing operations over costs, such as addition and comparison.
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Hence, it is possible to take into account costs when paths between nodes must
be determined.

3 A Modal Logic for uKlaim

For agent-based calculi, as well as for other formalisms, it is crucial to have tools
for establishing deadlock freeness, liveness and correctness with respect to given
specifications. However for programs involving different actors and authorities it
is also important to establish other properties such as resources allocation, access
to resources and information disclosure. In [DL02|Lor02] a temporal logics has
been proposed for specifying and verifying dynamic properties of mobile agents
specified in KLAIM. The inspiration for the proposal was Hennessy-Milner Logics
[HMS5] but it needed significant adaptations due to the richer operating context.
In this section, we re-work on the logics of [DL02| and propose a simplified variant
of the logic for pKLAIM.

In order to do this, we need to reconsider the operational semantics of
pKLAIM that was given as a set of rewriting rules in Section 2l We need here
a labelled operational semantics that makes evident the involved localities and
the information transmitted over the net. Our labels carry information about
the action performed, the localities involved in the action and the transmitted
information. Transition labels have the following structure:

x(l1,arg,ls),

where x denotes the action performed. The set Lab of transition labels a is
defined by the following grammar:

a::=o(ly, et,ly) | i(ly, et, ly) | r(ly, et,lo) | e(ly, P,l3) | n(ly, —, 1)

Locality I; denotes the node where the action is executed, while [5 is the node
where the action takes effect. Finally, arg is the argument of the action and can be
either a tuple or a process. For instance, if a process running at /; inserts [¢ ] in
the tuple space located at I3, by executing out(t)@ls, then the net evolves with
a transition whose label is o(l1, [ ],l2). The rules of the labelled operational
semantics are presented in Table Notice that, the proposed semantics is
completely in accordance with the one presented in Table Bl In fact, the rules
are the same apart for the labels.

Temporal properties of nets are expressed by means of the diamond operator
((A)¢) indexed with a predicate over transition labels. A net N satisfies a formula
(A)¢ if there exists a label @ and a net N’ such that we have: N =2+ N’, a
satisfies A and N’ satisfies ¢.

Specific process predicates are introduced to describe static properties of
processes that are spawned to be evaluated remotely. These predicates permit
specifying accesses to resources (data and nodes) by processes and the causal
dependencies of their actions.

The logic provides also state formulae for specifying the distribution of re-
sources (i.e. data stored in nodes) in the system.
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Table 12. uKLAIM labelled operational semantics.

[t] =et
(OUT) o(l,et,l”)
Liout(t)@QU.P || L:: P ——""s 1:: P || l:: P || I':: {et)
(EvAL) Lreval(Q)al' P || I': P ==L 1 p |1 PIQ
match([T ], et) = o
(IN) —
LAn(T)@l P || I (et) =L 1 po || Uil
match([T],et) =o
(READ) ’ ’ r(Let,l) ’
l::read(T)QI".P || I':: (et) =———"> 1:: Po || I':: (et)
I'¢L
(NEW) L=, ’
L+ 1::newloc(u).P == LU (I} 12 P[] || s :nil
LEN =% L' Ny
(PAR)
LENi || No =2 L' N{ || N2
N=N L|_N1>—2—>LIFN2 NQENI
(STruUCT)
LFN>=LFN

Table 13. The logic for pKvLAIM.

P ::=true | ()QL| (A)¢ |k [vE.Q | oV @[ ¢
Aii=olal ANAy | A1 UAs | A — Ay | VA

o ::=00£01,£4,02) | I(¢1,4,02) | R(£1,4,42) | E(41,pp, l2) | N(£1, —, £2)
pp::=1p |ap = pp | PP A PP

ap ::=o(()Qlp | i(T)@1p | r(T)@1lp | e(pp)@lp | n(u)

Below, we introduce syntax and semantics of the logic. We let @ be the set

of logic formulae defined by the grammar of Table [[3, where:

— ¢ is used to denote logical formulae that characterize properties of uKLAIM

systems;
— Kk belongs to the set of logical variables V Log;

— A denotes a label predicate, i.e. a predicate that finitely specifies an infinite

set of transition labels;

— pp denotes a process predicate that express static properties of processes.

In the rest of this section, we explain first syntax and semantics of formulae,
then introduce label predicates and their interpretation. We conclude the section

with the definition of process predicates.
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3.1 Logical Formulae

A formula ¢ can be either true, that is satisfied by any net, or a composed
formula; a net N satisfies ¢ V ¢o if N satisfies either ¢ or ¢o, while N satisfies
—¢ if N does not satisfies ¢. Specific state formulae ((t)@¢) are introduced for
specifying properties related to the data placement over the nodes. N satisfies
(t)@¢ if and only if N contains node ¢ and tuple ([¢]) is stored in the tuple
space located at £. Dynamic properties of pIKKLAIM systems are specified using the
operator diamond ({(A)¢) that is indexed with predicates specifying properties
of transition labels. We will rely on the interpretation function A[-] that will be
formally defined later. It interprets each label predicate A as a set of pairs {(a, o)
where a is a transition label and o is a substitution.
The intuitive interpretation of (A)¢ will be:

— amnet N satisfies (A)¢ if there exist (a,0) € A[A] and N’ such that N =%
N’ and N’ satisfies ¢o;

Recursive formulae vk.¢ are used to specify infinite properties of systems.
To guarantee well that the interpretation function of formulae be well-defined,
we shall assume that no variable k occurs negatively (i.e. under the scope of an
odd number of — operators) in ¢.

Other formulae like [A]p, ¢1 A ¢2 or pk.¢ can be expressed in ¢. Indeed
[Alp = ~(A)=d, ¢1 A 2 = (P11 V ¢2) and pk.¢p = —wk.~¢[—k/k]. We shall use
these derivable formulae as macros in ¢.

The interpretation function of formulae makes use of logical environments. A
logical environment is a function that, given a logical variable and a substitution,
yields a set of nets.

Definition 1. Let V Log be the set of logical variables, Subst be the set of sub-
stitutions and Net be the set of pKKLAIM nets, we define the logical environment
Env as

Env C [VLog — Subst — 2V

We will use €, sometime with indexes, to denote elements of Env.

The interpretation function M[[-]: ® — Env — Subst — 2V¢! that, using a
substitution environment and a logical environment, for each ¢ € @, yields the
set of nets that satisfy ¢ or, equivalently, the set of nets that are models for
¢ with respect to given substitution and logical environment. Function MJ[-] is
formally defined in Table[14].

3.2 Label Predicates

A label predicate A is built from abstract actions and o, that denotes the set of
all transition labels, by using disjunction (-U-), conjunction (- N-) and difference
(-— ).

Abstract actions denote set of labels by singling out the kind of action per-
formed (out, in, .. .), the localities involved in the transition and the information
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Table 14. Interpretation function of formulae.

M[true]ec = Net

Mk]eo = (k)0

M(t)6l]co = {NIN = N || 1 ([ to )}

M[(A)p]es = {N|Ja,0’,N'. N =23 N’',(a,0’) € A[A{c}], N’ € M[¢]ec’ - o}
M[¢1 V ¢2]ec = M[p1]ec U M[p2]eo

M[—¢]ec = Net — M[p]ec

M[vk.glea = U{glg C f2(9)} where £2.(g) = M[¢]e - [x = g]

Table 15. Label predicates interpretation.

Alo] = Lab

AJO(1,t,£2)] = {(o(l1,t,12); 0)}

AJI(61, T, )] = {(i(lx, T, 12); 0)}

A[R(6, T, 62)] = {(i(l1, T',12); 0)}
A[E(l1,pp, £2)] = {(e(lx, P, 12); 0)| P € P[pp]}

AN(Er, =, £2)] = {(n(l, -, 12); 0)}

AJA U AL ] = AJA] UAJA2]

A[AL N A] = {(a;01 - 02)[(a;01) € AlAL], (a;02)A[A2] }
AlAr — Ao] = {(a;0)|(a; 0) € A[A1], Vo' (a;0”) & A[A2]}
AlVu.A] = Uie {(as 0 - [u/l])|(a;0) € ALA[L/ull}

transmitted. Abstract actions have the same structure of transition labels; but
have process predicates instead of processes.

Finally, predicates Vu.A is used to quantify over localities, where {(a, o - [l/u])
belongs to A[Vu.A] if and only if {(a, o) belongs to A[.A[l/u]].

Formal interpretation of labels predicates is defined by means of interpre-
tation function A[-]. This function takes a label predicate A and yields a set
of pairs <transition label-substitution>. Intuitively, (a,0) € A[A] if transition
label a satisfies A with respect to the substitution o. Function A[-] is defined
in Table

Notice that, Vu plays the role of ezistential quantification if it is used inside a
(-), while it works like an universal quantification when used inside [-]. Moreover,
n (A)¢, A acts as binder for quantified variables in A that appear in ¢.

Process predicates are used for characterizing properties processes involved
in the transition. For instance:
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— Ay = I(l1,1, 1) is satisfied by a transition label if a process, located at Iy,
retrieves locality [ from the tuple space at Io;

— As = VuiI(ug,l,1l2) is satisfied by a transition label if a process, located at
a generic locality, retrieves locality [ from the tuple space at [s;

— As — A; is satisfied by a transition label if a process, that is not located at
l1, retrieves locality [ from the tuple space at ls.

3.3 Process Predicates

Process predicates shall be used to specify the kind of accesses to the resources
of the net (data and nodes) that a process might perform in a computation.
These accesses are composed for specifying their causal dependencies. The causal
properties we intend to express for processes are of the form “first read something
and then use the acquired information in some way”.

We use 1p for a generic process and pp; A pp, for the set of processes that
satisfy pp; and pp,. A process satisfies ap — pp if it may perform an access
(i.e. an action) that satisfies ap and use the acquired information as specified by
pp. The satisfaction relation between actions (act) and access predicates (ap) is
quite intuitive and can be defined inductively as follows:

out(t)Q/, satisfies o(t)@ly

in(T)Q¢ satisfies i(T)@Q¢

read(T)Q¢ satisfies r(T)Q¢

eval(P)Q/ satisfies e(pp)@¢ < P satisfies pp
newloc(u) satisfies n(u)

Process predicates can be thought of as types that reflect the possible accesses
a process might perform along its computation; they also carry information about
the possible use of the acquired resources.

To formally define functions P[-] that yields the set of process satisfying a
given process predicates, we need to introduce a transition relation for describ-
ing possible computations of processes. The operational semantics proposed in
Table [[2Z] is not adequate, because it describes the actual computation of nets
and processes. The relation we need, instead, has to describe, using a sort of ab-
stract interpretation, the structured sequences of actions a process might perform
during its computation.

t
Let V be a set of variables, we will write V - P = Q@ whenever:
— the process P, at some point of its computation, might perform the action
act;

— all the actions that syntactically precede act in P, that are execute before
act, do not bind variables in V.

Let P —y @ be the relation defined in Table[I6 V + P a:d> @ is inductively
defined as follows:

— for every V,
VF act.P a:Ct> P
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Table 16. Abstract interpretation of processes.

act.P —y P (1) A—y P (2)
P|Q =y P PIQ —v Q
P+Q—=vP P+Q—-vQ

(1) act does not bind variables in V
2 A p

Table 17. Process predicates interpretation functions.

P[1p] = Proc

Plap — pp] = {P|3act, @1, Q: t
P=,Q1,fv(ap — pp) F Q1 a——c> Q2,act € ACJap], Q2 € Plpp] }
P[pp, A pp,] = Plpp,] NP[pp,]
AC[o(t)@f] = {out(t)ar} AC[i(T)@(] = {in(T)Qr}

AC[x(T)@/] = {read(T)@r}
AC[e(pp)@/] = {eval(Q)@¢|Q € P[pp]o}

AC[n(u)] = {newloc(u')}

Py Pland VE P == Q then

VEP L0

The process predicates interpretation function P[-] is inductively defined in
Table[l7. We will write P: pp to denote that P € P[pp]. Conversely, we will write
—(P:pp) whenever P ¢ P[pp]. Furthermore, we assume that process predicates
are equal up to contraction (i.e. pp A pp = pp), commutative and associative
properties; for instance pp; A (ppy A PP;) = PPy A PPy-

We would like to remark that process predicates represent set of causal de-
pendent sequences of accesses that a single process might perform and not actual
computational sequences.

That follows is a typical properties that one can prove using the logic. Let
us consider the set of processes that, after reading the name of a locality from
l1, spawn a process to the read locality:

i(lu)@ly — e(1p)Qu — 1p
This predicate is by
in(lup)@Ql;.in(l2)Qu, .eval(P)Qu;.Q
but it is not satisfied by
in(lug)@l;.read(lus)Qly.eval(P)Qug.nil
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since no process is evaluated at the locality retrieved from [;. Indeed a locality
from [y is retrieved, but the one used to evaluate P is the locality read from I5.

The process predicate above could be used for specifying a security policies.
For instance, one could ask that never a process that, after reading the name of
a locality from ly, spawns a process to the read locality, is evaluated at site lo.
This property can be formalized using the following formula:

vi. [Vu.E(u, i(lu)@Qly — e(1p)Qu — 1p,l2)]false A o]k

3.4 An Automatic Tool for Supporting Analysis

To simplify the analysis of pKKLAIM programs, we use the framework KLAIML
[Lor02] that permits simulating an pKLAIM program and generating its reacha-
bility graph. Moreover, using KLAIML, it is possible to verify whether a program
satisfies a formula.

The core of the system, which is implemented in OCaml [LRVID99], con-
sists of two components: klaimlgraph and klaimlprover. The first one permits
analyzing the execution of pKLAIM programs and generating their reachability
graphs. The second one, after loading a net N and a formula ¢, tests the sat-
isfaction of ¢ by N. If the analyzed program has a finite reachability graph,
klaimlprover exhibits the actual tree structure of the proof either for ¢ or for
_|¢,
The results produced by klaimlgraph and klaimlprover are stored in XML
format. These files can be visualized using the front-end components of the
system: jgraphviewer and jproofviewer.

4 Types for Access and Mobility Control in pKlaim

In the design of programming languages for mobile agents, the integration of
security mechanisms is a major challenge; indeed, a great effort has been re-
cently devoted to embed security issues within standard programming features.
Several sensible language-based security techniques have been proposed in liter-
ature, including type systems, control and data flow analysis, in-lined reference
monitoring and proof-carrying code; some of these techniques are analyzed and
compared in [SMHO00].

An important topic deeply investigated for KLAIM is the use of type sys-
tems for security [DFP97/DFP9IDFPVO0DEP0O0IGP03d/GP03b], namely for
controlling accesses to tuple spaces and mobility of processes. To better clarify
the problems we were faced with, let us consider a simple scenario. Imagine that
a publisher P has an on-line repository (implemented by a node whose address
is [g) containing all its available papers. It is then reasonable to want enforcing
some minimal security requirements, like, e.g., that only authorized users can
read P papers (secrecy of P’s data) and no user other than P can put/remove
papers in lg (integrity of P’s data). The only (unsatisfactory) mechanism avail-
able in KLAIM for protecting P publications is to make [p a reserved address; in
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this way, P can communicate it only to trusted entities. However, the behaviour
of this “trusted” entities is out of P’s control: they could (maliciously or inci-
dentally) make {p public and, from then onwards, no security property on P’s
data can be ensured.

The idea of statically controlling the execution of a program via types dates
back in time. The traditional property enforced by types, i.e. type safety, implies
that every data will be used consistently with its declaration during the compu-
tation (e.g., an integer variable will always be assigned integer values). However,
to better deal with global computing problems, we generalized traditional types
to behavioural types. Intuitively, behavioural types are abstractions of process be-
haviours and provide information about the capabilities of processes, namely the
operations processes can perform at a specific locality (downloading/consuming
a tuple, producing a tuple, activating a process, and creating a new node). By
using behavioural types, each KLAIM node comes equipped with a security pol-
icy, specified by a net coordinator in terms of execution privileges: the policy of
node [ describes the actions processes located at [ are allowed to execute. Type
checking will guarantee that only processes whose intentions match the rights
granted by coordinators are allowed to proceed.

In this section we shall summarize the type theory developed for KLAIM
and illustrate how to use type systems to enforce the policies mentioned above.
For the sake of presentation, we concentrate on pKLAIM and leave aside the
treatment of equations for process definitions (we refer the interested reader to
the original papers for a full account of the theories presented).

4.1 A Capability-Based Type System

In this section, we illustrate the basic ideas underlying various type systems,
increasingly more powerful, developed for pKLAIM. The development of pKLAIM
applications proceed in two phases. In the first phase, node administrators assign
policies to the nodes of the net, and processes are programmed while ignoring the
access rights of the hosting nodes. In the second phase, processes are allocated
over the nodes of the net, while type checking their intentions against the policy
of the hosting node. Finally, through a mix of both static and dynamic typing,
uKLAIM type system guarantees that only processes with intentions that match
the access rights as granted by the net coordinators are allowed to proceed.
We start by presenting a basic framework for our type theory; further de-
velopments are given is Sections[4.2] and[4.3] As we already said, uKLAIM types
provide information about the legality of process actions: downloading/consum-
ing tuples, producing tuples, activating processes and creating new nodes. We
use 7, i, 0, e and n to indicate capabilities, where each symbol stands for the
operation whose name begins with it; e.g., 7 denotes the capability of executing
a read action. We let 7 to range over subsets of {r,i,0,e,n}. Types, ranged
over by §, are functions mapping localities (and locality variables) into subsets
of capabilities. For the sake of readability, types will be written according to
the following notation [¢1 — 71,..., ¢, — m,]. By taking advantage of the fact
that types are functions, we express subtyping in terms of the standard point-
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wise inclusion of functions. Hence, we write 6; < &9 if §;(¢) C d2(¢) for every
te LUU.

Each node can be decorated with a type, set by the node administrator, that
determines the access policy of the node in terms of access rights on the other
nodes of the net. For example, the capability e is used to control process mobility;
thus, the privilege [I’ — {e}] in the type of locality I will enable processes running
at [ to perform eval actions over {’. From this perspective, subtyping formalizes
degrees of restrictions, i.e. if §; < 9, then §; expresses a less permissive policy
than 5. Hence, the syntax of uKKLAIM nets becomes

N ::= [:°P | Liifet)y | Ni||DNVa

Nodes of the form [: : {et) represent located resources. We assume that the located
resources in the initial configuration have been produced by the net coordinator
and, then, are reliable (i.e. no checks are needed).

A static type checker verifies whether the processes in the net do comply
with the security policies of the nodes where they are allocated. To this aim,
two syntactic constructs are now explicitly typed. Firstly, the newloc construct
becomes newloc(u: d), where § specifies the security policy of the new node.
Moreover, template formal parameters are now of the shape ! u: w, where 7 spec-
ifies the access rights corresponding to the operations that the receiving process
wants to perform at u. In both cases, the type information is not strictly nec-
essary: it increases the flexibility of the newloc action (otherwise, some kind
of ‘default policy’ should be assigned to the newly created node) and enables a
simpler static type checking.

Thus, for each node of a net, say I::% P, the static type checker procedure
can determine if the actions that P intends to perform when running at [ are
enabled by the access policy § or not. Moreover, the type checker verifies that
in a._ the continuation process behaves consistently with the declarations made
for locality variables bound by a. This fact is expressed by the type judgment
db P. A net is deemed well-typed if for each node I: :9 P it holds that S P.

To give the flavour of our typing inference system, we show and comment on
three significant typing rules concerning eval, in and newloc actions. The rules
are

e€d(t) S P i€dl)  Olu et P
O eval(Q)@l.P Ob-in(T)@t.P

nedl) & =<oum sl Oues SO P
0t newloc(u:§').P

In 0} P, the ¢ is called typing environment; it records the privileges granted
to P and provides information about P’s free variables. In all rules, the static
checker must verify the existence of the privilege for executing the checked ac-
tion in the current typing environment. When typing eval(Q)@¢.P, notice that
in general nothing can be statically said about the legacy of @ at £. Indeed, /¢
can be a locality variable and, thus, the locality name replacing it (and hence
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its associated policy) will be known only at run-time. When typing in(7T)Q¢.P,
the continuation process P can intend to perform actions on the locality vari-
ables bound by 7. Thus, P must be typed in the environment obtained from
¢ by adding information about such variables, as stated by T'; this is written
[t — T]ywme T, Where 01 [d5] denotes the pointwise union of functions ¢; and dy.
Thus, the static checking of P in this extended environment will verify that the
declarations contained in 7" for its bound variables will be respected by P. When
typing newloc(u: §’).P, we assume that the creating node owns over the created
one all the privileges it owns on itself (thus, the continuation process P will be
typed in the environment ¢ extended with the association [u — §(1)]). Moreover,
the check &’ < d[u — 6(1)] verifies that the access policy ¢’ for the new node is
in agreement with the policy 0 of the node executing the operatio.

Type information contained in processes play a crucial role in the operational
semantics, thus enabling/disabling process migrations and data communications.
This fact is expressed by modifying the new operational rules for actions eval
and in/read as follows. The new reduction rule for eval is

&'t Q
:9eval(Q)Ql' P || I:: Pl —— 1::5P || I'::Y P'|Q

Notice that the process Q must be dynamically typechecked against the policy
of node I’; now that the target of the migration (and hence its security policy)
is known. The reduction rule for creation of new nodes is

I'¢ L
L+ newloc(u: 8').P —— LU {I'}  1: V=00 pll/) || 1: 011/ pil

Notice that in this case all checks have been made statically, but the point here
is that a new node with its policy is added and that the policy of the creating
of node change accordingly. The reduction rule for action in (the corresponding
rule for read is omitted) becomes:

matchs([T ], et) = o
1::2in(T)QI.P || I':: (et) = 1::° Po || I':: nil

The new pattern matching function matchs is defined like match but it also
verifies that process Po does not perform illegal actions w.r.t. 4. Because of the
static inference, the definition of matchs simply relies on the following variant
of rule (My) in Table[E:

T C ()
matchs(\u:m,1') = V]

1 This check prevents a malicious node { from forging capabilities by creating a new
node with more powerful privileges (where, e.g., sending a malicious process that
takes advantage of capabilities not owned by [).
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Indeed, the static inference verifies that P performs over u at most the operations
declared by m; hence, if § enables the actions identified by 7 over I’, then Po
will never violate policy § due to operations over I’.

By relying on static and dynamic typechecking, we can prove that the type
system is sound, namely that well-typedness is an invariant of the operational
semantics (subject reduction) and that well-typed nets are free from run-time
errors, caused by misuse of access rights (type safety).

Let’s now see the impact of type soundness in practice. The protection of P
on-line publications can now be programmed very easily: to preserve data secrecy
it suffices to assign the privilege [lg — {r}] only to the authorized nodes, and
to preserve data integrity it suffices to assign the privilege [Ig — {i,0}] only to
the node associated to P (say a node with address Ip). Indeed, type soundness
ensures that P’s papers will be read only by processes running in authorized
nodes, and that only processes running at [p will be allowed to modify the
repository lg.

4.2 Dynamic Privileges Management

The above modeling of the publisher scenario satisfies the requirements that mo-
tivated our approach to type discipline pKLAIM. However, it is far from being
realistic and usable, especially in e-commerce applications, because of its static
nature. In this section, we show some simple modifications that enable program-
ming dynamic privileges acquisition; this will allow us to deal with more flexible
and sensitive applications of our theory. We conclude by sketching how privilege
loss could be added to the picture; the interested reader is referred to [GP03c]
for full details and additional examples.

The main characteristic of the revised theory is the possibility of program-
ming privileges exchange; to this aim, we shall decorate localities in output ac-
tions with a capability specification, p, expressing the conveyed privileges. Hence,
tuple fields take now the form

fii=e | p

Formally, p is a partial function with finite domain from localities (and locality
variables) to subsets of capabilities. Intuitively, action out(l: [ly — 71, ..., L, —
Tm])@I" creates a tuple containing locality [ that can be accessed only from
localities l1, ..., [,,; moreover, when the tuple will be retrieved from [;, [;’s access
policy will acquire the privilege [l — m;]. To rule out simple capability forging,
we must ensure that the privilege [l — m U ... U m,] is really owned by the
node executing the out. This can be done through a revised tuple evaluation
function [ -5, whose most significant definition rule is

p=1[l1 =7, by > T =1 —=m0801),. .. Ly mm N1

[Eply =0

The operational rule for out now becomes



116 Lorenzo Bettini et al.

[t]s =et
L out(t)@Q P || I PP 1::0 P || 120 P/ || U (et)

In this new setting, the execution of actions in and read has two effects:
replacing free occurrences of variables with localities/values (like before) and
enriching the type of the node performing the action with the privileges granted
along with the tuple. The new rule for in (the rule for read is similar) is:

match) ([T ];, et) = (6", )
I::in(T)Ql' P || I':: (et) = 1::°"] Pg || I'::nil

Function match{ differs from matchs in two aspects: it returns the substitution
o to be applied to the continuation process together with the privileges passed by
(the producer of) the tuple to node I, and it typechecks Po by also considering
such privileges. Its definition relies on the following variants of rules (M3s), (My)
and (Ms) of Table G

m C o) U p(l)

match) (Vu:m, ' ) = (I — ], [['fu])

match? (I': u, U': 1) = ([], €)

matchl (F, f) = (61,01) matchl (T,t) = (52, 02)
matCh?( (F7 T) ) (fa t) ) = <61[62]501 o U2>

Since node [::®* P can dynamically acquire privileges when P performs
in/read actions, it is possible that statically illegal actions can become per-
missible at run-time. For this reason, if P intends to perform an action not
allowed by §, the static inference system cannot now reject the process, since
the capability necessary to perform the action could in principle be dynami-
cally acquired by [. In such cases, the inference system simply marks the action
to require its dynamic checking. Hence, in the new setting the node I: [ {ry]
read(lu: {o})Ql".out(¢)@Q!’ turns out to be legal. Action out(¢)@Q!’ can be marked
and checked at run-time since, if © would be dynamically replaced with I’, [ will
acquire the privilege [’ — {o}] and the process running at [ could proceed;
otherwise, the process will be suspended. In this type system, the dynamic ac-
quisition of privileges is exploited exactly for relaxing the static type checking
and admitting nodes like [ while requiring on (part of) them a dynamic checking.

The static semantics now is built up over the judgement §}- P > P’, where
process P’ is obtained from P by possibly marking some actions. Intuitively, it
means that all the variables in P’ are used according to their definition and,
when P’ is located at [, its unmarked actions are allowed by §. Since the new
static checker cannot reject anymore those processes intending to perform stati-
cally illegal actions, the rules for typing processes shown before must be slightly
modified. Thus, e.g., the rule for typing eval actions becomes

ol P > P

O eval(Q)@Ql.P > marks(eval(Q)@r).P’

where marks(eval(Q)Q/) is eval(Q)@Q/ if e € §(¢) and is eval(Q)@/ otherwise.
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Once the syntax of processes has been extended to allow processes to contain
marked actions, a net can be deemed ezecutable if for each node I::% P it holds
that 6|- P > P (i.e. if the net already contains all the necessary marks).

As far as the operational semantics is concerned, the rule for eval must be
modified so that the process that is actually sent for execution is that resulting (if
any) from the typechecking of the original incoming process, thus such a process
contains all necessary marks. Moreover, for taking into account execution of
marked actions, the following rules must be added to the previous ones

I = tgt(a) cap(a) € 6(I') ESaP |l Q—s N
LSaP || Qs N

' = tgt(a) cap(a) € §(I') I:%a.P ||l et) —— N
l::%a.P | U'::(et) —— N

where tgt(a) and cap(a) denote, resp., the target locality and the capability
associated to action a. In substance, these rules say that the marking mechanism
acts as an in-lined security monitor by stopping the execution of marked actions
whenever the privilege for executing them is missing. Type soundness still holds,
but is now formulated in terms of executable nets.

By exploiting this more sophisticated type theory, the publisher example can
be formulated by using the following net, that models both user and publisher
behaviour:

ly : o= (i)t (o))

out(“Subsc”,ly: [lp — {0}])Qlp.in(“Access”,u: {r})Qly.C ||
Ip e (o))

in(“Subsc”,!u': {o})Qlp.out(“Access”, lg: [u' — {r}]))Qu’ ||
Ig U (paperl) | (paper2) | ...

Process *P stands for P|P|... (i.e. the w-calculus replication operator) and can
be easily encoded via process definitions. C' represents the user usage of the on-
line publications, thus it may contain operations like read(...)@lgr that would
be marked by the static inference. This setting is more realistic because the only
privileges statically assigned are [[g +— {i,0}] to [p (to implement data integrity)
and [lp — {o}] to allow the user [y to require (by possibly paying a certain fee)
the subscription to P’s publications. It is then [p that gives [y the possibility of
accessing lr. Upon completion of the protocol, the net will be

Iy :lo=libte=dobln=trll ¢ || 1p:ll (paperl) | (paper2) | ... |
Ip + (i) Lo (io) oo

in(“Subscr”, lu': {o})Qlp.out(“Access”, lg: [u' — {r}])Qu’

Notice that all processes eventually spawned at [y are then enabled to use the
privilege [Ig — {r}].

We now comment on possible variations of the type theory. In real situa-
tions, a (mobile) process could dynamically acquire some privileges and, from
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time to time, decide whether it wants to keep them for itself or to share them
with other processes running in the same environment, viz. at the same node. In
our example, the user might just buy an ‘individual licence’. Our framework can
smoothly accommodate this feature, by associating privileges also to processes
and letting them decide whether an acquisition must enrich their hosting node
or themselves. Moreover, the subscription could have an expiration date, e.g.,
it could be an annual subscription. Timing information can easily be accom-
modated in the framework presented by simply assigning privileges a validity
duration and by updating these information for taking into account time pass-
ing. Furthermore, ‘acquisition of privileges’ can be thought of as ‘purchase of
services/goods’; hence it would be reasonable that a process lose the acquired
privilege once it uses the service or passes the good to another process. In our
running example, this corresponds to purchasing the right of accessing P’s pub-
lications a given number of times. A simple modification of our framework, for
taking into account multiplicities of privileges and their consumption (due, e.g.,
to execution of the corresponding action or to cession of the privilege to an-
other process), can permit to deal with this new scenario. Finally, the granter
of a privilege could decide to revoke the privilege previously granted. In our
example, P could prohibit [y from accessing its publications because of, e.g., a
misbehaviour or expiry of the subscription time (in fact, this could be a way of
managing expiration dates without assigning privileges a validity duration). To
manage privileges revocation we could annotate privileges dynamically acquired
with the granter identity and enable processes to use a new ‘revoke’ operation.

4.3 Other Uses of Types

We conclude this short overview on KLAIM types for security by mentioning
two variants. The first one enables a more efficient static checking (but is less
realistic and heavier to deal with); the second one allows for a finer control
of processes activities (but is more complicated). In both cases, a static type
checker is exploited to minimize the number of run-time checks; type soundness
is then formulated in terms of the corresponding notion of well-typedness.

The types for KLAIM originally proposed in [DEP99/DFPVO0DFPO0] were
functions mapping localities (and locality variables) into functions from sets of
capabilities to types. A type of the form [¢ — 7 — ¢] describes the intention of
performing the actions corresponding to 7 at ¢; moreover, it imposes constraint
6 on the processes that could possibly be spawned at £.

Thus, if [I — {e} — 4] is in the policy of node I, then processes running at I’
can spawn over [ code that typechecks with §. This is required in order to enable
the static inference to decide whether the spawned process can legally run at [ or
not. However, to make this possible, it must hold that ¢ is a subtype of I’s type;
hence, a global knowledge of node types is required. This can be reasonable for
LANSs while is hardly implementable in WANSs, where usually nodes are under
the control of different authorities. The type system presented in Section @] is
more realistic in that the static checker only need local information; however, it
is less efficient because it requires a larger amount of dynamic checks.
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Moreover, types can be recursive. Recursive types are used for typing mi-
grating recursive processes like, e.g., P = in(!z)@l.out(z)Ql’ .eval(P)Ql”. P
can be typed by solving the recursive type equation § = [l — {i} — L,I' —
{o} —» L,I" — {e} — 0], where L denotes the empty type. However, notice
that recursive processes do not necessarily have recursive types: e.g. process
Q = in(!z)QlLout(z)Ql'.Q has type [l — {i} — L,I' = {o} — 1].

In [GPO3b] the type system of Section has been refined to incorporate
other real systems security features, i.e. granting different privileges to processes
coming from different nodes and constraining the operations allowed over differ-
ent tuples. Thus, for example, if [ trusts [/, then [ security policy could accept
processes coming from !’ and let them accessing any tuple in its TS. If I’ is not
totally trusted, then I’s security policy could grant processes coming from I,
e.g., the capabilities for executing in/read only over tuples that do not con-
tain classified data. To this aim, we let types to be functions from localities
(and locality variables) into functions from localities (and locality variables)
into sets of capabilities. Intuitively, the association [l — I’ — 7] in the policy
of node !” enables processes spawned over I by (a process running at) node
l to perform over I’ the operations enabled by m. Capabilities are still used
to specify the allowed process operations, but now they also specify the shape
(i.e. number of fields, kind of each field, ...) of in/out/read arguments. For
example, the capability < i , (“public’,—) > (where ‘=’ is used to denote a
generic template field) states that action in(7) is enabled only if T is made
up of two fields and the first one is the string “public”. Thus, it enables the
operations in(“public”,!x)@... and in(“public”,3)Q..., while disables operations
in(“private”,lz)Q... and in(lz,ly)Q....

5 HotKlaim

This section introduces Higher-Order Typed Kraim (HOoTKLAIM), and exten-
sion of system F [Gir72l|Rey74] with primitives from KrAiM. The purpose of
HoTKLAIM is to enhance KLAIM with general purpose features, namely the
powerful abstraction mechanisms and types of system F, which are orthogonal
to network-aware programming. These features allow to deal with highly pa-
rameterized mobile components and to dynamically enforce host security poli-
cies: types are metadata extracted at run-time and used to express trustiness
guarantees. A further extension, called METAKLAIM, is described in [FMPO03].
METAKLAIM supports the interleaving of computational activities with meta-
programming activities, like dynamic linking and assembling and customiza-
tion of components, through the use of METAML-style staging annotations
[TS00/MHPQQ].

HoTKLAIM borrows the computational paradigm from pKLAIM: a net is a
collection of nodes, and each node is addressed by a locality and consists of a
multi-set of active processes and passive tuples. In HOTKLAIM terms include
localities, processes and tuples, while types include the types L and (¢;|i € m)
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of localities and tuples. There is no type for processe, because process actions
can be performed by terms of any type. The primitives of HOTKLAIM take the
following form:

— spawn(e) activates a process (obtained from e) in a parallel thread. Thus
P|Q of pKLAIM corresponds to spawn(A_: ().P); Q.

— new(e) creates a new locality I, activates a process (obtained from e) at [,
and returns [. Thus new(Au: L.P) corresponds to the sequence of actions
newloc(u).eval(P)Qu of pKLAIM.

— output(l,e) adds the value of e to the tuple space (TS) at [ (output is non-
blocking). Thus out(t)@¢.P of pKLAIM corresponds to output({,t); P

— input(l, p=-e) accesses the TS located at [ to fetch a value v matching p. If
such a v exists, it is removed from the TS, and the variables z!t declared
in p are replaced within e by the corresponding values in v. Otherwise,
the operation is suspended until one becomes available. Thus in(7")@¢.P of
wKLAIM correspods to input(¢, T=P).

Remark 4. In KLAIM the variables declared in a template pattern have no type
annotation, because there are only three types of variables (values !z, localities
lu, and processes !X). In HOTKLAIM variables can have any type, thus the
input primitive performs dynamic type-checking, to ensure that a matching v is
consistent with the types of variables declared in the pattern. In KLAIM there is a
primitive eval(l, e) for activating a process at a remote locality [. This primitive
for asynchronous process mobility has not been included in HOTKLAIM for the
following reasons:

— eval relies on dynamic scoping (a potentially dangerous mechanism), which
is not available in HOTKLAIM, since in a functional setting one can use (the
safer mechanism of) parametrization.

— with eval a node may activate a process on another node, but the target node
has no control over the incoming process. This can be a source of security
problems. In particular, Local Type Safety (see below) fails, if eval is added.

In HoTKLAIM process mobility occurs only by “mutual agreement”, i.e. a node
can output a process abstraction in any TS, but the abstraction becomes an
active process (at [) only if a process (at 1) inputs it. Higher-order remote com-
munication is essential to implement this form of mobility. O

In the rest of this section, we will use the following notations and conventions.

— m,n range over the set N of natural numbers. Furthermore, m € N is iden-
tified with the set {¢ € N|i < m} of its predecessors.

— FV(e) is the set of free variables in e. If E is a set of syntactic entities, then
E( indicates the set of entities in E without free variables.

— € ranges over finite sequences of e. €:¢ is a shorthand for e;: ¢ for each e; in
the sequence e.

2 One could identify processes with terms of type ().
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Table 18. Syntax of types and terms.

Types teTi:=X|L|t1i—tz| (tliem)|VXt]| U=t

Contexts I' € Ctx:: =0 | I X | I a:t

Terms e€E:=x|l]|Az:te|ere|fixaite| (esliem)|mje|ope| AX.e| et} | p=e
Patterns p e P::=zlt | =e | (pili € m)

— p(A) is the set of multisets with elements in A, and W is multiset union.

Table [18 summarizes the syntax of HOTKLAIM, which uses the following
primitive categories

— a numerable set XT of type variables, ranged over by X, .. .;

a numerable set X of term variables, ranged over by z, .. .;

— a numerable set L of localities, ranged over by [, .. .;

a finite set Op = {spawn, new, output, input} of local operations, ranged over

by op.

The syntax of HOTKLAIM can be explained in terms of system F and KLAIM

(in the following we assume that ¢, I, e, p respectively range over T, Ctx, E and
P).

— From system F we borrow functional types t; — t5, abstraction Az:t.e and
application e; es, and polymorphic types VX.t, type abstraction AX.e and
instantiation e{t}.

— From KLAIM we borrow localities [ of type L, tuples (e;[i € m) of type
(t;]i € m), and the construct p=-e of type U=-t, which performs pattern
matching and dynamic type-checking on untrusted values deposited in a TS
(in KLAIM this construct is bundled with the input primitive); the primitives
spawn, new, output and input are among the local operations Op.

— Finally, we have recursive definitions fix x:t.e and projections 7; e.

In HoTrKLAIM, we perform a dynamic type check, when we input an untrusted
value from a TS, in order to ensure some trustiness guarantees. The type system
of HOTKLAIM is relatively simple, and the guarantees we can express are limited.
For instance, we cannot express constraints on the computational effects of a
term, such as the ability to spawn new threads or to perform input/output. We
circumvent this limitation by allowing only input of global values.

A term e € Eg is global <2, it has no occurrences of local operations op € Op.

(1)
Thus the only way we can turn a global value v into a process (interacting with
its environment) is by passing some local operations (possibly in customized
form), in other words v must be a higher-order abstraction representing processes
parameterized w.r.t. customized local operations.

Remark 5. The use of dynamic type dispatching in a distributed polymorphic
programming language has been strongly advocated in [Dug99]. For simplicity,
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we have chosen not to include dynamic type dispatching in HOTKLAIM, but it
would be a very appropriate extension. One might wonder whether input(x!lt=-¢)
of HOTKLAIM is semantically equivalent to typecase _ of (x:t)e of [ACPP91],
[ACPRI5]. In fact, they are different! To simplify the comparison we consider
a type U of untrusted values, and replace the input primitive with a construct
check _ against (x!t)e.

— The type U of untrusted values has the following introduction and elimina-

tion rules
I+ I'v:U Iz:tket
I't(e):U I' F check v against (z:t)e: t/

the reduction semantics is check (v) against (z:t)e —= e[V/z] provided () -
v:t, thus at run-time we have to check that v has type t (in the empty
context).

— In [ACPPIIIACPRYI| the type D of dynamics has similar introduction and

elimination rules
I'ke:t I'v:D Iz:tk et

I't+d(e:t): D I' - typecase v of (z:t)e: t’
the reduction semantics is typecase d(v:t") of (z:t)e —— e[V/x] provided
t" =t, thus at run-time we only need to check equality of types.

Therefore, the two mechanisms accomplish different useful tasks. For instance, if
we have an untrusted dynamic value (d(v:t)), we must first check that d(v:t): D
(or equivalently that v:t), and only then we can compare ¢ with other types to
decide how to use v safely. O

5.1 A Type System
The type system derives judgments of the following forms

— I'F ,ie. I' is a well-formed context
— '+ t,ie. tis a well-formed type
— 't e:t, i.e. e is a well-formed term of type t

The declarations in a context I" have the following meaning: X means that the
type variable X ranges over types t, while x:¢ means that the term variable x
ranges over values of type t.

Table[Td gives the typing rules. They are standard, except rule (case), which
uses some auxiliary notation, namely a context I'(p) and a sequence e(p) of
terms, defined by induction on p € P

peP I'(p) € Cix e(p) e E”
zlt it 0
=e z: L e

(p1|7* € m) F(p0)7 - '7F(pm—1) E(po), s 7€(pm—1)
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Table 19. Type system.

Ik 'kt I+ I+
—— X fresh z fresh X Xel L
0+ IrXr Lax:thk X 'L

'ty I'kts I'Et;, 1em F,X}*t '+t
- =
TFt =t T'r (tliem)  TFvXt T'F U=t
I+ I+ Lzt - eits I'tepi:ity >ta I'Feaity
var ——— x:t € I' loc fun app
'k x:t 'l L ' dzity.e:ty — to 't e ex:ts
Ix:ith et '+ {I'teit; |iem} e (tiliem)
X . tuple - - proj

I'tfixz:te:t I'E (eili € m): (t:]i € m) I't-7je:t;

I'e()—t I'teL—t I'te:(L,U=t) I'te:(L,t)
spawn new input - output —M——
I'+ spawn e: () 't newe:L I'+ input e:t I' + output e: ()

I''XtFet I'FeVXit, I'kt I'+e(p);:L II'(p)k et

oly ———————— spec case
PO T axevxt P TTF eftr) to[tyx] I+ p=eUst

fi

j<m

5.2 Operational Semantics

A net N € Net 2 u(L x (Eg + Vo + {err})) is a multi-set of pairs consisting of a
locality [ and either a process term e, or a value (v) in the TS, or err indicating
that a process at | has crashed. The dynamics of a net is given by a relation

N = N’ defined in terms of two transition relations e —> ¢’ and e —> err
for terms: err means that a process has crashed, this is different from node
failure (that we do not model), and from a deadlocked process (e.g. a process
that is waiting to input a tuple that never arrives). The transitions relations are

defined in terms of evaluation contexts (see [WEF94]) and reductions r —— ¢’
(and 7 —> err).

Table 200 summarizes the syntactic categories for the operational semantics.
Redexes are the subterms where rewriting takes place. Evaluation contexts iden-
tify which of the redexes in a term should be evaluated first, namely the hole |]
gives the position of such a redex.

In the following we let v, vp, r, F, a range over V, VP, R, EC and A, respec-
tively.

Table 2T defines the reduction ———= and uses an auxiliary function
match(p,v), which returns a closed substitution o:X fﬂf Vo or fail. Tts defi-
nition is by induction on p € P. The base cases are:

p  match(p,v)
zlt V] if ) v:t and v global, otherwise fail
=e 0 if v = e € L, otherwise fail

match is used by input for dynamic type checking of global values (see (),
page [121]).

We just comment on some of the reduction rules in Table 2] (the others are
standard):
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Table 20. Values, redexes and evaluation contexts.

Values Vii=1| Xz:te | (vi]i € m) | AX.e | vp=e

Evaluated Patterns VP::=zlt | =v | (vps|i € m)

Redexes R::= vy | fixa:te | mj v | opov | v{t}

Evaluation Contexts EC::= 1| Fe |v E | (v,E,e) | m; E | op E | E{t} | Ep=e
Evaluation Contexts

for patterns Ep::= (vp,Ep,p) | = E

Actions Ai:=1le] s(e) | i(v)Ql | o(v)@l with e € Eg and v € Vg

Table 21. Reductions for actions and symbolic evaluation.

(A\z:t.e) va —> e[V2/x] vy v2 —> err if vy # Axite
i (viliem) —>wv; ifj<m w5 v—>err ifv# (vili €m) withj <m

fix x:t.e —> @[fiX T t.e/x} _

spawn v sy 0) -

l:(vl)

new v — [ _
output (1,v) oy 0 output v —=> err if v Z (I, v1)
input (I, vp=-e) % eo

if match(vp,v) =0 input v —> err if v Z (I, vp=-€)
(AX.e){t} —> e[t/X] vt} —>err ifv# AXe

— The rules for spawn, new, output and input come from KLAIM.

— input requires pattern matching and dynamic type-checking of global values.
Moreover, input may get stuck, e.g. input(l, z!X=-¢) is stuck because there
are no closed values of type X.

— All reductions to err correspond to type-errors.

The transition relation +—— is defined (in terms of —— ) by the following
standard rules

r—> ¢ r —> err
E[r] —> E[¢/] Elr] /> err

The relation >— is defined (in terms of ——= ) by the following rules

e —> err er—>¢
Nu(lize)——> NW(l::err)  NWw(lize) —— Nw(l::€)
e z(v)@lg ¢!

N (l:ie) W (l2:: () == N (l1::e) W (I2:: ()
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e P22 o e Y ¢
NW(liire) = N (li::e') W (la:: (v)) Ny ((l::e) —— NW (L::er) W (l::e2)
la::e
e €1

Nw(liiie) — NW (l:ier) W (lates) lo g LIN)U{l1}

where L(N) = {U] (I::2) € N} Cyin L is the set of localities in the net N. The
rules have an obvious meaning, we just remark that the side condition in the
last rule ensures freshness of I5.

5.3 Type Safety

In order to express the type safety results we introduce two notions of well-formed
net: one is global, the other is relative to a subset L of nodes.

Global: A net N is well-formed <= (I::err) ¢ N, and for every (l::e) € N
exists ¢ s.t. O F e:t.

Local: A net N is well-formed w.r.t. L C L(N) & (I::err) ¢ N when !l € L,
and for every (l::e) € N with [ € L exists ¢ s.t. 0 F e:¢.

In the definition of well-formed net nothing is said about values (v) in a TS,
since they are considered untrusted. In fact, processes can fetch such values only
through the input primitive, which performs dynamic type-checking. Indeed, we
have the following theorem about type safety:

If N —— N’, then
Global: N well-formed implies N’ well-formed
Local: N well-formed w.r.t. L implies N’ well-formed w.r.t. L

The type safety theorem then guarantees that a well-formed net will never
give rise to type errors. Together with dynamic type checking performed with
input operations, these imply that our type system can be used for protecting
hosts from imported code, thus ensuring various kinds of host security properties
(as in [YH99]).

Remark 6. The local type safety property is enforced by two features of
HoTKrAM: the dynamic type-checking performed by the input operation
(namely match), which prevents ill-typed values in a TS to pollute well-typed
processes; the absence of KLAIM’s eval primitive, which would allow processes
external to L to spawn ill-typed processes at a locality in L. For instance, with
an eval primitive similar to a ‘remote’ spawn the following net transition would
become possible

lbad: : eval(lgoody /Ubad)7 lgood: : <’U> — lbad: : ()7 lgood: :'Ubad()y lgood: : <U>

where vpqq is any closed value such that vpeq() — err. O
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5.4 An Example: Nomadic Data Collector

We address the issue of protecting host machines from malicious mobile code.
Consider a scenario where a user wants to assemble information about a spe-
cific item (e.g. the price of certain devices). Part of the behaviour of the user’s
application strictly depends on this information. However, there are some activ-
ities which are independent of it. The user’s application exploits the mobility
paradigm: a mobile component travels among hosts of the net looking for the re-
quired information. For simplicity, we assume that each node of the distributed
database contain tuples either of the form (i,d), where i is the search key
and d is the associated data, or of the form (i,1), where 1 is a locality where
more data associated to i can be searched. We freely use ML-like notations for
functions and sequential composition, and write fn x:t.e instead of Az:t.e and
V X.t instead of VX.t.

L (* localities %)
type Key = ... (* authorization keys *)
type Data = .

(* polymorphic types of local operations input, output, spawn *)
type I =V X. (L,U=>X) -> X

type 0 = V X. (L,X) -> O

type S =V X. (O > X -> 0O

(* polymorphic types of customized operations for input, output *)
type KI = Key -> I

type KO = Key -> 0

(* process abstractions with security checks *)

type EnvK = (L,KI,KO,S)

type CAK = EnvK -> ()

The type CAK of (mobile) process abstractions is parameterized with respect to
the locality where the process will be executed and the customized operations. In
other words, the type EnvK can be interpreted as the network environment of the
process. This environment must be fed with the information about the current
location and its local operations. We want to emphasize that the customized
operations for communication require an authorization key. In such a way, de-
pending on the value of the key k (that below is checked by a function safe),
the customized operation in’ k could generate an actual input or () when the
key does not allow to read anything. Customization of the output operation is
done similarly.

fun in’ (k:Key):I = if safe k then input else ()

We now discuss the main module of our mobile application: the nomadic data
collector. Process abstraction pca(k,i,u) is the mobile process which retrieves
the required information on the distributed database. The parameter k is an
authorization key, i is a search key, and u is the locality where all data associated
to i should be collected. The behavior of pca(k,i,u) is rather intuitive. After
being activated, pca(k,i,u) spawns a process that perform a local query (which
removes from the local database data associated to the search key i). Then the
mobile process forwards the result of the query to the TS located at u, and sends
copies of itself (i.e. of pca(k,i,u)) to localities that may contain data associated
to 1.
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fun pca(k:Key, i:Data, u:L):CAK =
fix ca:CAK. fn (self’, in’, out’, spawn’):EnvK .
spawn’ {O} (O => fix p: ().
(in’ k) {0} (self’, (_=i, x!Data) => (out’ k) {Data} (u,x)) ; p);
fix q: ). (in’ k) {0} (self’, (_=i, 1'L) => (out’ k) {CAK} (1,ca)) ; q

The process abstraction pca(k,i,u) is instantiated and activated by process
execute, which fetches values of type CAK, and activates them by providing a
customized environment env

fun execute (self:L, env:EnvK):()
fix exec:(). input (self, X!CAK

> spawn (() => X env) ; exec)

6 O’Klaim: An Object-Oriented Klaim

O’KLAIM is a linguistic integration of KLAIM with object-oriented features. The
coordination part and the object-oriented part are orthogonal, so that, in princi-
ple, such an integration would work for any extension/restriction of KLAIM, from
CKLAIM onward, and also for other calculi for mobility and distribution, such
as DJoin [FGLT96|. O’KLAIM is built following the design of the core calculus
MoM1 (Mobile Mixins).

6.1 MoMi and O’Klaim

MoMiI was introduced in [BBV02] and extended in [BBV03b|. The underlying
motivating idea is that standard class-based inheritance mechanisms, which are
often used to implement distributed systems, do not scale well to distributed
contexts with mobility. MOMI’s approach consists in structuring mobile object-
oriented code by using mixin-based inheritance (a mixin is an incomplete class
parameterized over a superclass, see [BCIOJFKFI8/ALZ03]); this fits the dy-
namic and open nature of a mobile code scenario. For example, a downloaded
mixin, describing a mobile agent that must access some files, can be completed
with a base class in order to provide access methods specific of the local file
system. Conversely, critical operations of a mobile agent, enclosed in a down-
loaded class, can be redefined by applying a local mixin to it (e.g., in order to
restrict access to sensible resources, as in a sand—box. Therefore, MOMI is a
combination of a core coordination calculus and an object-oriented mixin-based
calculus equipped with types. The key role in MoOMTI’s typing is played by a
subtyping relation that guarantees safe, yet flexible and scalable, code communi-
cation, and lifts type soundness of local code to a global type safety property. In
fact, we assume that the code that is sent around has been successfully compiled
and annotated with its static type. When the code is received on a site (under
the hypothesis that the local code has been successfully compiled, too), it is ac-
cepted only if its type is subtyping-compliant with the expected one. If the code

3 A more complete example of use of mixins can be found in Section [7-2} implemented
in the object-oriented version of X-KLAIM.
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is accepted, it can be integrated with the local code under the guarantee of no
run-time errors, and without requiring any further type checking of the whole
code. MOMT’s subtyping relation involves not only object subtyping, but also
a form of class subtyping and mixin subtyping: therefore, subtyping hierarchies
are provided along with the inheritance hierarchies. It is important to notice
that we are not violating the design rule of keeping inheritance and subtyping
separated, since mixin and class subtyping plays a pivotal role only during the
communication, when classes and mixins become genuine run-time polymorphic
values.
In synthesis, MOMI consists of:

1. the definition of an object-oriented “surface calculus” with types called SOOL
(Surface Object-Oriented Language), that describes the essential features
that an object-oriented language must have to write mixin-based code;

2. the definition of a subtyping relation on the class and mixin types of the
above calculus, to be exploited dynamically at communication time;

3. a very primitive coordination language based on a synchronous send/receive
mechanism, to put in practice the communication of the mixin-based code
among different site.

O’KLAIM is the integration of SOOL and its subtyping (both described in the
next section), within KLAIM, which offers a much more sophisticated, complete,
and effective coordination mechanism than the toy one of MoMI.

6.2 Sool: Syntax, Types, and Subtyping

In this section we present the object-oriented part of O’KLAIM, called SOOL.
SooL is defined as a standard class-based object-oriented language supporting
mixin-based class hierarchies via mizin definition and mizin application. It is
important to notice that specific incarnations of most object-oriented notions
(such as, e.g., functional or imperative nature of method bodies, object refer-
ences, cloning, etc.) are irrelevant in this context, where the emphasis is on the
structure of the object-oriented mobile code. Hence, we work here with a basic
syntax of the kernel calculus SOOL (shown in Table ZZ), including the essential
features a language must support to be O’KLAIM’s object-oriented component.

SooL expressions offer object instantiation, method call and mixin applica-
tion; ¢ denotes the mixin application operator. A SOOL value, to which an ex-
pression reduces, is either an object, which is a (recursive) record {m; = f; '},
or a class definition, or a mixin definition, where [m; = f; *!] denotes a sequence
of method definitions, [mg: 7,,, with fr ¥€X] denotes a sequence of method re-
definitions, and I, J and K are sets of indexes. Method bodies, denoted here
with f (possibly with subscripts), are closed terms/programs and we ignore their
actual structure. A mixin can be seen as an abstract class that is parameterized
over a (super)class. Let us describe informally the mixin use through a tutorial
example:
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Table 22. Syntax of SOOL.

exp = (value)
| new exp (object creation)
| exp<=m (method call)
| exp, o exp, (mixin appl.)
v = {m; = fi *¢T} (record)
| = (variable)
| class [m; = f; *“!] end (class def)
mixin
expect[m;: Ty, 7]
| redef[my: Tim, with fi K] (mixin def)
def[m; = f; 7]
end
Table 23. Syntax of types.
Ta=2X
| class(X)
‘ miXin<2neu77 Dred, Eezp>
X = {my: T, ieI}
M = mixin C = class
expect [n: 7] N
redef [ma: 2 with ... next ...] [ T ] (new (M o C))<= ma()
def [m1 = ...n()..] e:é”?—"'

end

Each mixin consists of three parts:

1. methods defined in the mixins, like my;

2. expected methods, like n, that must be provided by the superclass;

3. redefined methods, like mo, where next can be used to access the implemen-
tation of ms in the superclass.

The application M < C' constructs a class, which is a subclass of C.

The set T of types is defined in Table 231 X (possibly with a subscript)
denotes a record type of the form {m;:7,,, ‘“’}. As we left method bodies un-
specified (see above), we must assume that there is a type system for the under-
lying part of SOOL to type method bodies and records. We will denote this type
derivability with I-. Rules for I are obviously not specified, but IF-statements
are used as assumptions in other typing rules. The typing rules for SOOL values
are in Table [241.

Mixin types, in particular, encode the following information:

1. record types Xpew and X,q contain the types of the mixin methods (new
and redefined, respectively);

2. record type Xz, contains the expected types, i.e., the types of the methods
expected to be supported by the superclass;
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Table 24. Typing rules for SOOL values.

‘ TIF fm; = £ €10 fmy: 7. €1
%(zmy) {m: = f. ‘ boAmiz i, » } (rec)
PN A I'v{mi=f IEI}:{mz:Tmi 161}

I+ {mi = fi "'} {mis i, €7}

I+ class [m; = f; *"] end: class({m;: 7, ‘<'})

(class)

I Uier mit Tmgs Upe e Mt Ty, = {my = f; I} {my: Tm; I}
T Uier i Tmgs U e M T, Uy My Ty, nXE: T, 1= friTh, Tm. <!Tm,. VrekK
Subj(Xnew) N Subj(Xezp) =0 Subj(Znew) N Subj(Xreq) = 0
Subj (Xrea) N Subj(Xewp) =0

(mizin)
mixin
expect[m;: T, "€’]
T+ redef[my: Tim, with fr ¥$5] 2 mixin(Znew, Zred, Deap)
def[m; = f; 7€7]
end
where  Xnew = {m;: Tm; IV Brea = {mr: Ty, ¥KY, Dewp = {mi: 7, <1}
Table 25. Typing rules for SOOL expressions.
It exp:{mi:7m, '} jel I' - exp:class({m;: 7, “'})
(lookup) —— (new)
I & exp <= mj: T, T F new exp: {m;: T, '}

I b expy:mixin{Xhew, Xred, Xeap)
I'  exp,:class(Xs)

Eb <: (Zexp @] E’red)

Subj (Xp) N Subj (Xnew) =0

I' - exp, o expy:class(Xy U Ynew)

(mizin app)

3. well typed mixins are well formed, in the sense that name clashes among the
different families of methods are absent (the last three clauses of the (mizin)
rule).

The typing rules for SOOL expressions are in Table

Rule (mizin app) relies strongly on a subtyping relation <:. The subtyping
relation rules depend obviously on the nature of the SOOL calculus we choose,
but an essential constraint is that it must contain the subtyping-in-width rule
for record types: Xy C X1 = X <: 2.

An extension of SOOL with subtyping-in-depth can be found in a preliminary
form in [BBVO3b]. Subtyping-in-depth offers a much more flexible communica-
tion pattern, but it complicates the object-oriented code exchange for problems
similar to the “subtyping-in-depth versus override” matter of the object-based
languages (see [AC96/BBV03D] for examples).

We consider m: 71 and m: 15 as distinct elements, and 3y U2 is the standard
record union. X7 and Y, are considered equivalent, denoted by Xy = Xy, if they
differ only for the order of their pairs m;: 7,,,.
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Table 26. Subtype on class and mixin types.

Y<: X

- (C class)
class(X") C class(X)

E:lC’LU < Enew Zezp <t Zérp E’Z‘cd = ZTed

.. / / / ..
m|X|n<Enew7 Ewdv Eewp> E m|X|n<2ncwy Ere(h Eemp)

(C mizin)

In the rule (mizin app), X} contains the type signatures of all methods sup-
ported by the superclass to which the mixin is applied. The premises of the rule
(mizin app) are as follows:

i) Xp <:(Xegp U Xreq) requires that the superclass provides all the methods
that the mixin expects and redefines.

i) Subj(Xp) N Subj(Xpew) = 0 guarantees that no name clash will take place
during the mixin application.

Notice that the superclass may have more methods than those required by the
mixin constraints. Thus, the type of the mixin application expression is a class
type containing both the signatures of all the methods supplied by the superclass
(X%) and those of the new methods defined by the mixin (Xey ).

The key idea of SOOL’s typing is the introduction of a novel subtyping re-
lation, denoted by C, defined on class and mixin types. This subtyping relation
is used to match dynamically the actual parameter’s types against the formal
parameter’s types during communication. The part of the operational semantics
of O’KLAIM, which describes communication formally, is presented in Section
B3 The subtyping relation C is defined in Table 28 rule (C class) is naturally
induced by the (width) subtyping on record types, while rule (C mizin): permits
the subtype to define more ‘new’ methods; prohibits to override more methods;
and enables a subtype to require less expected methods.

6.3 O’Klaim: Syntax

O’KLAIM processes are defined formally in Table The reader may note that
the operations of in (and read) and out, retrieving from and inserting into a
tuple space, are relevant for our purpose (so they need to be modified accord-
ingly), while net composition and the newloc operation are not (and therefore
they are not discussed here, because they are the same as the ones of KLAIM).
In order to obtain O’KLAIM, we extend the KLAIM syntax of tuples ¢ (pre-
sented in Section 2.3) to include any object-oriented value v (defined in Table
22). In particular, formal fields are now explicitly typed (typing rules for typ-
ing O’KLAIM are in Section [6.4). Indeed, since types are crucial in O’KLAIM,
the scope of process definitions is now made explicit by means of the construct
defA(idy:11,...,4dy:7,) = P in P’, where also process formal parameters are
explicitly typed. Actions in(¢)@¢ (and read(¢)@f) and out(t)@¢ can be used
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Table 27. O’KLAIM process syntax (see Table 2] for the syntax of ezp and v; types
7 are defined in Table 23). newloc is not relevant in this context as it is the same of
Section 23] so it is omitted.

P ::=nil (null process)
’ act.P (action prefixing)
| Pi| P (parallel composition)
’ X (process variable)
| Aargy,...,arg,) (process invocation)
| defA(idi:71,... idn:7n) = Pin P’ (process definition)
’ def x =expin P (object-oriented expression)

act ::=out(t)@¢ | in(t)@¢ | read(t)@l | eval(P)Q/(
tii=f | ft

fii=arg |!id:7’

id:i=x | X

arg:::e|P|€’v

to move object-oriented code (together with the other KLAIM items) from/to
a locality ¢, respectively. Moreover, we add to KLAIM processes the construct
def x = exp in P in order to pass to the sub-process P the result of computing
exp (for exp syntax see Table P2)).

6.4 Typing for O’Klaim

Typing rules for processes are defined in Table[28 O’KLAIM type system is not
concerned with access rights and capabilities, as it is instead the type system
for KLAIM presented in Section Hl In the O’KLAIM setting, types serve the
purpose of avoiding the “message-not-understood” error when merging local and
foreign object-oriented code in a site. Thus, we are not interested in typing
actions inside processes: from our perspective, an O’KLAIM process is well typed
when it has type proc, which only means that the object-oriented code that
the process may contain is well typed. O’KLAIM requires that every process
is statically type-checked separately on its site and annotated with its type. In
particular, every tuple item ¢; that takes part in the information exchange (which
may be an object-oriented value) must be decorated with type information,
denoted by ;7 (see TableB0l). The types of the tuples are built statically by the
compiler: notice that only the types of formal arguments in the process definition
defA(idy: 71, ..., id,:7,) = Pin P’ must be given explicitly by the programmer.
In a process of the form in(!id: 7)@Q¢. P, the type 7 is used to statically type check
the continuation P, where id is possibly used.

6.5 Operational Semantics for O’Klaim

The operational semantics of O’KLAIM involves two sets of rules. The first set
of rules describes how SOOL object-oriented expressions reduce to values and is
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Table 28. Typing rules for processes.

(proj) ———— (nil)
I', X:proc F X:proc I' F nil: proc

I' F £loc
. I'F tiim ’L'=17...,’I’L
a = in, read, out I' U ftypes(t1,...,tn) B P:proc

'+ a(t,...,tn)Q@L P:proc

(receive)

{id: 7} U ftypes(t) if f =lid: T

ftypes(f,t) = {ftypes(t) otherwise

I' + Q:proc '+ Z:loc
I' + eval(Q)@¢.P: proc

(EvaL)

I' = Py:proc I' - Ps:proc '+ exp:7 I'yx:7 = P:proc
(comp) (let)
I' = (Py | P2):proc I' - def x = exp in P:proc

Tyidi:T1,. .., idn: Ty = Piproc T, A(idi: 71, . . . ,idn: Ts): proc = P':proc

(defproc)
I' - defA(idi:71,...,idn:Tn) = Pin P’: proc

' A(idi:m, ... idn:Tn):proc I' & argg:7, 1i<:1i i=1,...,n

(proccall)

I' v A(arg,,...,arg,): proc

denoted by —». We omit here most of the rules because they are quite standard;
they can be found in [BBV03a]. However, we want to describe the rule con-
cerning mixin application, that produces a new class containing all the methods
which are added and redefined by the mixin and those defined by the superclass.
The rule (mizinapp) is presented in Table The function override, defined
below and used by rule (mizinapp), takes care of introducing in the new class
the overridden methods, and of binding the special variable next to the imple-
mentations provided by the super class in the mixin’s redefined method bodies:
these “old” method implementations are given a fresh name, denoted by my:.
Dynamic binding is then implemented for redefined methods, and old imple-
mentations from the super class are basically hidden in the derived class, since
they are given a fresh name (this is reflected in the X-KLAIM implementation,
presented in Section [7.2)).

Definition 2. Given two method sets, o1 and g2, the result of override(o1, 02)
is the method set o3 defined as follows:

— for all m; = f; € po such that m; # m; for all m; = f; € 01, then m; =
Ji € 03;

— for allm; = f; € o1 such that m; = f! € o2, let m; be a fresh method name:
then my = f! € p3 and m; = f;m; /next] € ps.
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Table 29. The (mizinapp) operational rule.

mixin
expect[m;: Tm,
exp, —» | redef[my: 7, with fj
def[m; = f; 7]
end
exp, — class [m; = f; '$%] end

iel}
keK]

class
[mj — fj ]'EJ} U
override([my = fr. *$5), [mu = fi '€Y))

end

eTp, O eTpy —H

Table 30. Additional matching rules (with proc <: proc).

match (T, ;)

match(lid: T,t;™)

71 C 7 if 71 and 72 are mixin or class types
71 <:T2  otherwise

match(T1,T2) = {

Notice that name clashes among methods during the application will never take
place, since they have already been solved during the typing of mixin application.

The second set of rules for O’KLAIM concerns processes and it is a simple ex-
tension of the operational semantics of KLAIM, presented in Section 23] Notice
that the O’KLAIM’s operational semantics must be defined on typed (compiled)
processes, because the crucial point is the dynamic matching of types. Indeed,
an out operation adds a tuple decorated with a (static) type to a tuple space.
Conversely, a process can perform an in action by synchronizing with a process
which represents a matching typed tuple. To this aim, the standard matching
predicate for tuples, match (TableH), is extended with an additional rule pre-
sented in Table

The additional matching rule uses the static type information, delivered to-
gether with the tuple items, in order to dynamically check that the received
item is correct with respect to the type of the formal field, say 7. Therefore,
an item is accepted if and only if is subtyping-compliant with the expected
type of the formal field. Informally speaking, one can accept any class contain-
ing more resources than expected. Conversely, any mixin with weaker requests
about methods expected from the superclass can be accepted. Note that the
subtyping checking is analogous to the one we would perform in a sequential
language where mixins and classes could be passed as parameters to methods.
In a sequential setting, this dynamic checking might look as a burden, but in
a distributed mobile setting the burden seems well-compensated by the added
flexibility in communications. Finally, in order to obtain the full O’KLAIM’s
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Table 31. The (def) operational rule.

erp —» v

def)

(
L::p,def x=expin P>——{::, Plv/z]

. “\ Klava
) y .

X-Klaim Java /| package Klava |

program X-Klaim program ! N

_— . ! !

compiler ! ! Java
T javac / application Java
Java | compi i
piler / interpreter

program N !

~

Fig. 1. The framework for X-KLAIM.

operational semantics, we must add a rule for def x = exp in P to KLAIM’s
operational semantics. The additional rule is presented in Table BIl This rule
relies on the reduction relation for object-oriented expressions —. No further
modification to the semantics of KLAIM is required.

Type safety of the communication results from the (static) type soundness
of local and foreign code; there is no need of additional type-checking after a
communication takes place. Therefore, we can reuse most of the meta-theory of
MoMI1 (presented in [BBV03a)]) to prove O’KLAIM’s soundness. This shows the
modularity of our approach. A complete proof of a “global soundness property”
for O’KLAIM in the spirit of the one proved for MOMI is in progress.

In Section[2] an implementation of O’KLAIM in X-KLAIM is sketched. The
reader should have noticed that O’KLAIM was left parametric with respect to
the object-oriented language underlying SOOL, but a working implementation
of O’KLAIM necessitates of: a coordination language; and a language under-
neath SOOL. Therefore, it is important to notice that X-KLAIM enriched with
object-oriented features (following SOOL’s design) plays the double role of the
coordination language, and of the object-oriented language underneath SooL
(i.e., this means essentially that method bodies are expressed in X-KLAIM).

7 The Programming Language X-Klaim

X-Kram (eXtended KLAIM) is an experimental programming language that
extends KLAIM with a high level syntax for processes: it provides variable decla-
rations, enriched operations, assignments, conditionals, sequential and iterative
process composition.

The implementation of X-KLAIM is based on KLAVA, a Java package that
provides the run-time system for X-KLAIM operations, and on a compiler, which
translates X-KLAIM programs into Java programs that use KLAVA. The structure
of the KLav framework is outlined in Figure[ll. X-KLAIM can be used to write
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the higher layer of distributed applications while KLAVA can be seen both as a
middleware for X-KLAIM programs and as a Java framework for programming
according to the KrLAIM paradigm. With this respect, by using KLAVA directly,
the programmer is able to exchange, through tuples, any kind of Java object,
and implement a more fine-grained kind of mobility. X-KrLAiM and KLAVA are
available on line at http://music.dsi.unifi.it. KLAVA is briefly described in
[BDEP9]] and presented in detail in [BDP02|Bet03].

Remark 7. In [Tuo99| a similar approach has been adopted for Klada that is an
Ada95 implementation of a KLAIM-based prototype language. The main pecu-
liarity of Klada regards the treatment of dynamic evolving nets. In particular,
implementing the newloc primitive requires the use of remote access type ob-
jects of Ada95 and the introduction of a unique globally shared name manager.

O

X-KLAIM syntax is shown in Table [32. We just describe the more relevant
features. Local variables of processes are declared in the declare section of the
process definition. Standard base types are available (str, int, etc...) as well as
X-KLAIM typical types, such as loc for locality variables, process for process
variables and ts, i.e., tuple space, for implementing data structures by means
of tuple spaces, e.g. lists, that can be accessed through standard tuple space
operations. Finally, comments start with the symbol #.

A locality variable can be initialized with a string that will correspond to its
actual value. We distinguish between two kinds of localities (see the remark [I]
in Section [2.3)): logical localities are symbolic names for nodes (the distinct log-
ical locality, self, can be used by processes to refer to their execution node);
physical localities are identifiers through which nodes can be uniquely identified
within a net and must have the form <IP_address>:<port>. Thus, a physical
locality variable has to be initialized with a string corresponding to an Internet
address. The type loc represents a generic locality, without specifying whether
it is logical or physical, while logloc (resp. phyloc) represents a logical (resp.
physical) locality. A simple form of subtyping is supplied for locality variables
in that logloc <: loc and phyloc <: loc. Logical localities that are used as
“destination” are evaluated automatically, i.e., if the locality used after the @ is
a logical one, it is first translated to a physical locality. Conversely, when tuples
are evaluated, locality names resolution does not take place automatically: it has
to be explicitly invoked by putting the operator * in front of the locality that
has to be evaluated:

1 := xoutput; # retrieve the physical locality associated to output
out(xoutput)@self; # insert the physical locality associated to output

Apart from standard KLAIM operations, X-KLAIM also provides non-blocking
version of the retrieval operations, namely readp and inp; these act like read
and in, but, in case no matching tuple is found, the executing process does
not block but false is returned. Indeed, readp and inp can be used where a
boolean expression is expected. These variants, used also in some versions of
Linda [CG8Y|, are useful whenever one wants to search for a matching tuple in
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Table 32. X-KLAIM process syntax. Syntax for other standard terms is omitted.

RecProcDefs ::= rec id formalparams procbody
| rec id formalparams extern
| RecProcDefs ; RecProcDefs

formalParams ::= [ paramlist ]

paramlist n=c¢€|id : type | ref id : type | paramlist , paramlist
procbody ::= declpart begin proc end

declpart = ¢ | declare decl

decl ::= const id := expression

| locname id
| wvar idlist : type

| decl ; decl
idlist m=id | idlist , idlist
proc ::= KAction | nil
id := expression | var id : type | proc ; proc

|

| if boolexp then proc else proc endif

| while boolexp do proc enddo

| forall Retrieve do proc enddo

| procCall | call id | ( proc ) | print exp

KAction ::= out( tuple )@id | eval( proc )@id | Retrieve
| go@id | newloc( id )
Retrieve ::= Block | NonBlock
Block = in( tuple )@id | read( tuple )@id
NonBlock = inp( tuple )@id | readp( tuple )@id | Block within numexp
boolexp ::= NonBlock | standard bool exp
tuple ::= expression | proc | ! id | tuple , tuple
procCall ==1id ( actuallist )
actuallist = € | expression | proc | id | actuallist , actuallist
expression ::= % expression | standard exp
id = string
type == int | str | loc | logloc | phyloc | process | ts | bool

a tuple space with no risk of blocking. For instance, readp can be used to test
whether a tuple is present in a tuple space.

Furthermore, a timeout (expressed in milliseconds) can be specified for in and
read, through the keyword within; the operation is then a boolean expression
that can be tested to determine whether the operation succeeded:

if in(!x, ly)@l within 2000 then ... else ... endif

Time-outs can be used when retrieving information for avoiding that processes
block due to network latency bandwidth or to absence of matching tuples.

It is often useful to iterate over all elements of a tuple space matching a spe-
cific template. However, due to the inherent nondeterministic selection mecha-
nism of pattern matching a subsequent read (or readp) operation may repeat-
edly return the same tuple, even if several other tuples match. For this reason



138 Lorenzo Bettini et al.

X-KrAamM provides the construct forall that can be used for iterating actions
through a tuple space by means of a specific template. Its syntax is:

forall Retrieve do proc enddo

The informal semantics of this operation is that the loop body “proc” is executed
each time a matching tuple is available. Even duplicate tuples are repeatedly
retrieved by the forall primitive; it is however guaranteed that each tuple is
retrieved only once. Notice however that the tuple space is not blocked when
the execution of the forall is started, thus this operation is not atomic: the set
of tuples matching the template can change before the command completes. A
locked access to such tuples can be explicitly programmed. Our version of forall
is different from the one proposed in [BWA94] and is similar to the all variations
of retrieval operations in PLinda [AS92).

Data structures can be implemented by means of the data type ts; a variable
declared with such type can be considered as a tuple space and can be accessed
through standard tuple space operations, apart from eval that would not make
sense when applied to variables of type ts. Furthermore newloc has a different
semantics when applied to a variable of type ts: it empties the tuple space. Then,
forall can be used to iterate through such data structures.

eval(P)Q! starts the process P on the node at locality I; P can be either a
process name (and its arguments):

eval( P("foo", 10) )@l

or the code (i.e., the actions) of the process to be executed:

eval( in(li)@self; out(i)@l2 )@l

Processes can also be used as tuple fields, such as in the following code:
out( P("foo", 10), in(li)@self; out(i)@]2 )Ql

However, in this case, these processes are not started automatically at [: they
are simply inserted in its tuple space. They can be retrieved (e.g., by another
process executing at ) and explicitly evaluated:

in(!P1, 'P2)@self;
eval(P1)@self;
eval(P2)@self

Thus, basically, eval provides remote evaluation functionalities, while out can
be used to implement the code on-demand paradigm.

X-KLAIM also provides strong mobility by means of the action go@! [BDOT]
that makes an agent migrate to I and resume its execution at [ from the instruc-
tion following the migration action. Thus in the following piece of code an agent
retrieves a tuple from the local tuple space, then it migrates to the locality [ and
inserts the retrieved tuple into the tuple space at locality I:

in(li, 1j)@self;
go@];
out(i, j)@self
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Table 33. X-KLAIM node syntax.

NodeDefs := € | nodes nodedefs endnodes

ProcDefs := € | RecProcDefs

nodedefs =id :: { environment } nodeoptions nodeprocdefs
| nodedefs ; nodedefs

environment ::= € | id ~ id | environment , environment

nodeprocdefs ::= procbody | nodeprocdefs || nodeprocdefs

nodeoptions ::= class id | port num

Also I/O operations in X-KLAIM are implemented as tuple space operations.
For instance the logical locality screen can be attached (mapped) to the out-
put device. Hence, operation out("foo\n")@screen corresponds to printing the
string "foo\n" on the screen. Similarly, the locality keyboard can be attached
to the input device, so that a process can read what the user typed with a
in(!s)@keyboard. Further I/O devices, such as files, printers, etc., can also be
handled through the locality abstraction.

A process can execute only on a KLAVA node since in KLAIM nodes are the
execution engines. The syntax for defining a node in X-KLAIM is in Table B3l
A node is defined by specifying its name (id), its allocation environment, some
options (described later) and a set of processes running on it. An allocation
environment contains the mapping from logical localities to physical localities of
the form

logical locality_variable ~ physical_locality_constant

thus it also implicitly declares the logical locality variables for all the processes
defined in the node. Processes defined in a node have the same syntax of Table
but they do not have a name, since these processes are visible and accessible only
from within the node where they were defined and not in the whole program.
Basically the processes defined in a node correspond to the main entry point in
languages such as Java and C.

With the option class it is possible to specify the actual Java class that has
to be used for this node, and the option port can be used to specify the Internet
port where the node is listening. Remember that, together with the IP address
of the computer where the node will run, the port number defines the physical
locality of the node.

Now we show a programming example dealing with mobility, implemented
in X-KLAIM, namely, a news gatherer, that relies on mobile agents for retrieving
information on remote sites. We assume that some data are distributed over the
nodes of an X-KLAIM net and that each node either contains the information
we are searching for, or, possibly, the locality of the next node to visit in the
net. This example is inspired by the one of [DFP9§].

The agent NewsGatherer first tries to read a tuple containing the information
we are looking for, if such a tuple is found, the agent returns the result back
home; if no matching tuple is found within 10 seconds, the agent tests whether
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rec NewsGatherer| item : str, retLoc : loc |
declare
var itemVal : str ;
var nextLoc : loc ;
var again : bool
begin
again := true;
while again do
if read( item, litemVal )@self within 10000 then
go@QretLoc;
print "found " + itemVal,
again := false;
else
if readp( item, InextLoc )@self then
go@nextLoc
else
go@retLoc;
print "search failed";
again := false
endif
endif
enddo
end

Listing 1: X-KLAIM implementation of a news gatherer using strong mobility.

a link to the next node to visit is present at the current node; if such a link is
found the agent migrates there and continues the search, otherwise it reports the
failure back home. The implementation of this agent exploiting strong mobility
(by means of the migration operation go) is reported in Listing Il

7.1 Connectivity Actions

X-KLAIM relies on the hierarchical model of OPENKLAIM, presented in Sec-
tion 241 Thus, it also provides all the primitives for explicitly dealing with node
connectivity. Consistently with the hierarchical model of KLAIM such actions
can be performed only by node coordinators.

The syntax of node coordinators is shown in Table B4] and is basically the
same of standard X-KLAIM processes (Table B2) apart from the new privileged
actions. We briefly comment these actions:

— login(loc) logs the node where the node coordinator is executing at the
node at locality loc; logout(loc) logs the node out from the net managed by
the node at locality loc. login returns true if the login succeeds and false
otherwise.

— accept(!) is the complementary action of login and indeed, the two actions
have to synchronize in order to succeed; thus a node coordinator on the server
node (the one at which other nodes want to log) has to execute accept. This
action initializes the variable [ to the physical locality of the node that is
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Table 34. X-KLAIM node coordinator syntax. This syntax relies on standard process
syntax shown in Table[32]

NodeCoordinator ::= rec NodeCoordDef

NodeCoordDef ::= nodecoord id formalparams declpart nodecoordbody
| nodecoord id formalparams extern

nodecoordbody ::= begin nodecoordactions end

nodecoordaction ::= standard process action | login( id ) | logout( id )

| accept( id ) | disconnected( id ) |

disconnected( id , id )
subscribe( id , id ) | unsubscribe( id , id )
register( id , id ) | unregister( id )
newloc( id ) | newloc( id , nodecoordactions )
newloc( id , nodecoordactions , num , classname )
bind( id , id ) | unbind( id )
dirconnect( id ) | acceptconn( id )

logging. disconnected(l) notifies that a node has disconnected from the
current node; the physical locality of such node is stored in the variable
l. disconnected also catches connection failures. Notice that both accept
and disconnected are blocking in that they block the running process until
the event takes place. Instead, logout does not have to synchronize with
disconnected.

— subscribe(loc, logloc) is similar to login, but it also permits specifying the
logical locality (logloc is an expression of type logloc) with which a node
wants to become part of the net coordinated by the node at locality loc; this
request can fail also because another node has already subscribed with the
same logical locality at the same server. unsubscribe(loc, logloc) performs
the opposite operation. Notice that, in OPENKLAIM (Section 24)), these
operations are not part of the syntax of the dialect, but they are derived
operations; in the implementation we preferred to supply them as primitives.

— register(pl, Il), where pl is a physical locality variable and Il is a logical
locality variable, is the complementary action of subscribe that has to be
performed on the server; if the subscription succeeds pl and [l will respec-
tively contain the physical and the logical locality of the subscribed node.
The association pl ~ [l is automatically added to the allocation environment
of the server. unregister(pl, Il) records the unsubscriptions.

bind(logloc, phyloc) allows to dynamically modify the allocation environ-
ment of the current node: it adds the mapping logloc ~ phyloc. On the contrary,
unbind(logloc) removes the mapping associated to the logical locality logloc.
newloc is a privileged action and is supplied in three forms in order to make
programming easier: apart from the standard form that only takes a locality
variable, where the physical locality of the new created node is stored, also the
form newloc(l, nodecoordinator) is provided. Since newloc does not automat-
ically logs the new created node in the net of the creating node, this second
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rec nodecoord SimpleLogin| server : loc |

begin rec nodecoord SimpleAccept[]

if login( server ) then declarg
. . var client : phyloc
print "login successful"; begin
out("logged", true)@self gin )
else # waiting for clients...
print "login failed!" accept(client);
. end
endif
end rec nodecoord SimpleDisconnected]]|
rec nodecoord SimpleLogout| server : loc ] declare?
. var client : phyloc
begin begin
1 " n 1f:
in("logged", true)@self; # waiting for disconnections...
logout(server); . .
; disconnected(client);
print "logged off."
end
end

Listing 2: An example showing login and logout (left) and the corresponding
accept and disconnected.

form allows to install a node coordinator in the new node that can perform this
action (or other privileged actions). Notice that this is the only way of installing
a node coordinator on another node: due to security reasons, node coordinators
cannot migrate, and cannot be part of a tuple. In order to provide better pro-
grammability, this rule is slightly relaxed: a node coordinator can perform the
eval of a node coordinator, provided that the destination is self. Finally the
third form of newloc takes two additional arguments: the port number where
the new node is going to be listening and the (Java) class of the new node.

7.2 Object-Oriented Features

The object-oriented part of X-KraiM, based on O’KLAIM (described in Sec-
tion 633)), is shown in Table and it is to be considered complementary to
the one shown in Table B2 So, the syntax of X-KLAIM processes is extended
with object-oriented operations, and basically the syntax of method bodies is the
same of the one of an X-KLAIM process (apart from the return statement). The
syntax of X-KLAIM is extended in order to include mixins, classes, the mixin
application operation <>, objects, the object instantiation operation new, and
the method call, and, by consequence, the Java code generated by the compiler
will interact, apart from KLAVA, also with momi (a Java package implementing
the virtual machine for MOMI). It is important to remark that the package
momi is independent from the specific mobile code framework (e.g., KLAVA, in
our case). Class and mixin fields are always considered private and this is used
to refer to the host object.

Class and mixin names, that are used for specifying a type (e.g., object id,
class id, mixin id) in a variable or parameter declaration, are only a shortcut
for their actual interface. Thus, when performing type checking and structural
subtyping, internally, the compiler replaces a class (resp. mixin) name with the
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Table 35. X-KLAIM syntax for MOMI features. Symbols of the shape zzzs, such as
“parameters” and “arguments”, are intended as (possibly empty) lists of zzz, separated
by the appropriate separator.

class ::= class id { declare fields } methods end
mixin ::= mixin id { declare fields } mixinmethods end
field ::= const id := expression

| locname id
| wvar idlist : type
type ::= xklaimtype | object id | class id | mixin id
method ::= id ( parameters ) { : type } { localvars }
begin methodactions end
mixinmethod ::= (def | redef | expect ) method
methodaction ::= processaction | return exp

exp ::= xklaimexp | new exp | exp <> exp | methodcall
processaction ::= xklaimaction | methodcall
methodcall ::= exp . id ( arguments ) | next ( arguments )

corresponding class (resp. mixin) type. This enables a remote site, for instance,

to ask for a class providing specific methods with specific types, without any

requirements on the name of such a class. The same obviously holds for mixins.

Obviously there must be some types on which all nodes that want to exchange

object-oriented code have to agree upon, and by default these are the basic types.
An object can be declared as follows:

var my_obj : object C

that declares my_obj as an object of a class with the interface of C. Thus it can
be assigned also an object of a class whose interface is a subtype of the one of
C, as hinted above.

Class and mixins names can be used as expressions for creating objects, for
specifying a type (as in the above declaration) and for delivering code to a remote
site. Higher-order variables of kind class and mixin can be declared similarly:

var my_class : class C;
var my_mixin : mixin M

The above declarations state that my_class (my_mixin) represents a class
(mixin) with the same interface of C (M). Once initialized, these variables can be
used where class and mixin names are expected:

my _class := C;

my_obj := new my_class; # same as new C

my_obj := new (my-_class <> M); # provided that the application is well—typed
my_mixin := M,

my_obj := new (my_class <> my_mixin); # same as above

An object declaration such as

var my_obj : object M
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is correct even when M refers to a mixin definition. This does not mean that an
object can be instantiated from a mixin directly; however, such a declared object
can be instantiated with a class created via the application of M to a (correct)
superclass:

my_obj = new (M <> C) # OK, provided the application is well typed

Indeed, the declared object will be considered as having the same interface of
the mixin M, that is the interface of a class having all the defined, redefined and
expected methods of M.

One of the most interesting feature of MOMI is the ability of sending classes
and mixins as mobile code as shown in the following example. We assume that
a site provides printing facilities for local and mobile agents. The access to the
printer requires a driver that the site itself has to provide to those that want to
print, since it highly depends on the system and on the printer. Thus, the agent
that wants to print is designed as a mixin, that expects a method for actually
printing, print_doc, and defines a method start_agent through which the
execution engine can start its execution. The actual instance of the printing
agent is instantiated from a class dynamically generated by applying such mixin
to a local superclass that provides the method print_doc acting as a wrapper
for the printer driver.

However the system is willing to accept any agent that has a compatible
interface, thus any mixin that is a subtype to the one used for describing the
printing agent. Thus any client wishing to print on this site can send a mixin
that is subtyping compliant to the one expected. In particular such a mixin can
implement finer printing formatting capabilities.

Listing [3 presents a possible implementation of the printing client node (on
the left) and of the printer server node (on the right). The printer client sends to
the server a mixin MyPrinterAgent that respects (it is a subtype of) the mixin
that the server expects to receive, PrinterAgent (not shown here). In particular
this mixin will print a document on the printer of the server after preprocessing
it. On the server, once the mixin is received, it is applied to the local (super)class
LocalPrinter, and an object (the agent) is instantiated from the resulting class,
and started so that it can actually print its document. The result of the printing
task is then retrieved and sent back to the client.

We observe that the sender does not actually know the mixin name
PrinterAgent: it only has to be aware of the mixin type expected by the server
(remember that in X-KLAIM class and mixin definition names are only shortcut
for their actual types). Furthermore, the sent mixin can also define more meth-
ods than those specified in the receiving site, thanks to the mixin subtyping
relation (Table 26]). This adds a great flexibility to such a system, while hiding
these additional methods to the receiving site (since they are not specified in the
receiving interface they are actually unknown statically to the compiler), and
also avoiding dynamic name clashes.
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# this is the mizin actually sent to the remote site
# MyPrinterAgent <: PrinterAgent
mixin MyPrinterAgent
expect print_doc(doc : str) : str;
def start_agent() : str
begin
return
this.print_doc(this.preprocess("my document"))
end;
def preprocess(doc : str) : str
begin
return "preprocessed(" + doc +")"
end
end

rec SendPrinterAgent[server : loc]

declare
var response : str;
var sent_mixin : mixin MyPrinterAgent

begin
print "sending printer agent to " 4 server;
sent_mixin := MyPrinter Agent;
out(sent_mixin)@server;
in(Iresponse)@server;
print "response is " + response

end

# the following class provides print_doc, so a PrinterAgent can be
# applied to it. Notice that it also provides another method, init()
# that is ignored by the mixin
class LocalPrinter
print_doc(doc : str) : str
begin
# real printing code omitted :—)
return "printed " + doc
end;
init()
begin
nil # foo init
end
end

rec ReceivePrinterAgent|[]

declare
var rec_mixin : mixin PrinterAgent;
var result : str

begin
print "waiting for a PrinterAgent mixin...";
in('rec_mixin)@self;
print "received " 4 rec_mixin;
result := (new rec_mixin <> LocalPrinter).start_agent();
print "result is " + result;
out(result)@self

end

Listing 3: The printer agent example (above: the sender site - the printer client,
below: the receiver site - the printer server).
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8 Conclusions

The work on KLAIM began in 1995 with the aim of combining the work on
process algebras with localities and the one based on asynchronous generative
communication mechanisms. The idea was that of building on the clean mod-
elling of concurrency achieved with process algebras and on the success of the
Linda coordination model [DP96]. Moreover, it was prompted by the intuition
that network aware programming was calling for new languages and paradigms
that would consider localities as first-class citizens, that should be dynamically
created and handled via appropriate scoping rules [DFP97]. Since then, a lot of
work has been done, also by other groups, by trying to enrich the model and
the linguistic primitives to face the new challenges posed by the continuously
evolving scenario of global computing.

In this paper we have tried to give a brief account on the work on KLAIM, by
privileging the foundational aspects. We have thus presented a series of variants
of the languages aiming, on one hand, at finding the appropriate tool for under-
standing and modelling processes behaviour over evolving wide area networks
and, on the other hand, at finding the appropriate linguistic constructs to actu-
ally design and develop applications for such a challenging environment. We have
also described programming logics for proving properties of widely distributed
programs and prototype implementations of the proposed abstractions.

We want to conclude by saying that we do not see this as the end of our
work on this topics, convinced as we are, that much work remains to be done
and that the model and the language for network aware programming is still far
to come, and that for sure will not be KLAiM. But, we hope that some of the
ideas outlined here will help the search.
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Abstract. A tutorial introduction to the key concepts of ambient cal-
culi and their type disciplines, illustrated through a number of systems
proposed in the last few years, such as Mobile Ambients, Safe Ambients,
Boxed Ambients, and other related calculi with types.

1 Introduction

1.1 Basics of Calculi for Mobility

In the last few years a new conceptual dimension of computing has emerged, for
which an adequate theoretical foundation is being searched: space and movement
in space.

A huge amount of computational entities distributed worldwide, exchanging
data, moving from one location to another, interacting with each other (either
cooperatively or competitively), gives rise to a global computing activity. Com-
putation has therefore to be abstractly described as something that develops
not only in time and in memory space, either sequentially (A-calculus) or as a
dynamic set of concurrent processes (m-calculus), but also in a wide geographical
and administrative space. The well-established theoretical models of concurrency
and communication were then to be augmented with the handling of distribution
and mobility.

One of the earliest proposals was the Distributed 7-calculus (D) [19], which
extended m-calculus [23,22] with the notions of a location and of movement be-
tween locations. In D7 all processes and channels are located in named immobile
locations, and may individually migrate from one location to another through
an action gom (where m is a location name). The structure of locations is flat
(no nesting), and communication is purely local, through named (typed) chan-
nels. Remote communication is therefore to be achieved via process movement
coupled with local input-output.

Several other distributed process calculi were originated; an extensive and
comparative account of them is given in [12]. This tutorial concentrates on later
systems derived from the Calculus of Mobile Ambients (MA) [8] which, already
included in that review, is indeed a sort of junction and turning point between
two related strands of research.
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The calculus of MA, also building upon the concurrency paradigm repre-
sented by the m-calculus, was the first to introduce the notion of a mobile loca-
tion or ambient. Its extreme simplicity and elegance, along with its expressive
power, is presumably the reason of its immediate success and its widespread
acceptance, in the following few years, as the new basic theoretical paradigm for
mobile computing.

Ambients may move in and out of other ambients, driven by their internal
processes; they therefore have a tree structure of nestings, which may dynami-
cally change.

Ambients are thus themselves processes; as a matter of fact, from a formal
point of view the syntactic category ambient does not exist: there are only am-
bient names m,n, ..., and the construct m[P] represents a process consisting
of an ambient named m containing the process P. Thus m[P] and P are in the
same syntactic category, process. The content P generally consists of a parallel
composition of processes, some of which may in turn be ambients.

In MA, and in all ambient calculi subsequently introduced, there are there-
fore two main forms of processes, which we will respectively call (for lack of a
better term) naked processes (or lightweight processes) and ambient-processes
(or heavyweight processes).

The former are unnamed lists of actions® acty.acts . .. act,, to be executed se-
quentially, generally in concurrency with other processes: they can perform com-
munication and drive their containers through the spatial hierarchy, but cannot
individually go from one ambient to another (differently from Dr-processes).

The latter, of the form m[P], are named containers of concurrent processes:
they can enter and exit other ambients, driven by their internal processes, but
cannot directly perform communication. Unlike in D7, distinct subterms of the
form m]...] with the same m represent distinct ambients with the same name:
m[P] | m[Q)] is not equivalent to m[P | Q]. The term m[P] can therefore be used
to model a named process, with however the essential difference that its name
is not unique.

Communication, in the original MA calculus, is purely local, with no chan-
nels; which is tantamount to the existence of one anonymous channel in each
ambient (in fact, when process calculi are coded in ambient calculi, channels are
coded by ambients). What may be communicated is either an ambient name, or
a capability (i.e., an argument of the form opm, where op may be in, out, or any
other mobility primitive possibly introduced), or a sequence of capabilities.

In summary, disregarding polyadic communication for the sake of simplicity,
the portion of syntax common to most ambient calculi is:

Term =M | P
MN:=mn |z |inM | outM | M.M
PQ ==0 | M.P | PlQ [ (wn)P [P | M[P] | (x)P | (M)

L Actions in a broad sense, including input and output; besides, a sequence of actions
may end with an ambient-process creation m[P], or with a forking into different
parallel processes.
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The two syntactic categories of terms are messages, denoted by M, N, ..., and
processes, denoted by P, @,.... The difference between names n and variables
x is inessential: ambient names can be formally viewed as variables that are free
or are bound by the v-binder (but not by the input binder)?.

With the two mobility actions in m and out m a process respectively drives
the enclosing ambient into a sibling ambient named m or out of a parent ambient
named m, as specified by the reduction rules:

nlin m. P[Q][m[R] — m[n[P|Q]| R]
mlnfout m. P| Q]| R] — n[P|Q]|m[R]

This kind of mobility has been called subjective, since the migration command
originates from within the migrating ambient itself*.

In contrast, objective mobility would be one by which an external process
orders an ambient to move, e.g., via a possible construct [8] move m in n whose
reduction rule would be:

move m inn. R|m[P]|n[Q] — R|n[m[P]|Q]

Another kind of primitive is often considered as a possible objective move,
namely a construct of the form spawn(m, P), with the reduction rule:

spawn(m, P) | m[Q] — m[P]|Q]

The process executing such action spawns a new process in the ambient m, thus,
in a sense, sending P into m. For example, through spawn(m, n[P]) the ambient-
process n[P] is sent by an outside process (the one performing the spawning
action) into the ambient m, in contrast with the subjective moves in and out
where the moving command comes from the ambient-process’ inside.

This classification is however debatable: if the spawn construct is written as
gom.P, and consequently the very same reduction rule is written as

gom.P|m[Q] — m[P|Q]

the syntax suggests the view that go m.P is a process that subjectively moves
to m and there continues as P, thus modelling some primitives for mobile-agent
programming, where a running procedure may stop at a certain point, migrate
to another location, and there resume execution.

In calculi where lightweight processes are unnamed and there is no notion of
a process unique identifier, it seems to be a matter of taste whether in the term
a.P the subterm P is to be considered a different process from «.P or merely
its continuation.

2 Of course, not every free variable can be considered an ambient name: a free variable
in prefix position, such as x in x.P, cannot.

3 The terminology “subjective/objective” for migration was introduced by Cardelli
and Gordon [8].
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Such “objective” primitives cannot be encoded in a context-free way by MA
primitives; they can however be emulated, in a context-dependent way, for spe-
cific ambients.

The rule for communication in ambient calculi is similar to the one of 7-
calculus, without channel names:

(z)P[(M)  —  P{z:= M}

Observe that asynchronicity is, as usual, simply obtained by the syntactic con-

straint that an output cannot prefix a process but may only occur as the last

operation. Input is blocking for the sequential process that performs it, of course.
The complete operational semantics consists, analogously to w-calculus, of

basic reduction rules like the ones above, supplemented by a set of contextual

reduction rules, and by the definition of a structural congruence relation =,

which allows redexes to be formed by trivial syntactic restructuring of terms.
The contextual reduction rules are:

P — Q= n[P] = n[Q]

P— Q= (vn)P — (vn)Q

P—-Q=P|R—Q|R
P=P P—-Q, Q=Q =P -

The structural congruence is defined as the least reflexive, transitive and sym-
metric relation which is a congruence, makes the operator | commutative, as-
sociative and with 0 as zero element, and is closed w.r.t. to the following rules
(where fn(P) denotes the set of free names of P, defined in the standard way):

1.\P = P|P;

2. (M.M').P = M.(M'.P);

3. (vm)0=0; n#m= (vm)(wvn)P = (vn)(vm)P;

4. m¢& fn(P) = P|(vm)Q = (vm)(P|Q); n #m = n[(vm)P]= (vm)n[P].

The construct (vn)P for name scoping limits a name’s visibility to a portion
of the whole system; however, owing to rules 3 and 4 of structural congruence,
such portion may change dynamically by effect of communication, exactly as in
m-calculus (the well-known phenomenon of scope extrusion).

For example, in the system represented by the term n[(vm)(m) | R] | p[(z)P)]
the secret name m is initially known only by the process (vm)(m) at the location
n; owing to scope extrusion and communication, it then becomes known in the
whole system: (vm)(n[R] | p[P{x:=m}]). Of course, one can always assume that
m does not occur in R and P, since otherwise it suffices to perform an a-renaming
of m; like any binder, the v-construct really creates a new fresh name, different
from all those existing before.

Ambient names, capabilities and sequences of capabilities may be commu-
nicated from one process to another, similar to passwords that permit certain
actions to be performed. Since there is no construct allowing to extract the
name m from the expressions in m, out m, etc. or to extract a subexpression M
from an expression M’, it is possible for a process to propagate, instead of an
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ambient’s full name, which grants unrestricted power over it, only a particular
capability (or sequence of capabilities) for that ambient. For example, if the re-
dex (out m) | (z)P is reduced, the process P acquires the capability of driving
its enclosing ambient out of m, but not the one of making it re-enter m.

On the other hand, the identification of the source for inn (i.e., the common
enclosing ambient), and of the destination for outn, which is the ambient enclos-
ing n, are implicit. In this way an ambient, if it has the capability of going out
of its surrounding ambient n, is able to do it in whatever environment the ambi-
ent n ends up: which may be considered to be safe, since ambients are “closed”
entities (in MA they may actually be opened, but only by the host ambient).

Following this view, an ambient named Ulysses may come out of the horse
into Troy but may only take a harmless walk in the city (unless, in MA, some
Trojan opens Ulysses’ ambient to let out the real destroying process).

1.2 Types

Differently from A-calculus, ambient calculi are usually presented as typed cal-
culi, in the limited sense that the definitions of their respective term languages
rely on typing to keep (untyped) syntaxes and operational semantics as simple
as possible: instead of two categories of variables along with two corresponding
versions of the communication primitives, one for ambient names and the other
for capabilities, only one kind of constructs and variables is introduced; thus
meaningless terms can be defined, or can be created by communication of wrong
categories. For example, one may obtain an ambient whose name is an action, or
viceversa an action consisting of an ambient name: (inm) | (z)z[P] — (inm)[P],
or (m)|(z)x.P — m.P.

Such anomaly is then eliminated by a simple type system where the two syn-
tactic categories become two message types: ambients and capabilities. The fact
that ambient calculi, though inheriting from process calculi the usual constructs
for process composition and communication, do not have (named) channels, has
an important consequence: since the reduction rules do not contain types, the
above undesired reductions may only be ruled out by ensuring that input and
output actions of different types can never coexist in a situation where they may
synchronize with each other.

To this end, each ambient has to be assigned one type, the so-called topics of
conversation, and all processes within it may only talk and listen about this top-
ics, i.e., communicate messages of this type (since an ambient, as we observed,
may be viewed as an anonymous local channel available to all its processes). If
we indicate by amb(7') the type of ambients where the topics of conversation
is a suitably defined type 7', and by proc(T") the type of processes that per-
form communication of type T', the basic rules, which are found (possibly with
appropriate variations) in most systems, are then:

I'M:amb(T) I'F P:proc(T) I'P:proc(T) It Q:proc(T)
AMB PAR
I' = m[P] : proc(S) '+ P|Q : proc(T)
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The environment I is, as usual, a set or a sequence of assumptions of the form
&W, with € variable or ambient name.

In the original MA, only local input-output is possible: therefore in the AMB
rule’s conclusion the process m[P] may be assigned any (process) type, since
an ambient-process cannot perform any communication and may therefore be
safely put in any ambient. In other systems, where forms of inter-ambient com-
munication are allowed, some constraints on the type of the conclusion have to
be introduced, as we will see.

The type of a process P is of course determined by P’s input and output
operations, which must be all of the same type W; as a starting point for the
derivations a null process axiom is necessary, as usual. The rule for the v-binder
is analogous to the one for the input binder. The resulting rules are therefore:

I'yx:W P : proc(IW) I'-M:WwW
INPUT OUTPUT
I'E (z:W)P : proc(W) I'F (M) : proc(WW)
(I is a well-formed env.) I'ym:amb(S) + P : proc(T)
NULL AMB-RES
I't0: proc(T) ' (vm:amb(S))P : proc(T)

where we anticipate the distinction between message types W and communica-
tion types T, which is completely useless here but will be required in all the
subsequent development of the tutorial, starting from next section.

In a system with only local communication, the in and out mobility primitives
do not unleash any new possibility of communication; in the absence of any other
mobility primitive, their typing rules would trivially be:

'+ M : amb(S) I' M :amb(S)
N— OoUT —mm8888
I'inM :cap I'out M : cap
I'tMy:cap I' My :cap I'M:cap I'F P :proc(T)
PATH PREF
I'= My.Ms : cap I'= M.P : proc(T)

The remaining rules (variable, replication) needed to complete the type system
are straightforward.

Since most ambient calculi allow communication of ambient names and ca-
pabilities (or paths) but not of processes, the message type W can only be of
the forms amb(7") and cap. Summarizing, a minimal type syntax would be:

Trm ::= term type

w message type

Proc  process type
Proc ::= proc(T') type of processes performing communication of type T’
W ::= message type

amb(T") type of ambient names where the topics of conversation is T
cap type of capabilities

T,S =W communication of messages of type W
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Examples of types are:

— amb(cap), the type of ambients where capabilities may be exchanged;

— amb(amb(cap)), the type of ambients wherein names of ambients of type
amb(cap) are exchanged;

— proc((amb(cap)), the type of processes that communicate names of ambients
of type amb(cap);

— etc.

Remark the different roles played, in any type system for ambients, respectively
by ambient types and process types. Ambients are names, therefore an ambient’s
typing always immediately results from an assumption; on the contrary, a process
is a term of an arbitrary syntactic complexity, which is reflected in the complexity
of the typing derivation, from assumptions on names and variables.

In general, a typing m:A means that the property A is assumed to hold for
any occurrence of a subterm of the form m[P] within the term representing
the global program. If such term is well typed, then we may be sure that the
property actually holds and will keep holding during the computation — if the
type system, as usual, verifies the subject reduction.

1.3 Ambient Interaction and Remote Communication

With only the primitives above illustrated, no interaction between different am-
bients would be possible, and ambient mobility itself would be completely useless;
some other construct is therefore needed. The choice of the mechanisms for am-
bient interaction and remote communication is what characterizes the different
versions of ambient calculi, strongly determining their nature.

In the original MA, a third mobility construct is provided: openm . P, which
opens an ambient named m, i.e., dissolves its boundary thus directly exposing
the contained processes; the corresponding reduction rule is:

open m. P | m[Q] — P|Q

In the calculus of Boxed Ambients [5], on the other hand, the open capa-
bility is replaced by forms of inter-ambient communication between parent and
children. In the M3 calculus [15] a form of individual mobility of lightweight
processes is provided, analogous to the one in Dz. All these different mecha-
nisms of course require extensions and modifications of the skeletal type system
delineated above.

Remote communication is achieved either by ambient movement followed by
opening (in MA), or by movement and parent-children communication (in Boxed
Ambients), or by lightweight mobility (in M3).

In MA, for example, mobile processes must be represented by ambient-
processes; communication between them is represented by the exchange of other
ambient-processes of usually shorter life, which have their boundaries dissolved
by an open action so as to expose their internal lightweight processes performing
the input-output proper.



158 Elio Giovannetti

In MA and in many other ambient calculi an ambient-process m[P] is thus
a general-purpose construct, intended to uniformly model many different sorts
of things, at different levels of granularity: physical and virtual locations, sub-
networks, administrative and security domains, mobile physical devices, mobile
agents and processes, messages or packets exchanged over the network, etc.: this
in agreement with the foundational character of such formalisms.

The tutorial continues by examining a certain number of particular calculi
and type systems suitable to exemplify some of the main ideas in this research
area, with no pretension of exhaustiveness or of giving a general overview of the
field.

Section 2 achieves the account of the Calculus of Mobile Ambients proper, by
considering its distinguishing features w.r.t. successive variants, and by showing
how it introduced the fundamental ideas of mobility types and ambient groups.

Section 3 describes the extension with co-capabilities, first introduced in the
Calculus of Safe Ambients [20] and later adopted by several other proposals; it
also expounds in some detail the original type system for Safe Ambients, which
motivated the extension.

In Section 4 a completely different type discipline for the same calculus is
considered, namely the Secure Safe Ambients [3, 4], as an example of fine-grained
types used for a kind of static flow analysis.

Sections 5 and 6 are devoted to the approach inaugurated by Boxed Ambi-
ents [5], consisting in dropping the open capability while providing for parent-
children communication. In particular, Section 6 shows how this approach may
be combined [21] with some of the previous ideas (groups, mobility types), and
illustrates the benefits of the extended use of a non-trivial subtyping.

Finally, an overview of some of the other significant systems and results is
found in Section 7, which is followed by a few lines of conclusion.

In order to be able to compare the different systems and make immediately
visible their differences and their similarities, we will adopt throughout the tu-
torial a uniform notation, particularly for types. That will often imply the usage
of concrete syntaxes not coinciding (or only partially coinciding) with the ones
of the original papers.

2 Mobile Ambients

As recalled in the introduction, MA are characterized by the presence of the
open primitive. Its complete syntax (for the untyped calculus) is therefore:

M,N == n|z|inM|outM |open M | M. M’
PQ u=0 | M.P | P|Q| n)P 1P | M[P] | @P | (M)
The basic reduction rules are:
nfinm. P | Q] | m[R] — m[n[P| Q]| R]
m[nfoutm. P | Q] | R] — n[P | Q] | m[R]
openm. P | m[Q)] —P|Q
(@)P | (M) — Pl =M}
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While the in and out operations are dual of each other, open does not possess
an inverse operation proper. It provides a form of objective collective migra-
tion, since it has the effect of moving all the processes (either heavyweight or
lightweight) contained in an ambient into its parent ambient.

It is worth mentioning that the sub-calculus of MA consisting of the only
mobility primitives, without communication (but with open), has been proved
in the original paper [8] to be Turing-complete.

2.1 Communication Types

The presence of the open capability requires the type syntax and typing rules
to be modified w.r.t. to the minimal system shown in the introduction. Since
the opening action dissolves an ambient’s boundary and merges its content with
the parent’s one, the two concerned ambients must have the same topics of
conversation; the type of open m must therefore record the internal topics of m,
which requires capability types to be of the form cap(T).

With this, however, the definitions of type expressions become mutually re-
cursive, and a basis is needed to start the inductive construction of types (in
place of the atomic type cap of subsect. 1.2). In order to keep the calculus pure,
such basic type is suitably chosen as a topics called shh, characterizing ambients
where no communication occurs.

Types T of topics are thus not totally coinciding with message types W, since
shh cannot be a message type, i.e., it cannot type an input variable or an output
expression. Message and communication types therefore become:

W ::= message type
amb(7T") names of ambients where the topics of conversation is T’
cap(T) capabilities compatible with the topics T, i.e., which
do not open ambients, or open ambients with topics T

T, S ::= communication type (or exchange type, or topics of conversation)
shh  no communication
W communication of messages of type W

Examples of types are amb(shh), cap(shh), amb(amb(shh)), amb(cap(shh)), etc.

The in and out actions, not triggering any communication, may be assigned
any capability type. The typing rules for actions and action composition and
prefixing therefore are:

I' M :amb(S) I'F M : amb(S) ' M :amb(T)
IN ouT OPEN
I'tin M :cap(T) I'tout M : cap(T) I' - open M : cap(T)
't M :cap(T) I'F Ms:cap(T)
'+ Ml.M2 : cap(T)
I'-M:cap(T) I'F P:proc(T)
I'= M.P : proc(T)

The other rules are unchanged. The type system was originally presented in [9].

PATH

PREF
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2.2 Ambient Groups and Mobility Types

Groups and Group Restriction. A refinement of the archetypical system
sketched in the previous subsection is presented in [7], where the notion of a
group of ambients is introduced.

A first motivation for groups is the possibility of an increased control over
ambient-name propagation, through the use of group restriction. Syntactically,
groups are merely names G occurring as further constituents of ambient types,
whose syntax is now (using, for uniformity, a slightly different notation from
the original) amb(G, T'): the type of ambients of topics T and group G. Process
types, on the other hand, are still of the form proc(T"), with no specification of
a group. The syntax allows the existence of distinct types for distinct ambients
“belonging” to the same group.

The typing rules reported in the previous subsection are almost unaffected,
except for the obvious replacement of amb(7") with the new form. For example,
the ambient rule becomes:

I'M:amb(G,T) I'k P :proc(T)
I' = m[P] : proc(S)

AMB

However, the syntax of the calculus itself is modified, with the introduction of the
restriction on groups, written as (¢vG)P. This kind of restriction, which concerns
ambient types instead of ambient names, allows to limit the extension of the
scope extrusion for ambient names, and thus to better preserve name secrecy.

As a matter of fact, the new construct does not affect the operational se-
mantics (the reduction rule is P — @ = (vG)P — (vG)Q), but it makes types
more inherent in the calculus. Group names might be viewed as type variables
of a kind G (the class of all possible groups) which, being the only kind, may be
omitted. The corresponding natural typing rule is:

I'N'G:GF P:proc(T) G ¢ freegroups(T)
I'- (vGQ)P : proc(T)

G-RES

where it must be observed that, in MA, environments are sequences (not sets),
and group names may be used in environment assumptions only after being
explicitly declared. In a different and less formal style, where environments are
sets, and group names need not be explicitly declared, the rule could be written
as:

I'P:proc(T) G ¢ freegroups(T) G does not occur in I’
I'+ (vG)P : proc(T)

G-RES

We recalled in the introduction (subsect. 1.1) that in the original MA if a well-
typed process P = (vm:amb(shh))({m)| Q) is present in a system represented
by a larger term, then the scope of the restriction, initially limited to P, may
be dynamically extended through communication and mobility, and the name
m, initially not known outside P, may be transmitted arbitrarily far. Thus an
initially secret name may be inadvertently given away by poor programming.
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On the contrary, a well-typed process of the form (vG)(vm:amb(G,shh))P,
in whatever context it’s placed, is guaranteed not to give away the name m,
since group restriction, by hiding an essential constituent — the group G — of
the type of the secret name, forbids in any other process even the definition of a
well-typed input construct (z:amb(?,shh))@ able to receive that name. At the
same time, the possibility of scope extrusion also for group names ensures that
group restriction “does not impede mobility of ambients that are enclosed in the
initial scope of fresh groups but later move away” [7].

Finally, observe that a process of the form (vG)(vn:amb(G,T)){n) is not
well typed: the restriction on the group name G cannot be performed, since G
occurs in the type proc(amb(G,T)) of the process one would like to restrict.
Neither is well-typed the process (vG)m/[ (vn:amb(G, shh))(n)]: though the type
of m[(vn:amb(G,shh))(n)] may be freely chosen not to contain G, any such
typing may only be derived w.r.t. an environment where G occurs in the type
assumed for m, in contradiction with the rightmost premiss of the typing rule.

Mobility Types. As first argued in [7], since types are supposed to maintain
key invariants of programs, and ambient calculi are explicitly designed to model
mobile code, type systems for ambients should naturally be able to express prop-
erties related to mobility.

In [7] a type system for MA is defined, which tracks ambient opening and
ambient movement, and thus makes apparent the second reason for the introduc-
tion of groups: the will to express properties regarding an ambient’s movements
w.r.t. other ambients though avoiding dependent types, i.e., types dependent on
values, notoriously delicate to handle.

For example, as observed in [7], if through a typing one wants to declare that
the ambient m has the property of being able to enter the ambient n, one should
write m:CanFEnter(n), where the type depends on the value n. Groups allow
to avoid this situation, by acting as intermediaries between types and values:
one reformulates the above property as the more general statement that the
ambient m may enter the ambients of group G and that n is an ambient of G,
and therefore writes the two typings m:CanEnter(G), n:amb(G).

The types introduced in [7] and the properties they denote, if we disregard
polyadic communication and objective moves (also present in the calculus), are
the following:

G1,Ga,...  groups (group names)
€,0 :={G1,...,G}} finite sets of group names
Trm = term type
Proc process type
w message type
Proc ::= proc(€, 0, T) type of processes whose communication is of type T,

able to drive ambients in and out of ambients of
groups %, and to open ambients of groups &
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W = message type

amb(G,%4,0,T) type of ambients of group GG, which may be driven
in and out of ambients of groups %,
wherein ambients of groups ¢ may be opened,
and wherein communication is of type T

cap(¢,0,T) type of capabilities that may be in processes which:
drive ambients in and out of ambients of groups %,
open ambients of groups O,
perform communication of type 7'

T,S = communication type (or exchange type)
shh no communication
W communication of messages of type W

In the concrete syntax used in [7] group sets are written G, H; process types
proc(¢, 0, T) and capability types cap(é,,T) are both indicated by the no-
tation ™G,°H, T'; ambient types amb(G, ¥, 0, T) are written G["G,°H, T|; the
triple G,°H, T is called an effect and is possibly denoted by F.

With the new types the ambient rule obviously becomes (omitting, here and
in the following, the well-formedness requirements for types):

I'tM:amb(G,¢,0,T) Ik P :proc(¢,0,T)
't m[P] : proc(¢’, 0", T")

AMB

The rules for the capabilities formally express the informal meanings described
above. The in m and out m actions make the containing ambient cross the bound-
ary of m, which is an ambient of group G; therefore G must be in the groups ¢”’
“crossable” by the ambients where the action takes place:

I'tm:amb(G,¢,0,T) Ge%’
'k infoutm : cap(¢’,0",T")

IN-OUT

Analogously, in the case of open m the group G of m must be in the groups ¢’ of
ambients that may be opened within the ambient where the action is executed.
Moreover, since the open m dissolves the boundary of m, the type of the opener
process must be the same as the processes in m, ie., ' =%,0" =0, 7' =T.
In conclusion:

I'tm:amb(G,¢,0,T) Ge0

I't+openm :cap(¥¢,0,T)

OPEN

Hence the rule must require that if an ambient is openable then all ambients
of its group may be opened inside it; in other words, if an ambient n may be
opened within m, processes internal to n must have the same rights as those in
m: among them, the one of opening n itself (i.e., all ambients of its group).
This has the pleasant side-effect that a type amb(G, €, &, T) specifies whether
the ambient is openable or not, depending on whether G is or is not contained
in 0. The form of the rules, however, also has the consequence that, recursively,
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an ambient must have the same capabilities of any ambient where it can stay,
at any level of nesting (within a chain of openable ambients).

A quantity of other type disciplines for MA, for variations of MA and for
other ambient calculi have been proposed, particularly in the latest years, and
some of them will be reviewed in the next sections. The original calculus, how-
ever, equipped with the above sketchily reported type system and supplemented
by a modal spatial and temporal logic [10] in which to express and study pro-
gram properties, has become one of the well-established paradigms for mobile
computing, and a natural basis for any study in this area.

3 Safe Mobile Ambients

3.1 Coactions

The calculus of Safe Mobile Ambients (SA) [20] is obtained from MA by adding
to the three mobility actions three corresponding coactions: in m, out m, open m,
with the consequent modification of the three related reduction rules; for an ac-
tion op m to take place (with op = in, out, open), it is necessary that the
ambient m gives its consent, through the simultaneous execution of the corre-
sponding coaction, as follows:

nlinm. Py | Py] | mlinm.Q1 | Q2] — m[n[Py | P2 | Q1| Q2]
m[nfoutm. Py | Po] | outm. Q1 | Q2] — n[P1 | P2] | m[Q1 | Q2]
openn. P | n[openn. @y | Q2] — P | Q1 | Q2

Movement therefore always results from a handshaking between the migrating
ambient and the exited or entered ambient. The open primitive, requiring now
the agreement of the ambient to be opened, loses its character of purely objective
move.

All the other constructs and rules are unchanged, with the exception, irrel-
evant here, that replication (the construct !P) is replaced by recursion (with
the construct rec X. P), and consequently the equivalence rule !P = P |IP is
replaced by the obvious unfolding reduction rule.

An ambient’s behaviour results both from the subjective control exerted by
the enclosed processes, as in MA, and from the consent given by the ambient
where the coaction is consumed. In particular, in dissolving an ambient the open
and open primitives play a completely symmetric role: the coaction might be
viewed as a self-open action, whose coaction is the open.

Observe that a MA-like behaviour for an ambient n may be obtained in the
obvious way [20] by placing inside n the processes !in n, !out n, !open n (where
IP is here intended as a shorthand for rec X. (P | X)).

The introduction of the coactions is explicitly motivated by the aim of elim-
inating grave interferences, i.e., situations where “the activity of a process is
damaged or corrupted because of the activities of other processes” [20].

Such situations may arise, in MA, when an expression intended to model
a particular real-world process or system is put in a context that models a
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possible reality different from the one first envisaged. This is due to the fact
that mutually exclusive reductions are possible which represent semantically
contrasting behaviours, as in the following examples taken from [20]:

' inm. P | m|Q

openn | nlinm. P | m[Q] — {open n ||m[£1[1]3] | Q]
h[m[n[P | out h. R] | Q]]
nlinm. P | R] | hjm[Q]]

In the first example, the ambient n may either be dissolved, or migrate into
m (where its opening may become impossible); in the second, n may exit its
parent h or else enter its sibling m. In either example the two different reducts
are certainly non-equivalent w.r.t. any reasonable notion of equivalence, and it’s
hard to imagine a real-world situation modelled by a nondeterministic choice
between two so contrasting behaviours.

However, because of the kind of nondeterminism inherent in MA, it is difficult
to avoid that these situations may arise when running a “MA program”, partic-
ularly when plugging a MA module into a (maybe unforeseen) MA context. The
above examples are therefore more likely to represent unintended behaviours
coming with those intentionally specified: i.e., programming errors.

The result is the difficulty of designing MA systems provably correct (w.r.t.
the specifications) in all contexts; which of course is also the difficulty of designing
protocols and algorithms for security that be guaranteed free from loopholes.

With coactions, each ambient may decide whether, at a given instant, it
may accept a sibling ambient coming in, or whether it may let out a contained
ambient. Observe however that, in the reduction rules, the argument of the
coaction is the same as the one of the action: the name of the authorizing,
not of the authorized ambient. The handshaking for in and out is therefore not
symmetric: an ambient cannot directly authorize one ambient of a given name
to come in or to go out.

On the other hand, the above remarked symmetry of the two opening con-
structs changes the potentially dangerous character of the original open into a
much more manageable operation.

h[n[inm. P | out h. R] | m[Q]] — {

3.2 Types for Characterizing Single-Threaded Ambients

The type system is based on the same general scheme as that for MA; however,
not using groups, it may only express, w.r.t. mobility, the binary property of
being immobile or not: amb(l,T") is the type of immobile ambients of topics T,
while amb(B,T') is the type of basic (i.e., unconstrained) ambients. This is in
contrast with the more expressive MA group system where immobility is only a
particular case among many possible mobility types: an ambient is immobile if
the ¥ component of its type is empty. It is as there were only two predefined
groups, B and |, instead of all those definable by the programmer.

Subject reduction guarantees that if an ambient m is typed as immobile,
no process m[P] will ever come out of the enclosing ambient or enter a sibling
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ambient, though the enclosing ambient may be free to move (immobility is rela-
tive to the surrounding ambient). Of course, an unconstrained ambient does not
necessarily move, only it cannot be guaranteed to be immobile.

The distinguishing feature of the SA type system, which differentiates it from
most other ambient systems, is however the expression of the single-threadedness
property.

A single-threaded (ST) ambient is one where “at any moment at most one
process may have the control thread and may therefore use a capability” [20]; a
ST process is the corresponding notion for processes, so that a term of the form
m[P], with m ST, is well-typed iff P is ST. More precisely, a ST ambient or
process is one in which at any reduction step there is, among those not nested
in subambients, at most one unguarded action or coaction, i.e., an action or
coaction in initial prefix position, ready for execution.

This does not forbid that in internal subambients other actions be concur-
rently performed (for example, if an open is executed, at least the matching
open must be consumed!). Moreover, as stated above, only the execution of a
capability represents a step of the thread of computation; an input or output
operation, though also being a computational activity, is not in itself considered
a step of an individual thread, since it is not a “control” action affecting an am-
bient’s movement or dissolution; it may however find itself inserted in a thread,
between or after actions, as in out m.(x)in n.P or in out n.(M) (in which cases,
as we will see, it may transfer the thread).

In a ST ambient, therefore, communication between processes (not holding
the control) is allowed concurrently with the control thread, as for example in
the term:

[out m.inn| (k)| (x)z[P]]
where the thread is defined by the process that drives the ambient out of m into
n; communication between the other two processes is performed in concurrency
(simulated by interleaving), but it is not considered to define a distinct thread.

Within a ST ambient the thread may pass from one sequential process to
another through the opening of an ambient, whereby a newly exposed process
catches the control, as in the following example adapted from [20]:

n[open m.(M) | m[open m.in k.in h]] | k[Rh]...]] — n[{(M)]inkinh]|k[A[..]]

In the ambient n the single thread is initially held by the sequential process
performing the open; after this action the process only has to perform an output,
and therefore relinquishes the thread to the process in k.in h, which will drive n
into k and h.

The thread may also pass from one process to another through communica-
tion: an input-output operation cannot give rise to a thread but it may transmit
one, as in the following example again taken from [20]:

The thread of n is initially held by in h.(M), which after executing the in passes

the capability M to the process (x)z.Q; the latter, by turning itself into M.Q,
immediately activates M itself and so takes hold of the thread.



166 Elio Giovannetti

Ambient types are thus the following (where again the original syntax, rather
different, is adapted to the tutorial’s uniform notation):

Amb ::= amb(bi, T') ordinary ambients of topics 7', with mobility bi
sT-amb(th, Tt) single-threaded ambients of single-threaded topics Tt,
whose opening exposes a process with

thread-property th

T :=shh no communication
w communication of type W
Tt ::=shh no communication

ST-msg(th, W) communication of type W, with thread-property th

bt =B the property of being a mobile and openable ambient,
(which however cannot be opened in an |-ambient);
| the property of being an ambient that cannot be
moved nor opened, and wherein no ambient may be
opened
th  ==1 holding or carrying the thread
T not holding or not carrying the thread

An ambient of type sT-amb(],Tt) is a ST-ambient whose opening exposes a
process taking the thread; an ambient of type sT-amb(f,Tt) is a ST-ambient
whose opening exposes processes not taking the thread.

Observe that Tt, the communication type of ST ambients, is different from
the one of ordinary ambients: the type sT-msg(T, W) indicates communication
where messages carry the thread, while sST-msg(f, W) is communication where
messages do not carry the thread.

Process and capability types have corresponding forms:

Proc ::= proc(bi, T) | sT-proc(th,T)
Cap ::=cap(bi,T) | sT-cap(th,T)

where sT-proc(th,T') is the type of ST processes holding or not holding the
thread, according to whether th =7 or th = 1; sT-cap(th,T') is the type of an
action that, when performed, leaves its continuation with thread right th.
During a computation, the condition for a ST process of being owner of the
thread is only defined up to some indetermination: at a given step a ST process
surely holds the thread if it has one unguarded capability (i.e., it is ready to
perform a control instruction), or if it is an output process passing the thread,
or if it had the thread in the previous step (i.e., it is the derivative of a process
holding the thread in the previous reduction step) and no other parallel ST
process now holds the thread. In the other cases, it may be assumed as having
or not having the thread, with the constraints that at most one among all the
parallel components of a ST process may own the thread, and that the process
P consisting of the whole content of a ST ambient m[P] must own the thread.
Thus, for example, in a process P = (x)0| (y)(z)0 either the component ()0
or the component (y)(2)0 or none of them may be assumed as thread owner.
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However, if P in turn is in parallel with a process surely owning the thread, say
outm, this forces the third alternative (“none of them”); if on the other hand P
is the whole content of a ST ambient m, like in the term m[P], the choice must
be on one of the first two possible assumptions.

The typing rules, as usual, formally define the above described meanings.
The fundamental rule that links the assumed ambient’s behaviour to its content
is the same as in MA:

I'tm:amb(bi,T) 'k P:proc(bi,T)
I't+m[P] : Proc
I'tm :sT-amb(th,Tt) I'F P:st-proc(],Tt)
I' = m[P] : Proc

The absence of explicit subtyping with a subsumption rule imposes that each
kind of process may only stay in the corresponding kind of ambient, for exam-
ple a process typed as ST or immobile (that is, good for staying in immobile
ambients) cannot go into a basic ambient. There is however in the system an
implicit subtyping: the simultaneous applicability of different rules and the usual
polymorphism of 0 allow to assign different types to a same term. In particular,
a process typed as ST may, at certain conditions (no free recursion variables,
process not holding the thread, unthreaded or silent communication), also be
typed as basic or immobile.

Also observe that in the rule ST-AMB the process P, consisting of the whole
content of the ST ambient m, hence with no other concurrent processes in m,
must forcedly have the (single) thread. This is not in contradiction with the
fact that m may be an ambient not catching the thread on opening: when m is
opened, P — which has the thread — must execute a open, but its continuation,
exposed in the surrounding ambient, need not hold the thread (for example,
it may create an ambient n[Q], or perform unthreaded communication, or just
die); in such case the control is kept by the process originally in the enclosing
ambient.

Singleness is naturally expressed by the rules for parallel composition, where
at most one of the components may hold the thread:

I't Py :st-proc(1,Tt) 'k Py :sT-proc(t,Tt)
I't Py | P, : sT-proc(T,Tt)

I'+ Py :st-proc(f,Tt) I'F Py:st-proc(T,Tt)
I't Py | P, : sT-proc(T,Tt)

't Py :st-proc(f,Tt) I'F Py :sT-proc(f,Tt)
I'+ Py | Py : sT-proc(t,Tt)

BI-AMB

ST-AMB

ST-PAR1

ST-PAR2

ST-PAR3

An output process (M), if it is a process with thread-carrying communication,
must hold the thread, i.e., it must be the continuation of a control process, now
ready to pass the capability M to some other process which is going to imme-
diately use it and thus to catch in turn the thread. With non-thread-carrying
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communication, the output may have or not have the thread (depending on the
process of which it is the continuation).

An input process (z)P, on the other hand, is only required (in the rule’s
premiss) that its continuation P does or does not hold the thread depending on
whether the message carries it or doesn’t. An input process waiting for a thread-
carrying message is of course not (yet) holding the thread. The rules therefore
are:

I'EM:W
ST-0UTP1
' (M) : sT-proc(T,sT-msg(T, W))
I'EM:W
ST-OUTP2

'+ (M) : sT-proc(th, sT-msg(7, W))
I'yz:W b P : sT-proc(th, sST-msg(th, W))
't (x:W).P : sT-proc(th’, sT-msg(th, W))
The other possibly thread-passing event is described by one of the open rules:
when a ST ambient is opened within another ST ambient, the thread is kept or

relinquished by the old process respectively if the newly exposed process catches
it or doesn’t:

ST-INP

I' = m : sT-amb(th, Tt) .
ST-OPEN1 T where 17 is  and conversely.
I' - openm : sT-cap(th™ ", Tt)

The reason why this rule, if expressed in words as above, sounds tautological, is
that it actually defines the meaning of the component th of types sT-amb(th, Tt).

The rules for the other constructs are generally more standard, though many
of them present different cases corresponding to the different kinds of ambients
(mobile, immobile, single-threaded). For example, the in and out primitives can
never be inserted in a process staying in an immobile ambient; if they are inserted
in a process in a ST ambient, by definition they hold the thread:

I'Fm: Amb I'tm: Amb

BI-INOUT - ST-INOUT -
I''Finfoutm : cap(B,T) I' Finfout m : sT-cap(1,Tt)

The corresponding coactions, on the other hand, being exercised not in the driven
ambients but in those where they are moved to or from, may stay in immobile
ambients too:

I'tm:amb(bi,T) I'=m : sT-amb(th, Tt)

BI-COINOUT S ST-COINOUT — -
I' - infout m : cap(bi, S) I' - infout m : sT-cap(1,Tt)

In conclusion, the type system for SA is a rather complex construction, which
expresses and checks properties not easily found in other systems for ambi-
ents. Immobile and ST types allow to define algebraic laws for a behavioural
equivalence consisting of a barbed congruence; this is only possible owing to
the synchronous character of the movement interactions, which is obtained with
the introduction of coactions, and is a distinguishing feature of SA, originally
motivating its development.
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4 Secure Safe Ambients

Elimination of grave interferences may also be considered a natural basis for the
explicit handling of security, which has been from the start one of the major
concerns of the ambient paradigm. It is therefore not casual that the calculus of
SA — if not its type system — has been successively chosen as the one for which
to define type disciplines directly addressing this issue.

Among them, Secure Safe Ambients (SSA) [3,4] are paradigmatic even from
the name. Only the SA mobility sub-calculus is considered, without communica-
tion; the type system uses groups, more appropriately called (security) domains;
capability types are of the fine-grained forms in G, out G, etc., where G is a group
(domain) name; process types have three components respectively representing,
for a process P, “the effects that can be observed at the level of the ambient
enclosing P, at the level of P itself, and within P, whenever P is of the form
m[P']” [3,4].

Most interestingly, and unlike most other systems, the type of an ambient
m is basically the type of an m[P] process, not the type of P (though of course
related to it). The ambient rule is therefore completely different from the usual
one, where the type of a well-typed process m[P] can be any process, unrelated
with the types of m and P.

Recast into our notation, the type syntax of SSA is the following (where of
course there is no message type and thus the only term types are process types):

ambient type:
G1,Ga,... groups (group names)

capability type (or action type):
Cap = op G type of the capabilities op m, with m ambient of group G
where op ::= in | in | out | out | open | open

€y, 6, ¢- = {Capy,...,Cap,} finite sets of capability types

process type:

Proc ::= proc(€y., %o, €-) type of the processes that are allowed to execute:
actions of types ¢ synchronizing with up-level processes,
actions of types %y synchronizing with same-level processes,
actions of types ¢_ synchronizing with down-level processes.

ambient group type:
gr(Proc) type of groups whose ambients m are such that
any process m[P] is of type Proc

The notations ¥ and ¥ are to be considered abbreviations respectively for
%41 and %_1, so that the three components of a process type are %,, with
n=+1,0,-1.

An environment consists of two parts: a set I" of group typing assumptions
and a set E of ambient typing assumptions:

Env == I'tE where I' =@ | I, Gigr(Proc) E:=@|E, mG
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A natural notion of subtyping as set inclusion may be defined:
proc(€y, o, €-) < proc(€., 6y, €.) if € CC. & 66y & €- CC.

The SSA type system is implicitly based on the notion of a process being able
to execute an action, in the sense of the static flow analysis: a process P is able to
execute an action « or to exercise a capability o if the static analysis described
below does not exclude that such action may be executed during a possible
evolution of P. As usual, the analysis cannot guarantee that there actually is a
possible evolution where the action is indeed executed.

Such notion, for capabilities occurring in the process’ (initial) expression, is
independent from the context, which would appear existentially quantified in a
natural definition of the property: if Pao (where A is a label that identifies a
node in the syntax tree of P) is an occurrence in P of an action «, the process
P is said to be able to execute Px if there exists a suitable context C H such
that in a possible reduction sequence of C[P] the action is executed.

For example, a process P of the form op m.P’ is able to (immediately) execute
the action op m, in the sense that if P is inserted in an appropriate context C[],
the “execution” of the action op m is a possible (first) reduction step of C[P]; in
particular, the process P immediately exhibits the capability op m.

Inductively, if the process P’ is able to execute an action 3, then the process
P = «.P' is also able to execute the action S (though not immediately), since
by inserting P in an appropriate context C[], § may be “executed” in a step of
a possible reduction sequence of C[P)].

Also, if P or @ is able to execute an action «, so is the parallel composition
P|Q (and if the action is immediate for P or @, so is for P|Q).

On the other hand, the process open m.P, if it executes open m by synchro-
nizing with the process m[open m.Q)], unleashes all the actions executable by @,
which are not action occurrences in P. Of course, it would be meaningless to
state that the process openm.P can execute any imaginable action just because
one can always take a context [ | | m[open m.Q] with Q doing such action.

Rather, the notion of ability to execute an action must be made dependent
on assumptions on the ambients’ behaviours. For example, if one assumes that
any process of the form m[Q] may execute the action openm and the action «,
then open m.P is able to execute the action «.

Besides, as a consequence of the opening mechanism, (some) capabilities
exhibited by a process P enclosed in an ambient m have to be also taken into
account as capabilities of the process m[P].

For example, the process m[open m.P | Q] after executing 6pen m (through
synchronization with an external openm) continues as P | @, and therefore may
execute all the actions executable by this process. On the other hand, in a
term like m[n[open¢| Q]]]| P], the action open g, though being executable by the
ambient-process of boundary n, is not executed by the top term, for which it is
an invisible action with no effect in its context. The notion of a relative level at
which a process executes an action is therefore necessary.

The actions in, in, out, open operate at one level up — or level +1 — w.r.t.
themselves, since their respective synchronizing actions must be located in a
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parent or sibling ambient of the one immediately containing them; in contrast,
open and out operate at their own level, or level 0, since they synchronize with
actions found in a subambient of the ambient immediately containing them.

If m[P] is an ambient-process where P executes an action at one of the above
two levels, such execution must be viewed as also being performed by the process
m[P], but one level down.

In conclusion, a process may be able to execute an action at one of three
different (relative) levels, up, same level (as itself), down, or +1,0,—1, where
actions at level —1 may be executed only by processes of the form m[Q] or
compositions of them. We introduce here the notation A + P |"« to denote the
fact that with the set A of assumptions the process P is able to execute at level
71 the action «; we rely however on the above informal description without going
into the details of a formal definition.

In A we write assumptions of the form m |"7 «, meaning that any process
of the form m[P] is such that m[P] |7 «. Moreover, we assume that sets of
assumptions satisfy some closure constraints, for example:

{n|®outm, m|°outm, n|"a}CA = m|"acA
{n |®openm, m |°openm, m ["a} CA = n|TacA
n|%inm, m|°inm}CA = m bounds nin A

nlmfacA = m|"™ acA, forn=0,+1;
n|®opennc A & n|"acA = m|"ac A
The first constraint says that if ambients named n are permitted to go out of
ambients named m, then m is responsible for whatever may be done by n (a
process m[@], by letting out an ambient-process n[P], unleashes execution of
n[P] actions at its own level). The second constraint states that if an ambient
is responsible for an action open m, and m lets itself be opened, then n is also
accountable for whatever action m is allowed to perform. The third constraint,
more complex, is needed for the in capability: if an ambient n is allowed to go
into another ambient m, then m must be able to perform, at a level decreased by
1, all the actions performed by n at the two upper levels; if moreover the ambient
m allows its boundary to be dissolved, then n must be able to do whatever action
n is able to execute.

For example, in the term P = p[m[in n.Q] | n[in n.R]] the action in n is exe-
cuted at level +1 by the process in n.Q, at level 0 by the process mlin n.Q], at
level —1 by the top process P. Observe that inn is for P a “visible” internal
action that varies the number of its immediate subambients. If one inserts P into
another ambient ¢, for example by forming the term ¢[P | P’], then the process
t[P| P'] is not considered to be executing in n, since this action does not change
the number of the immediate subambients of ¢, at whose level the execution
remains therefore completely invisible.

As another example, in the term m[open n.P] the capability open n is exhib-
ited at level 0 by the process open n.P, at level —1 by the whole term. As an
example of non-immediate capability (from [3]), the process m[in m.open n] is
able to execute the actions in m and open n; the same process, taken as a subterm

where m bounds n in A £ {
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of the parallel composition m/[in m.open n] | n[in m.open n.in p], also exhibits the
capability in p, since in such context it reduces to m|in p].

There is an important well-formedness constraint on process types: if a pro-
cess of type Proc wants to open (ambients of type) G', and G’ lets itself be opened
(by open G’), then Proc must possess all the capability types of G’. Group en-
vironments I must satisfy closure constraints corresponding to the ones on the
sets of assumptions A, with groups instead of ambients.

The meaning of process and group types, hinted at by the synthetic descrip-
tions given with the syntax, is a specification of the types of capabilities that
a process can exercise. The judgement I'; E = P: proc(%y, %o, ¢-) states that,
with the group type assumptions I' and the ambient type assumptions E:

— %4 is the set of action types that P is able to execute at level +1, i.e.,
through synchronization with processes contained in the ambient one level
up w.r.t. to the one where it lives, possibly in a nested ambient (but not in
its own ambient);

— %) is the set of action types that P is able to execute at level 0, i.e., through
synchronization with processes contained (with possible nesting) in the very
ambient wherein P is located;

— %_ is the set of action types that P is able to execute at level —1, i.e.,
through synchronization with processes located in one of the subambients of
P itself; as remarked above, this is possible only if P is of the form m[Q].

Synthetically, one has op G € €, if and only if A+ P |7 op m holds for an m
such that m:G € E, with assumptions A “agreeing” with I'; E' (where the notion
of “agreeing” can be appropriately defined). For example [3]:

— I'ym: Gy, Einm . P: proc(€y,%0,¢-) = inG,, € C4

— I'im: Gy, F nfinm . P|: proc(éy, %6, %-) = inGy, € 6o

— I'ym: Gy, Foutm. P: proc(€y, %y, ¢-) = outG, € 6o

— I'ym: Gy, F nopenm. P|: proc(éy, %), ¢-) = open G, € 6-

These informal meanings are formally expressed by the typing rules for actions:
I'yE-m:G I'; EF Piproc(€y,%0,%-) op GEE,

ACT,, op = in,in, out, pen
I'; EF op m.P: proc(6y., 60, %-)

I'E-m:G TI';EF Pproc(éy,%0,%-) op G € %o o
ACT,p op = out, open
I';EF op m.P: proc(€y, 6, €-)

The assumption G: gr(Proc) in I' states that, for any assumption m:G in E,
any process of the form m[P] is assumed to have type Proc, i.e., it may at most
execute, at the three levels, actions of types specified by Proc.

As a consequence, the condition for a process m[P] to be well-typed is that
the actions exhibited by P give rise to actions exhibited by m[P] that respect
the constraints imposed by the type of the group G of m.

To this end, observe that since 7-level capabilities of the process P, with
n = 0,1, become capabilities at the level  — 1 for m[P], the same must hold
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for capability types: if P has type proc(éy, %o, €-), the elements of ¢, and
%o become elements respectively of the components %) and ¢’ of the type
proc(¢;., 64, 6" ) of m[P].

Besides, if %) contains the element open GG, then the process P allows the
boundary m of m[P] to be dissolved: therefore all the actions executable by P
become also executable by m[P]: i.e., proc(%’, 6o, ¢~ ) < proc(¢,6,,¢").

In conclusion, the process type that constitutes the group type of G must
bound the type of P, according to the following definition:

I,G : proc(¢,%,,¢") - G bounds proc(%y, 6y, ¢-) =
Cr C 65 & 60 C 6. & (open G € 6y = proc(€y, 6o, 6-) < proc(€., 65, %))
If such relation holds, m[P] is well-typed, with the type Proc’ specified by the
ambient group type. The typing rule is then:
'+ G:gr(Prod) E+Fm:G T;EF P:Proc I'+ G bounds Proc
I'; E+ m[P]: Proc

The other rules are standard. Owing to the presence of subtyping, an alternative
is possible: either, as in [3], the rule NULL assigns to the null process the minimal
type, and an explicit subsumption rule is introduced (where, as in the sequel,
process types are always understood as well-formed):

I'; E+ P:Proc  Proc < Proc
NULL SUB
I'yEF0: proc(o, o, ©) I'; E+ P:Proc

AMB

or, as in [4], the rule NULL assigns to the null process any type, and then sub-
sumption holds as an admissible rule:

NULL P B0 Proc

It should be intuitively clear that, given a term P and assumptions I'; E, if
the term is typable under these assumptions, then among all the types assignable
to P there exists a minimal type, which is a sort of principal type for P (w.r.t.
I';E).

The type system may be easily presented in a form that only assigns such
minimal type: one just needs to eliminate the subsumption rule while keeping
the minimal “empty” typing for the null process, and moreover writing the other
rules so that they build the type in the conclusion by putting together the
minimal types in the premisses. For example:

I';EF P:proc(€y, %y, %) EFm:G ope {in,in,out,open}
op m.P: proc(€s U{op G}, %0, €-)

ACT-1

Of course, the rule
I'sEEP: Proc I';EFQ: Proc
I'ER P|Q: Proc

PAR

becomes
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I''E-P: Proc I;EFQ: Prod
I';E- P|Q: ProcU Proc
where proc(€y, 6o, 6-) U proc(€}., ¢4, ¢") = proc(€ UE,, G0 UG}, C- UE").
More importantly, the system enjoys a property of principal typing in the
sense of [28]: given a process P and a set E of assignments of groups to ambients,

there exists a minimal typing consisting of a group environment I" and a process
type Proc such that:

PAR

I';EF- P:Proc & (I';EF P:Proc¢ = I <I' & Proc < Proc)

where the ordering over group environments is suitably defined by pointwise
extension to them of the type ordering over process types. A type reconstruction
algorithm that computes such typing is given.

A classical example showing the system’s expressiveness is the detection of
a Trojan horse’s attack. Let Ulysses, the horse and Troy with Priam’s palace be
modelled by the following processes:

Ulysses = ulys[in horse . out horse. in pal. Kill)

Horse = horselin horse . in troy. out troy]

Troy = troy[in troy. Q| pal[in pal. P])

The whole mythic situation is the process Ulysses| Horse| Troy. Suppose the
assignment of groups to ambients is horse: G"7¢, pal: GP*, etc. If one only looks
at the horse’s capabilities by inspecting the Horse term, nothing dangerous shows
up. On the contrary, in SSA the myth is well-typed only w.r.t. (an environment
containing) the assumption G"*"*¢: gr(proc(%], ¢, ¢™")) with in GP* € €. The
type of the horse ambient group immediately signals that some process under
horse’s “responsibility” has the capability of entering Priam’s palace.

As is apparent even from the form of types, the mobility properties described by
the SSA system are much finer than in most type systems for ambients; what
is performed is actually a static flow analysis. Consequently, if the “declarative”
meaning of types may look less straightforward than in other systems, in return
they are amenable to a comparison with precise dynamic notions of behaviour,
leading to significant safeness results.

A dynamic characterization is one obtained by means of the reduction rela-
tion, in contrast with static characterizations, formulated by means of induction
on term structure. The notion of a process P exhibiting a capability o at level
n in the context C[ | is defined in [3,4], as a dynamic counterpart of the static
notion of being able to execute an action; it will be indicated here by the pictorial
notation C[P I a].

The definition is rather technical; intuitively, C [P (X a] holds if there is an
evolution of C[P] that eventually generates a residual of P immediately exhibit-
ing «, where the immediate exhibition of a capability is what we called, in the
static characterization, immediate ability to execute it.

Of course, the two characterizations cannot be equivalent; however, a type
safeness result states that if I'; E'+ C[P] : Procand I'; E & P : proc(%y., 6o, 6-),
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i.e., the context C|] (filled with P) respects the type environment that types P,
then every (type of) capability dynamically ezhibited by P in the context C[] is
recorded (at the right level) in the type of P:

C[Pll”op m] & mGeE = op GeFE,

For example (from [3,4]), the process mlin m.open n] is able to execute the ac-
tions in m and open n; the same process, taken as a subterm of the parallel
composition m[in m.open n] | n[in m.open n.in pl, also exhibits the capability in p,
since in such context it reduces to m[in p).

The papers [3, 4] also define a powerful language, based on SSA, for expressing
security properties, and present a distributed version of SSA featuring a typed
reduction relation that allows to check security even in ill-typed contexts, in a

precise analogy with the security mechanisms of the Java Virtual Machine.

Another type discipline for ensuring security properties in SA is presented in
[16, 2], also based on a group approach, where however groups become (partially
ordered) security levels, and an ambient at a security level s can only be traversed
or opened by ambients at security levels greater or equal to s.

5 Boxed Ambients

5.1 Inter-ambient Communication instead of open

Bozed Ambients (BA) [5] are another ambient calculus derived from MA, where
the open primitive is dropped, and its absence is compensated by the possibility
of communication® across one ambient boundary, between parent and children.

To this purpose, upward and downward input-output primitives are pro-
vided, beside the usual communication constructs of MA; inter-ambient com-
munication is achieved by synchronizing a local input or output with an across-
the-boundary complementary operation. Of course, downward communication
requires the name of the child ambient addressed, while in the upward direction
the parent, being implicit, does not need to be named.

More precisely, the possibility of atomically forwarding an input request —
or dropping an output — into the enclosing ambient or into a named enclosed
ambient is obtained through the constructs (z)" P and (M)" P, where n = M, 1:
M is an ambient name or a variable standing for an ambient name, the symbol
T denotes communication with the parent.

An output dropped across a boundary can be collected by a local input in the
other ambient; symmetrically, an input request across a boundary can collect a
local output in the other ambient. For example, a message may be passed from
child to parent (i.e., from a process in an ambient m to a process in the ambient
enclosing m) by synchronizing a local output in m with a downward input in the
parent, or by an upward output in m with a local input in the parent; analogously
is obtained the reverse communication.

* inspired by the Seal calculus [11].
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Direct communication between sibling ambients is not possible: it must be
mediated by communication with the parent.
All the above is formally stated by the reduction rules:

(local commun.) ()P | (M)Q — P{x:=M}|Q

(input from child) (x)"P |n[(M)Q | R] — P{z:= M} |n[Q | R]
(input from parent) (M)P | n[(z)'Q | R] — P | n[Q{x := M} | R]
(output to child)  (M)"P |n[(x)Q | R] — P | n[Q{z:= M} | R]
(output to parent) (x)P |n[(M)'Q | R] — P{x:= M} |n[Q | R]

Observe that each of two untagged communication primitives inherited from
MA occurs three times in the set of rules, i.e., both in the intra-domain and in
the inter-domain communication. Such instructions are therefore not, as in MA,
purely local input/output primitives, rather they are forms of undirected input
or output, in contrast with the directed communication requests represented by
the tagged versions.

This implies a certain supplementary amount of nondeterminism: an undi-
rected input may synchronize either with a local output or with an output from
(a process in) a child or parent ambient (i.e., across one boundary); the analogous
holds for undirected output.

The six communication primitives are redundant, as remarked above: for
example, an input by an ambient from a parent’s output may be performed
either as an undirected input from a directed output, or as a directed input
from an undirected output. The two different implementations, however, are not
equivalent, since the respective synchronizations take place in different ambients
and are therefore subject to different possible “interferences”.

As a matter of fact, in [5] the natural alternative is also discussed in which
communication primitives inherited from MA keep their purely local character,
and communication across a boundary must be directed from both sides. The
reduction rules for the tagged primitives then become:

(@)"P | n[(M)!Q | R] — P{z:= M} |n[Q]| R]
(M)"P | n[(2)'Q | R] = P | n[Q{z =M} | R]

This solution “provides ambients with full control of the exchanges they may
have with their children” [5], but in turn it makes difficult the modelling of
other kinds of communication protocols easily implemented by the original BA
primitives (such as the possibility for an ambient to broadcast a message to any
entering agent, like mobile phone companies do whenever a cell-phone crosses a
national border).

The absence of the open operation implies that ambients, once activated, live
forever (since there is no way of destroying them); in any realistic situation a
garbage collection is therefore needed to dispose of ambients no longer involved
in any potential computation.
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5.2 Synchronous vs. Asynchronous Communication

Differently from MA and SA, communication is synchronous, which is simply ex-
pressed in the syntax by the fact that the output primitive is now a prefix (M) P
exactly like input, also blocking its continuation. Asynchronous communication,
which has convincingly been argued to be the main form of communication in
mobile and distributed computing [6], may of course be considered a special case
of synchronous communication where the process performing the output has a
null continuation.

In [5], however, various other possible versions of the calculus w.r.t. the issue
of synchronous vs. asynchronous communication are discussed, especially in rela-
tion with typing. In particular, a calculus is considered where the reduction rules
for directed output are replaced by asynchronous versions, and a new reduction
rule for undirected output is introduced:

(asynch. undirected output) (MYP — (M) | P
(asynch. output to child) (M)"P | n[Q] — P |n[(M)]| Q]
(asynch. output to parent) n[(M)'P|Q]— (M) |n[P|Q]

If the rules for input are kept unchanged, their overlapping with the asyn-
chronous version of undirected output gives rise to a form of nondeterminism
in communication, which may be performed either in one step atomically, or in
two steps. For example:

anp QIR — {apete M

This phenomenon may be avoided by adopting an asynchronous version of the
input rules too, consisting of input instructions that only accept asynchronous
(i.e., non-prefix) outputs:

()P | (M) — P{x:= M}
()" P | n[(M) | Q] = P{z := M} | n[Q]
(M) [ n[()'Q| R] = n[Q{z := M} | R]

Every communication is then carried out following a two-step protocol, always
with the intermediation of the form (M) which may be interpreted as an ambi-
ent’s memory cell.

5.3 Types

The extended communication mechanism gives rise to the basic difference of type
systems for BA w.r.t. those with only local communication: for each ambient or
process the topics of conversation now are two: the local topics, and the parent’s
topics; they do not need be the same. In this way, the parent may exchange
values of its local type with its children (which are all required to have the same
upward topics), but in addition the parent may exchange values of different types
with different children, using its downward primitives.
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For instance, using extra atomic types just for the sake of the example,
suppose b is an ambient whose topics is bool, which encloses ambients 7 of topics
real, s of topics string and ¢ of topics toy, as in b[P|n[Q]|s[S]|t[R]]. The four
different possibilities of communication may be exemplified as follows:

— P=(2)P;, Q= (true)'Qq, S = (false)'S;, R = (false)' Ry;
processes @), S, R, located in the children ambients, pass booleans to P, lo-
cated in the parent;

— P={(true)P;, Q= (2)'Q1, S=(y)15,...
parent passes booleans to children;

— P=(2)"(y)*P1 | (2)' P, Q= (3.14), S = (“hi Mom!”), R = (ball)
children pass respectively reals, strings and toys to parent;

P = (271)(*hi Sally")*| (ball)l, Q = ()Q1, S = (4)S1, R = ()Ry
parent passes respectively reals, strings and toys to children.

Ambient and process types thus have two components; on the other hand,
owing to the absence of open, capability types have only one component: which
however has a completely different meaning w.r.t. MA and SA.

In those systems cap(7') is the type of the open capabilities which open am-
bients of topics T'; as we saw, the type T" must be the same as the one of the
ambient where the capability is exercised; in and out actions may be assigned
any (capability) type.

Here there is no opening, hence no “openable topics” as a component of
the capability type; instead, communication with the parent requires that an
ambient m is only allowed to stay within — and therefore to be driven into —
those ambients whose (local) topics is the same as m’s upward communication
type. While in MA and SA the type cap(7T') records the topics T of the ambients
m occurring in open m constructs, in BA it must record the topics T' of the
ambients whereinto the in and out operations may drive the ambients in which
they are exercised.

Finally, observe that ambient and process types do not need to record chil-
dren’s topics, as this information is available locally to each child.

The type syntax is then the following:

W = message type
Amb ambient type
Cap capability type
Proc ::= proc(T, S) processes performing local communication of type T

and upward communication of type 5,
able to drive ambients into ambients of local topics S

Amb := amb(T,S) ambients having T as local topics and S as upward topics,
therefore allowed to stay within ambients of local topics S
Cap ::= cap(S) capabilities that drive ambients of upward topics S
into ambients of local topics S
7,5 == type of topics, i.e., type of communication

shh no communication
W communication of messages of type W
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The above described meanings of capability types are translated into the intro-
duction rules for cap(T). If within m the local topics of conversation is 7', while
within m’s parent the topics is S, then the action in m, which turns its own
ambient into a child of m, must be performed by a process talking 7' upward,;
out m, which turns its own ambient into a sibling of m, must be performed by a
process “upward-talking” S. Moreover, silent communication, i.e., absence of in-
put and output, is compatible with any type of communication: a silent process
may safely participate to a conversation in whatever topics. The rules therefore
are:

I'm:amb(T,5S) I'm:amb(T,S) I'm:amb(T,S)
I'inm: cap(T) I'Foutm : cap(S) I' Finfout m : cap(shh)

As already remarked, superposition between rules — in this case between the third
rule and the first two — is a form of implicit subtyping. In all ambient calculi,
therefore, shh < T' is a natural form of subtyping, which should be implicitly or
explicitly present in the type system. In BA the explicit formulation is chosen
and the rules are rewritten as:

I'tm:amb(T,S) T'<T I'tm:amb(T,S) S'<S

IN OoUT
I'inm:cap(T") '+ outm : cap(S’)

The rules for prefix and ambient are easily obtained from the above informal
definitions:
I'M :cap(S) I'F P :proc(T,S)
I'= M.P: proc(T, S)
I'tm:amb(T,S) 'tk P:proc(T,S)

'+ m[P] : proc(S,S")
the component S of the capability type is the process’ upward topics; the fun-
damental rule AMB is only modified w.r.t. MA to take into account upward
communication: from the typing of m in the premiss, S is the local topics of the
m-enclosing ambient, which by definition is the ambient enclosing the process
m[P]; hence S is the type of local conversation m[P] may be engaged in.

The other rules for processes are standard, but to be able to exploit the

relation shh < T one has to extend subtyping to process types and introduce for
them a subsumption rule:

PREF

AMB

PROC-SUBTYPING: proc(shh, S) < proc(T, S)
' P: Proc Proc< Proc
I' P : Procd

Observe that subtyping does not apply to upward communication: an upward-
silent process is not a process that may safely drive its surrounding ambient into
whatever ambient, since it may take with it a parallel process of an incompat-
ible type. The rules for the six forms of input-output are as expected from the
definition.

PROC-SUBSUM:
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In BA, owing to the two-level input-output, mobility is closely connected
with (and constrained by) communication, and — differently from basic MA and
SA systems — the basic type system here briefly presented already expresses
and checks mobility properties. The subtyping shh < T is further exploited in a
system’s refinement called moded typing, where the silent and non-silent phases of
process execution are expressed at a finer grain, and typed mobility is enhanced.

6 Mobility Types with Subtyping for Boxed Ambients

A sophisticated type system for BA is the one presented in [21], which adds to
the system described in the previous subsection mobility types and groups, in
conformity with the paradigm of [7]. Subtyping is explicitly introduced both on
communication and mobility, with suitable subsumption rules, and is for the first
time extensively used in a type system for ambients, to achieve greater expressive
power and flexibility. For brevity, the system will be referred to as MSBA® in
the sequel.

As in [7], in MSBA an ambient type consists of, besides local and upward
communication types, a group name G and two group sets & and 2, which have
a similar role to the one played by ¢ in [7].

In MA, however (as described in subsect. 2.2), the set € records which am-
bients an ambient may cross, i.e., which destination an ambient may be driven
into by an in action, or which source an ambient may be driven out of by an
out action. In MSBA, on the other hand, the presence of upward communication
and the consequent need, for its correctness, of always knowing which is the am-
bient’s parent, imposes that also in the case of out the system must keep track
of which destination the ambient is driven into.

The component . therefore records the groups of all the ambients where an
ambient can stay, either because created in one such ambient, or because driven
downward into it (by an in action) or upward into it (by an out action).

The source ambient of the out action is also recorded, though not in the type
of the driven ambient, but in the one of the source ambient, in the form of the
set & of groups of ambients that may exit it.

A further component of the ambient type, written (following the authors’
notation) as a subscript of the type constructor, consists of a subset x of the set
{i,0,c,r,w}. It indicates “what the ambient name can be used for” [21], i.e., in
what kinds of syntactic constructs it may turn up as an argument (possibly by
variable instantiation).

More precisely, the meaning of the typing m: amb,(...) is, for each of the
possible elements of x:

i: the name m may be used in actions in m, i.e., m is an ambient that may be
entered by other ambients through its outer boundary;

o: the name m may be used in actions out m, i.e., m is an ambient which other
ambients may come out of;

5 “Mobility types with Subtyping for BA”, or “Merro-Sassone’s BA”.
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c: the name m may be used in ambient constructions of the form m|[P], i.e.,
there may indeed be an ambient (i.e., an ambient-process) named m;

r: the name m may be used as a tag in downward input (x:W)™, i.e., m is an
ambient within which its parent may read;

w: the name m may be used as a tag in downward output (N)™, i.e., m is an
ambient within which its parent may write.

Groups and types are thus the following, if we do not consider, for the moment,
the form of communication types and how they relate to message types:

G1,G9,... group names

2,8, ,... sets of group names

by universal set of group names

Trm = term type
Proc process type
w message type

W o= message types
Amb ambient types
Cap capability types

Proc ::= proc(G, 2,T,S) processes that can stay in ambients of group G,
can drive them into ambients of groups 2,
perform local communication of type T,
and upward communication of type S

Amb ::=amb, (G, &, .7, T, S) ambients of group G, which can be argument
of actions in x C {i,0,c,r,w},
allow ambients of groups in & to exit,
are allowed to stay in ambients of groups in .%,
where local communication is of type T,
and upward communication is of type S

Cap ::=cap(G, 2,95) capabilities that can be exercised in ambients
of group G with upward communication S,
and can drive them into ambients of groups ¥

Hence the meaning of the typing P: proc(G, Z,T,S) is:

the process P may stay in ambients of group G, may drive by means of
in and out actions its enclosing ambient (of group G) into any ambient
of groups Z, may perform local communication of type T" and upward
communication of type S.

The meaning of the typing m : amb, (G, &,.%, T, S) is:

m is an ambient name of group G and it can be used in operations Y;
ambients of groups & may go out of m (i.e., of a process m[P]) driven
by an out action, any ambient-process m[P] may be enclosed in ambi-
ents of groups ., local communication within m is of type T', upward
communication is of type S.
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Environments are, as in [7], lists of assumptions the forms G:G (meaning G is
a group) and &:W, where £ is a variable or an ambient name. In the examples
of rules we will adopt the less formal style where lists are replaced by sets and
group declarations are omitted, in agreement with what observed in subsect. 2.2.

The form of communication types is another interesting feature of MSBA.
Following the approach of [27,29], a process’ message type is split into an input
and an output type, which respectively are the type of the messages the process
may receive and the one of the messages it may send.

This allows in input-output a subtyping polymorphism analogous to the stan-
dard one by which the type of a procedure’s actual parameter may be a subtype
of the formal parameter’s type: a process may accept a message whose type is a
subtype of the expected one, so that two processes do not need to have exactly
the same message type to be able to communicate; it is sufficient that the output
type is a subtype of the input.

A communication type (in m-calculus or in an ambient calculus) thus also
consists of an input type W; and an output type Wo, with Wo < Wry; for
example, if int is a subtype of real, it would be perfectly safe for an ambient to
host processes that perform int output and real input.

One naturally defines a subtyping relation between communication types,
covariant w.r.t. the output type and contravariant w.r.t. input, in a not surprising
analogy with function types:

W, < Wi Wo < W,
io(Wr,Wo) < iO(VVII7 Wé)

<-10

This approach encompasses the simple subtyping between shh and message
types, described in previous sections: if one completes the set of message types
with a universal type T and an empty type L, which respectively are the top and
bottom of the message type order, then the type shh of silent ambients becomes,
as shown in the following, merely a particular pair of input and output types,
losing its character of a special communication type distinct from any message
type.

Observe that, since any type W is a subtype of T, any output of an expression,
whatever its type W, is also an output of type T. Any process is therefore a
process of output type T.

On the other hand, since L is the empty (not the unit!) type, there is no
possible expression M of such type, i.e., no possible output of type L. A process
of output type L is a process that cannot perform any output.

Dually, input of the universal type, i.e., of an expression of a no further
specified type, is possible only if the process does not use its input (except
possibly in re-sending it out again). In particular, a process that performs no
input may be assumed to be of input type T; as a matter of fact, this is the only
case in which a process is assigned such type, since input variables of type T are
not permitted in the actual system. Of course, a process of input type T may
be put in parallel with outputs of any type W, in agreement with the fact that,
being W < T for any W, the condition Wy < W7 is then satisfied.
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On the other hand, a process (z:W)P waiting for an element of a type W
can, by that, also wait forever for a non-existing element of the empty type.
Therefore, any process is also a process of input type L.

Summarizing, the meanings of a process’ top and bottom message types are:

1 = any input = no output T = no input = any output

As noted above, the extended message type that includes L and T is sensibly
not allowed as a variable type, but it’s only used as input or output process type.
The syntax that links communication types with message types is therefore:

T = io(Wr, Wo)
Wi ,Woe=L1L | W | T

The subtyping rule for the extended message type is, as stated above:

The type shh of silent ambients (and silent processes) is simply the type io(T, L)
of ambients and processes with no input and no output, which is the bottom
communication type. Other special types are, for each W:

io(W, L) = W input, no output: everybody wants to listen W, nobody talks;
io(T,W) = no input, W output: everybody talks W, but nobody listens.

Ambients with this kind of contents were already allowed by the previous com-
munication type system. Two really new, though rather peculiar, situations are
those corresponding to two particular top elements in the partial order of com-
munication types:

io(T, T) = no input, any output: everybody can talk of any topics,
but since nobody is listening, this is perfectly safe;

io(L, L) = any input, no output: everybody can wait for messages of any type,
but since nobody is talking, there is no risk of not understanding.

To be able to have in message types a subtyping relation not limited to the
singular cases involving T and 1, subtyping must be extended to capability and
process types, obviously using set inclusion in case of set components:

,Vogfl yoﬁyl SOSSI
<-GRP ———— <-CAP
yoﬁyl Su Cap(Gay(%SO)Scap(Gathl)

Do < D To <Ty So <51

pI’OC(G, @07 To, So) < proc(G, @17 Tl, Sl)

<-PROC

For example, if a process drives its enclosing ambient into ambients of groups
G, G’, of course it can also stay in an ambient allowed to be driven into ambients
of groups G,G’,G"”. The universe of groups U allows “to express, for instance,
the type amb, (G, &,U, T, S) of ambients that can stay everywhere” [21].
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Ambient subtyping is obviously contravariant w.r.t. the y component: if an
ambient name is usable, say, for the set {i,0,r} of operations (i.e., in, out and
input), then it is certainly usable for any subset of it.

On the other hand, if an ambient is assumed to be allowed to stay in a certain
set of (groups of) ambients, it is not allowed to stay in a superset of it, otherwise
no constraint at all could be definable on ambient mobility; but also, it cannot
be assumed to be able to stay in only a subset of it, otherwise on the basis of that
assumption it could be placed where it should not. Analogous considerations hold
for all the other components of an ambient type, whose subtyping has therefore
to be kept invariant w.r.t. them:

X' € x
amb, (G, &,.%,T,S) < amby (G, &,.7,T,S)

<-AMB

Subtyping is exploited by the introduction of an explicit subsumption rule:

s 't term: Trm  Trm < Trm’
I+ term : Trm/

SU

where, of course, a term is either a process or a capability.

The other rules of the system formally express the informal meanings of types
described above. For example, the typing rules for capabilities are (possibly using
the underscore in a Prolog-like manner to indicate components whose forms are
immaterial, i.e., single-occurrence metavariables):

't M:ambs(G,_,_,T,_ ) 't M:amb,(_,&,7,_,8) G'eé&
N ouT
I'inM: cap(G',{G},T) I'Fout M: cap(G’,., S)

The reading of the IN rule is: if M is an ambient of group GG usable as argument
of in and with local topics T, then the action in M may stay in an ambient
of any group G’; the group G of the ambient M, into which the action drives
its enclosing ambient, must be in the possible “destination” groups & of the
capability; the local topics of M must be the same as the upward topics of the
capability’s enclosing ambient, since this is going to have M as a new parent.
Observe that the second component of the type in the conclusion is the minimal
one, since any larger type is given by subsumption.

The reading of the oUT rule is analogous. If M is an ambient usable for
out with upward topics S, the capability out M may be exercised within an
ambient of any group G’, provided the ambient M lets G’-ambients out, i.e.,
G’ € &; observe that in this case the component of the ambient type cannot be
simply given in the form {G’}, for the very reason that subsumption does not
hold between ambient types. Also, since out m drives its enclosing ambient into
M’s parent, the 2 component of the capability type must coincide with the .
component of the type of M, and the upward topics of the process exercising
the capability must coincide with M’s upward topics.

The prefix and parallel rule state, as usual, that a process’ type basically is
the common type of all the capabilities and input-output operations present in
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the process; subsumption here ensures that all these types do not need to be
identical, provided they can be subsumed by a common process type.

I'-M:cap(G,2,S) Ik P:proc(G,2,T,S)
I'+ M.P: proc(G,2,T,S)

PREF

I'P: Proc TIFQ: Proc
I'P|Q: Proc

PAR

Rather standard is also the ambient rule:
' M:amb.(G,&,,T,S) I'+ P:proc(G,~,T,8) G €.
M|[P]: proc(G', @, S, shh)

AMB

where however the ambient name must be usable for construction, and the am-
bients whereinto M[P] may be driven must be a subset of the set of ambients
where it can stay: but subsumption allows to replace inclusion with equality
(between respectively the third an the second component of M’s and P’s type).
Invariance of ambient types ensures that if an ambient requires its content to
be of a certain type, an ambient with a smaller type can do as well, but the
ambient’s type is fixed.
The NULL rule assigns to the null process the minimum type:

NULL 0« proc(@, @, shh, shh)
As an example of communication rule we can consider untagged input:
Ix:W kP :proc(G, 2,io(W;,Wp),S) Wy <W
'k (x:W)P : proc(G, Z,i0(Wr,Wo), S)

INPUT

The other communication rules are similar.

In [21] an extension of MSBA is also presented, for a variant of BA, called Safe
Boxed Ambients, where coactions similar to those of SA are added. In order to
keep track of coactions, an additional component is needed in ambient, process
and capability types: the set of (groups of) ambients which an ambient may
contain, or which a process or capability allows to enter its enclosing ambient.

For the coaction mechanism to fit smoothly with the BA type system, the
out coaction has to be defined in a different way than in SA: since in BA one
must check the destination ambient for the out too, the co-capability out n, in
agreement with that, must be exercised in the ambient where n exits into, not
the one which n leaves.

7 Other Types of/for MA

Though much research in ambient typing has concentrated on mobility and se-
curity, more sophisticated disciplines concerned with only the communication
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aspect of MA have also been devised. In particular, in [1] a system is proposed
for a MA calculus enriched with the basic features of functional programming
languages (A-abstraction and application, if-then-else) and with the open capa-
bility. Its type structure is very rich, and process types are more appropriately
called behaviours to distinguish them from the more traditional ambient and
action types.

Basic process behaviours are communication types analogous to those of the
previous subsections, of the forms o(W),i(W), respectively indicating output
and input of type W; but, built from these, general behaviours (i.e., general
process types) b are of such forms as bq.ba, the behaviour of all processes that
first exhibit behaviour by then behaviour bs, or the type of all processes that first
have type b1 then type bo; the notation by | by indicates the type of processes that
behave like a parallel composition of processes of types b; and bs; etc.

An atomic behaviour diss, recording the occurrence of the ambient-dissolving
coaction open, is also needed; another basis for the inductive construction of
behaviours is the type € of processes which exhibit no traceable action, and is
therefore assignable to the null process.

The basic typing rules, respectively corresponding to null process, input and
output, therefore are, if we neglect polyadic communication:

Ie:WEP:D r=M:wW
I'=0:¢ ' ()P :i(W).b ' (M) :o(W)

Ambient types, of the form amb(b, d’) represent, as usual, the type b of processes
an ambient is allowed to contain (plus the type b’ of the process it unleashes
when opened). Since action prefixing transforms a process into another process,
capability types are viewed as a kind of type functions transforming a behaviour
into another behaviour; the full notion of type function not being needed, capa-
bility types cap(bLi) merely consist of behaviour contexts b, i.e., “behaviours
with a hole”, which is filled in the prefix rule:

I'M:cap(b.y) I'P:V
I'MP:bb

Since the type system does not handle mobility, the only non-empty-context
rules are those for open and open:

I'tm:amb(b,b") I'tm:amb(b,b) I'=m:amb(b,b")

I'tinfoutm : cap(LJ) I'+openm :cap(b'|LJ) I' - open m : cap(diss.L )

The rule for parallel composition is trivial, in agreement with the definition of
parallel behaviour:
F}—Pllbl F"Pg:bg
F|—P1|P2:bl|b2

The type system, differently from most of the other ones, is given a (trace)
semantics which, being so fine-grained, is a first step towards a model for the
calculus itself. A subtyping relation is defined semantically on this type model.
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As should be clear, the main motivation of [1] is that of permitting the so-
called orderly polymorphism, whose absence is actually a strong limitation of
ordinary ambient typings. Here an ambient is no more a boring place where
there is always the same topics of conversation, and a process is no more a
monomaniac guy always talking the same subject; on the contrary, a process
may first have a type (of conversation) and then a different one, and the type
system checks that this happens at the same time for all those enclosed in the
same ambient, so that no message non-understanding is possible. For such type
changes to work, i.e., for subject reduction, an explicit subsumption rule (holding
both for behaviours and for the other types) is necessary.

In an related area, but with a completely different purpose, is the work of
[13,14]. The goal is the construction of a model for an ambient calculus starting
from the definition of a suitable type system, in the well-established tradition
of filter models. In particular, [13] defines a type system — whence a model —
for a pure version of MA without communication primitives, while [14] does
the same for the whole public calculus (i.e., the calculus without restriction).
Actually, the latter considers an extended version of MA (with synchronous
output (M)P) where communication is formally higher-order, in the sense that
messages consist of full processes instead of capabilities.

Models are theories in which for two programs or processes to be identified it
does not suffice that their respective executions satisfy a same set of key invari-
ants, like being immobile, or single-threaded, or always outputting integer values;
but they really have to “behave the same”, according some suitable definition of
an externally observable behaviour.

Moreover, recalling that a sound model is fully abstract w.r.t. a behavioural
equivalence if does not discriminate more, it must be noticed that for the models
built in [13, 14] full abstraction, though not holding for ordinary MA, is recovered
by the addition of a self-open primitive, akin to the acid considered by Cardelli.

In filter models, which are based on an elegant application of the Stone
duality, two terms are identified if and only if they may be assigned the same
types; therefore a type system built for this purpose must be much more fine-
grained than even the one above-mentioned of [1]: the type of a term really
has to capture, with a limited abstraction, the information on all its possible
interactions, i.e., all its possible reductions in all possible contexts.

Process types for full (asynchronous higher-order) MA are (omitting the self-
open):

T,7:= w | inm.T | outm.T | openm.T
| (T).T | ofT).T | m[T) | T|T" | TANT'

where T'~ are simple types, i.e., not containing the A operator. As is apparent,
types are almost copies of terms, with only input variables and output values
abstracted away, and are analogous to those of [1]; however, w.r.t. them they
have different, dual meanings. The type inm.T is not, like in [1] and in the usual
behavioural type systems, the type of all processes that first surely perform the
action in m and then behave as specified by T'; instead, it is the type of all
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processes that may perform the action in m and then behave as specified by T,
in one of their possible executions; similarly, 7| 7" is the type of processes that
may behave like the parallel composition of processes of types T and T, and so
on.

In other words, while in traditional programming-oriented type systems a
process (or more generally a nondeterministic program) has a given type if all
its executions satisfy the invariant described by the type, in model-oriented type
systems a process may be assigned a given type if there exists at least one
execution satisfying the invariant. In the first case the process must behave
as specified by T (must-nondeterminism, universal quantification on reduction
paths), in the second it may (may-nondeterminism, existential quantification).

Crucial, in this regard, is the role played by the conjunction: the type T'AT’
is the type of every term for which there exists a reduction path satisfying T
and there exists a (generally different) path satisfying 7”. Thus each term has
many different types, corresponding to all its possible reductions.

Finally, the most striking feature, from a programmer’s point of view, is that
this kind of systems does not have the subject reduction property, but just the
opposite: the subject expansion. Execution, by choosing an actual path among
the many possible, decreases the set of branching possibilities, and therefore the
set of types it can be assigned; hence, their intersection, which is the minimal
type, becomes larger. The null process 0 has only the type w, which is the greatest
type, representing the trivially true property holding for every process.

8 Conclusion

The tutorial started from Cardelli and Gordon’s calculus and from its first type
system, purely dealing with communication and constituting the minimal typ-
ing without which, in a sense, the calculus itself does not have a full meaning
(presence of “error terms”).

Then it tried to show how this original core has been extended in different
directions either by introducing richer types without modifying the calculus, or
by extending or modifying the calculus so as to make it possible to define more
expressive types. To sum up, the most meaningful points are: the major role
played by the expression of properties concerning ambient movements (not sur-
prisingly, given the very name and scope of the original MA); the introduction
of the group technique for avoiding dependent types; types for enhanced com-
munication flexibility, where the interplay between communication and mobility,
inherent in the ambient paradigm, is in some cases so tight that the extension
actually concerns both, as in BA; types for security.

New type disciplines for expressing and checking other classes of invariants
are continuously emerging (for example those accounting for resource allocation
and consumption, in a not unlimited world [18]) thus opening new directions of
research, though staying away from the witty definition that “a type is whatever
is put at the right-hand-side of the colon” (U. de’ Liguoro).

It is also fair to say that ambient calculi have been strongly criticized as a
possible foundation for global and mobile computing, since the atomicity of mo-
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bility actions, of course essential in their definitions, seems to be very difficult
to implement in a distributed setting (which is the relevant case), as remarked
in [26]. If, for example, an ambient m wants to perform an in n action, then, as
explained in [26,17], first it must be checked whether there is a sibling ambient
named n, then the actual transfer of m must be performed; which requires that
either the involved ambients be locked (in case of synchronous implementations)
so as to avoid that in the meanwhile for example the ambient n moves some-
where else, or a complex message mechanism must be set up (in asynchronous
implementations, like [17]).

On the other hand, the implementation of Safe Ambients reported in [25]
separates the logical structure of an ambient system from its physical distribu-
tion, so that “ambients cease to be meaningful abstractions for the control of
the physical distribution of computations” [26].

Nevertheless, it is fitting to conclude this tutorial by mentioning one of the
latest offsprings of Mobile Ambients, again counting Cardelli among its au-
thors: the Bio-Ambients [24], intended to model some important aspects of bio-
molecular systems, which are clearly immune from the above criticism. In this
way, with the help of life sciences, Mobile Ambients are maybe going to find a
new unhindered lifeS.
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Abstract. The force that drives fundamental changes in security is
change in the use of information technology. To show how the envi-
ronment impinges on security requirements and the selection of secu-
rity mechanisms we compare familiar closed systems and emerging open
systems. We illustrate how specific features of a given communications
network influence security design and security analysis, and examine
whether the new challenges we are facing in security should be described
as issues of trust. Recommendations on directions in security research
conclude the paper, with the development of suitable conceptual frame-
works as a main objective.

1 Introduction

Too often, work on security is driven by existing security mechanisms ( “security
technology”) or by standard assumptions about the security goals that ought to
be achieved. Such approaches treat security as an issue that can be studied and
realized in isolation from other aspects of the particular system one is dealing
with. However, security requirements primarily depend on the application and
only in the second instance on the technology currently deployed. The statement
from [27]:

It is a frequently overlooked fact that security policies are established
“independent of the use of computers” [23].

may not be strictly true in all cases, but in the context of global computing
we should start by looking at the applications envisaged for the new computing
environment to understand the nature of the security requirements we have to
address.

When examining the reasons for insufficient security in current systems, the
complexity of systems and a lack of attention to security are often listed among
the prime causes. Rigorous design methodologies and in particular the use of
formal methods are suggested as remedies. Indeed, the use of formal methods
has a long history in computer security as illustrated by work on the Multics
operating system in the 1970s [3], and by 1980 sufficient progress had been made
to convince some that security was a solved problem.
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However, their hopes were disappointed and formal methods are at best only
part of the solution. Before we can contemplate a formal analysis of a system
we have to understand and properly formalize the desired security goals, and we
need a faithful model of the system under analysis. Again, this observation is by
no means novel but deserves to be re-iterated. We quote from [26]:

However, the formal analysis process is largely one of working within the
rules of a formal system that achieves its results by manipulating unin-
terpreted symbols. Extensive review of the meanings and implications of
the tautologies produced by this process is needed before a supportable
conclusion can be drawn on the relevance and applicability of such re-
sults. Equally important, the scope of the formal findings as well as the
assumptions on which they are based need to be understood.

At worst, formal methods are misleading. Methods geared to standard se-
curity goals or making standard assumptions about communications networks
may point to “attacks” that are meaningless in the given setting or may create
a false sense of security when they fail to check novel security goals. Already
at a technical level changes in protocol goals may be missed. For example, the
formal analysis of the IKE protocol in [20] did check agreement on keys but not
on the full security association (including the choice of cryptographic algorithm)
and missed an attack later described in [28] whereby an intruder interferes in a
protocol run and alters the choice of security association.

Our aim is to identify and illustrate general issues that should be considered
when defining research directions for security in global computing. Section [
contrasts some of the essential features of the “closed” environments traditional
computer security concepts have emerged from and rely on with the realities of
the “open” environments that are often the focus of security research today.
Section B employs authentication as an example to show how manifold and
changeable the meaning of fundamental security concepts can be. Section Htakes
a problem from Mobile IPv6 security to show how specific network aspects can
influence the design of security protocols. Section [l examines whether we need
trust to solve security problems in emerging applications. Section [6] concludes
with recommendations on research directions.

2 The Environment

Technical security measures tend to rely on features of the environment they
are deployed in to be effective. When the environment changes familiar mecha-
nisms may become ineffective. We will illustrate this observation by contrasting
the mechanisms and the assumptions underpinning security in closed and open
environments.

2.1 Closed Environments

Security research originated in closed organisations like research laboratories or
university departments. In such organisations, users have identities (company
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ID, student ID), can be physically located, and are subject to the authority of
other entities in the organisation (managers, heads of department). Assumptions
specific to closed environments underpin many familiar approaches to security.
In traditional computer security,

— security policies refer to user identities; access control consists of authentica-
tion (checking who you are) and authorisation (checking whether you have
the necessary access rights) [18].

— access control defends against attacks by outsiders; principals are “honest”
as stated by Needham [22]: If they [principals] were people they were honest
people; if they were programs they were correct programs.

— auditing is used to detect attacks by insiders: “If you break the rules we can
get hold of you”.

The anthropomorphic metaphor that principals are “honest” should not be
misinterpreted as a general expectation that people within the organisation are
honest. This metaphor is simply being used to state that certain security mech-
anisms do not address threats from insiders. It is also the case that some veri-
fication methods, e.g. the BAN logic of authentication [6], explicitly make this
very assumption. Obviously, any conclusion drawn from an analysis by such a
method is only valid in environments that match the assumptions made.

2.2 Open Environments

For the purpose of this paper, open environments are characterized by the ab-
sence of strict lines of authority. In the extreme case, parties may join and leave
the system on their own terms. Some ad-hoc networks fit this description [19].
As another example, consider parties joining together in a virtual organisation
where there is some agreement between partners but no entity has real authority
over the others.

Our emphasis is on organisational structures. In this respect, our concerns are
different from those in open systems security as commonly understood in network
security, where we often have closed environments connected by open networks.
For security, the move to open environments has a number of implications.

— User identities may be of little value. Names are useful locally [§] but in an
open environment we may deal with users we have not known previously,
whose name (identity) does not appear in any security policy, and who may
be outside the reach of any authority we are able to invoke.

— Security policies use attributes other than identity. Java security [I3] and
.NET security [I7] have been moving to code-based (evidence based) access
control for some time.

— There need not be a central authority for setting policies, e.g. in ad-hoc
networks or in peer-to-peer networks.

— There need not be a central point for making access control decisions.

— There is no boundary between inside and outside so the enemy is within by
default. Principals need not be honest.
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If security policies no longer refer to user identities and if authentication
checks who you are, we have access control without authentication. Incidentally,
if authorisation checks that your identity appears in an access control list and
if security policies are completely encoded in certificates, we have access control
without authorisation.

As we see, even the language we use to discuss security is geared to closed
environments and starts to fail us when we move to new settings. The general
challenge today is to expose closed system assumptions that are inappropriate
in open environments, both in the security mechanisms we are familiar with and
in the (formal) analysis methods at our disposal.

3 Properties — A Case Study

To illustrate how established security concepts can get in the way of understand-
ing the issues at hand or may have to be re-adjusted when the environment
changes we take a look at authentication.

3.1 Entity Authentication

The brief explanation of authentication given in section Bl captures one tra-
ditional usage, i.e. verifying a claimed identity. In communications systems, a
claimed identity is often verified for the purpose of setting up a secure session,
so authenticating verifies “whom you are talking to”. The term peer entity au-
thentication captures this meaning.

Peer entity authentication: The corroboration that a peer entity in an
association is the one claimed. This service is provided for use at the
establishment of, or at times during, the data transfer phase of a con-
nection to confirm the identities of one or more of the entities connected
to one or more of the other entities [9].

When cryptographic keys are established to create a secure session, today’s con-
vention refers to key establishment rather than to authentication. On the other
hand, entity authentication is now used in a way that does not refer to sessions
at all.

Entity authentication mechanisms allow the verification, of an entity’s
claimed identity, by another entity. The authenticity of the entity can be
ascertained only for the instance of the authentication exchange [15].

The current cryptologic terminology can be found in [21]. More comments on the
development of the terminology for authentication are given in [12]. Approaches
for formally capturing authentication have been examined in [TOJTT].
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3.2 Data Origin Authentication

For individual messages, data integrity and data origin authentication are rele-
vant security goals. The following definitions are given in [0].

Data integrity: The property that data has not been altered or destroyed
in an unauthorized manner.

Data origin authentication: The corroboration that the source of data
received is as claimed.

In a communications system, can we have one without the other? If the sender’s
identity (address) is an integral part of a message, a spoofed message should not
be accepted as genuine. To check the integrity of a message we would also have
to verify its origin. Secondly, if messages pass through a completely insecure
network, we can only rely on evidence provided by the sender to verify that a
message has not been altered in transit. For both reasons data integrity is sub-
sumed by data origin authentication. Conversely, for data origin authentication
we have to verify that a message is unchanged. Hence, data integrity and data
origin authentication can be viewed as equivalent, a view taken for example in
[21], page 359].

However, in an open environment where the identities of other parties are
unknown the sender’s identity may not be an integral part of a message. Fur-
thermore, if we do not assume that the network is completely insecure, we might
conclude that a message is received exactly as it was sent if a sufficient number
of independent witnesses can vouch for this fact. Of course, in turn we may have
to rely on other witnesses that confirm the witness statements. In this setting
we can have data integrity without data origin authentication.

Once we know more about the structure of a network, we not only can ask
about the identity of a party we are communicating with but also about its
location in the network. Authentication could thus refer to identity or to location.
Note that the two parts of an IPv6 address are a unique identity and topological
network information.

4 Communication Models — Case Study

When modelling communications in an insecure network we often assume that
the enemy is in complete control of the network and can alter, suppress, replay
and insert messages. This worst-case scenario does not consider the internal
structure of the network. However, in a concrete application we may have a
network where more restrictive assumptions about an attacker’s ability to com-
promise traffic can sensibly be made. Security mechanisms may be able to exploit
the internal structure of the network and verification methodologies have to be
able to capture this structure.

In open environments it may actually be more relevant to model scenarios
where nodes are corrupt but communications cannot be interfered with than to
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Fig. 1. Binding updates in Mobile IPv6.

model the familiar closed world where honest principals (nodes) communicate
over an insecure medium.

As a case study, we sketch security issues related to location management in
Mobile IPv6. Each mobile node has an address in its home network. Messages
sent to this home address are routed to the mobile node via a secure tunnel. For
more efficient communications, a mobile node can inform a correspondent node
about its current location by performing a binding update. We have thus three
channels, with different security characteristics (Fig. [I).

— Mobile <+ home: the mobile node and its home network have a prearranged
security association, which they can use to create a secure IP tunnel to
transfer messages.

— Correspondent <+ home: uses the wired Internet.

— Mobile « correspondent: unprotected radio channel.

The overall security requirement is that mobile IP should not weaken IP.
The attackers considered include mobile nodes lying about their identity or their
location. An attacker can use its own location as the victim’s current address in
a fraudulent binding update to hijack a connection or give the victim’s address
as its own location to mount a denial-of-service attack. Attackers also include
eavesdroppers listening to traffic on the radio links used by the mobile node,
but not someone who is in a position to intercept both channels used by the
correspondent.

In the protocol given in [2], where also a detailed explanation of its design ra-
tionale can be found, the mobile node first sends a binding update (BU) request
to the correspondent, directly over the radio channel and via the home agent
(messages la and 1b). The correspondent replies to both BU requests indepen-
dently, sending a key K{ to the mobile node via the home address of the mobile
node and a second key K7 directly to the claimed current location (messages 2a
and 2b). The mobile node needs both keys to authenticate the binding update
(message 3) using a message authentication code (keyed hash function h). In the
threat model chosen, it is admissible to send keys in the clear on the channels
from the correspondent.
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5 Trust

As programs like the Global Computing Initiative are exploring novel ways of
using information and communications technology, it comes as no surprise when
established security paradigms are found to be wanting. New problems require
new solutions and it has become fashionable to treat new security problems as
issues of trust. If the term security is associated with the old technologies then
indeed something new is needed but we have argued above that a narrow focus
on technology is mistaken, although quite common.

If we use security in its general meaning, we can investigate areas where new
approaches are needed, and ponder whether trust is a good description for the
problems we identify. We will now discuss a number of emerging security issues
that have been associated with trust.

5.1 Trust as Access Right

In access control, we have already observed the shift from identity-based access
control to code-based access control. Code-based access control has sometimes
been described as “code trust”. Code running with high privileges is often called
“trusted”, code running with low privileges “untrusted”, and code in between
“semi-trusted” or “partially trusted”. In this usage trust characterizes the access
rights (permissions) given to a piece of code, not the reasons why they were given.
To add to the confusion, in other places “trusted” is used to indicate that code
originates from a “trusted party”.

As part of the shift from closed to open environments we may want to deploy
access control schemes where several parties contribute to an access decision, in
contrast to the familiar centralized enforcement of security policies. Such dis-
tributed and more flexible schemes have become known as trust management
systems [5l4]. These systems do not manage “trust” in an intuitive anthropo-
morphic meaning but the specific access rights and policies of a given applica-
tion. As an aside, note that Digital Rights Management systems do not manage
“rights” as the term is understood in legal theory but permissions [25]. For ex-
ample, in the legal terminology fair use is a right but the “right” to copy a file
is a permission.

5.2 Trust as Contract

A party engaged in a collaborative project may need to give its partners access
to some of its resources. In terms of access control, a security policy stating who
is entitled to access which resource has to be defined and enforced. Sometimes,
these policies are described as capturing trust relationships between partners. In
most commercial collaborations the security policy will capture a well defined
contractual relationship, in which case trust is a contract.

When parties interact that are not regulated by a common policy, they will
apply their own local policies while negotiating which permissions to give to the
other party. The interests of the two parties need not coincide and the term
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multilateral security has been coined to describe situations where independent
security policies should be applied simultaneously, see e.g. [24]. The process of
negotiating permissions acceptable to both parties has been described in the
literature as trust negotiation. In this case, “trust” are permissions that are re-
quired or granted, possibly conditional on receiving other permissions in return.

5.3 Trust and Risk

Lack of trust is also the frequent explanation why customers are slow to take up
e-commerce and other e-services, and one finds definitions like:

Trust is the user’s willingness to risk time, money, and personal data on
a website.

It may be possible to increase trust by limiting the risks users are taking in
on-line transactions. So-called trust enabling technologies like digital signatures
and Public Key Infrastructures may actually have the opposite effect if they are
used in a way where users incur unlimited liabilities.

It is furthermore an interesting psychological question to identify the factors
that increase trust. It is, however, doubtful whether the security technologies
mentioned above will be a major contributor for members of the general public.

5.4 Trust as a Placeholder

We have already collected too many different notions to use trust as an overar-
ching security principle, and there are many more around. Within one technical
community, trust may have a specific precise definition so there will be no am-
biguity in internal discussions. There is, however, no clear causal relationship
between the different aspects of trust. On occasion some notions are related, in
other circumstances there may be no such link. In the end, trust is mostly used
as a placeholder to indicate a security issue we have yet to fully understand.

6 Conclusions and Recommendations

In any area of research, progress is closely tied to the development of a language
in which the concerns at hand can be clearly expressed. The current language
of information security was conceived in the 1980s and earlier, and is strongly
influenced by the applications and computer systems of that time. Familiar ter-
minology thus does not capture “security” per se but security from one particular
historic angle.

Security is a moving target. Hence, a new domain like global computing
has to examine whether canonical security requirements are actually relevant
and whether current concepts serve the purpose of clearly expressing the new
security challenges we encounter. Quite likely our language will have to develop
to encompass new facets of security. At the same time, fashionable but ill-defined
new terms do not help our cause.
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“Trust” is today the prime example for such a term. Trust is overloaded
with various technical meanings, which individually may be precise enough but
collectively are too diverse to contribute to a clear understanding of security.
Moreover, trust has emotional connotations relating to human relationships,
which can get in the way of understanding how a technical system works, or
create expectations that by technical means we can make people feel in certain
ways about new technologies. We can take the emergence of trust in current
security discussions as an indicator that new approaches are necessary. Within
technical communities, we can use precisely defined concepts we call trust, but
have to take care to distinguish our usage from other technical definitions and
from colloquial meanings of the word.

In access control a shift away from identity-based systems geared towards
monolithic organisations is under way. Provisions for code-based access control
are already part of commercial products. Various proposals for versatile lan-
guages for expressing security policies exist, see e.g. [[[]. Certificate-based trust
management schemes demonstrate how distributed access control schemes can
be implemented. In these areas, a major impulse for research has to come from
practical experiences in using these ideas that can provide the points of reference
for further theoretical work.

In communications security, there is less a need for new general primitives
but for security solutions tailored to concrete networks. Established views on the
design of security protocols may become a liability in this process. For example,
a well-known prudent engineering practice in protocol design calls for the names
of principals to be included in all messages to prevent protocol messages from
being used out of context [I]. However, including the name of the correspondent
in a signed message conflicts with plausible deniabilit, a privacy requirement
now considered for the IKEv2 key management protocol [16].

Security requirements can conflict as in the case just mentioned. Priorities
will depend on the actual application. For this very reason, security protocols
that defend against a very powerful attacker are not necessarily “more secure”
than those that defend against a limited threat. A seemingly stronger solution
may have side-effects that tip the balance against it in comparison to a less
ambitious protocol.

In security analysis we have to beware of the dangers of abstraction. Analysis
with respect to traditional security properties and general models can easily
miss its target and have little impact on the security of the new systems we
are designing. To repeat the remarks from the start of this paper, security is
not an add-on that can be dealt with in separation from the system under
design. Experience has shown that defining security properties is difficult and
error prone. Security terminology is constantly evolving and adapting to new
scenarios. It is a major challenge to find suitable concepts for discussing security
in the setting of global computing.

! Two parties can communicate without anyone being able to prove that they did have
a conversation, even with the collusion of one of the parties [T4].
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Abstract. We study the nature of the relationship between performance
measures and privacy guarantees in the case study of an adaptive pro-
tocol for the secure transmission of real-time audio over the Internet.
The analysis is conducted on a process-algebraic description of the audio
mechanism by following a methodology that allows the modeler to (i)
employ the noninterference approach to information flow theory for the
analysis of security requirements, and (i7) derive performance measures
obtained through markovian analysis techniques. The main result we
present is that the analysis of performance properties helps to estimate
the effectiveness (and to find a related countermove) of an attack that is
captured by the security analysis.

1 Introduction

The analysis of Quality of Service (QoS) properties and of security conditions are
two important problems that arise in the modeling phase of computer systems,
especially when dealing with applications working over public, untrusted net-
works and with strict functional and performance requirements [SDS01]. In this
paper, we focus on the potential relationship between these two aspects in the
context of a protocol for audio communications over IP, developed in a software
tool called BoAT [RGPSBOIJ/AGROIAMRO3I/AGRO03]. We chose this case study
because the success of voice over IP services strictly depends on their capabil-
ity of coping with unforeseeable environment constraints, typical of public wide
area networks, such as variable queueing delays, packet loss, and lack of secu-
rity guarantees. In particular, BoAT aims at providing an audio quality that is
comparable to that of the circuit-switched telephone system, and a security level
comparable to that of a private channel, by following two main strategies. On the
one hand, BoAT employs a mechanism that adaptively adjusts the playout of the
received audio packets to the fluctuating network delays in order to offer at the
receiving site the same audio quality as that produced at the sending site under
any scenario. The core of such a mechanism is represented by a handshaking
protocol, which is used to exchange estimations of the traffic conditions between
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the involved parties. A simulative comparison between this novel mechanism and
other existing adaptive algorithms revealed that BoAT succeeds in offering an
adequate QoS [ABGRO01]. On the other hand, BoAT employs a cryptographic
protocol, which adopts a lightweight securing mechanism based on the use of
a stream cipher (see, e.g., [Schn96]) and of a sequence of secret keys needed to
secure the conversation. The brief lifetime of each secret key (which is exchanged
in the same handshaking packets used by the adaptive playout algorithm and is
used by the stream cipher to encrypt few hundreds of bytes only) is the main
feature of BoAT that strengthens the robustness of the cryptographic algorithm
against cryptanalysis attacks. Moreover, as experimental studies have empha-
sized [AGROIJAGRO3], such an approach suffers a computational overhead that
is quite negligible with respect to other securing tools proposed in the literature.

The formal analysis we conduct in this paper aims at studying the effective-
ness of the securing mechanism of BoAT in the light of the considerations above.
The results we obtain have a twofold interest. On the one hand, the security anal-
ysis reveals an attack by an adversary that tries to intercept all the handshaking
packets containing the secret keys, thus blocking the re-keying mechanism. On
the other hand, the performance analysis shows that the throughput of the play-
out control algorithm, expressed in terms of number of audio packets delivered
(and played out) per sec, and the throughput of the privacy infrastructure, ex-
pressed in terms of number of secret keys exchanged per sec, are strictly coupled.
In particular, by analyzing the relation between these two measures, we can es-
timate the privacy level of the system and possibly detect the attack described
above. Moreover, it is worth noting that the results of the same formal analysis
help not only to reveal the weaknesses of the audio protocol but also to single
out and evaluate a strategy that makes it vain the attack of the adversary.

The study is conducted on a formal description of BoAT expressed in a proba-
bilistic process algebra [BA03]. Timed, probabilistic, and stochastic extensions of
process algebras (see, e.g., [THHMRI4/HS95/BDGI8]) have been introduced that
formally describe both functional and performance aspects on the same system
model, in order to bridge the gap between formal verification and quantitative
validation. In this setting, the novelty of our approach is that both performance
related properties and information flow security properties can be evaluated on
the same system model. From a performance standpoint, we can derive a Dis-
crete Time Markov Chain from the algebraic specification of BoAT and then we
can evaluate steady-state based performance measures (expressible by attach-
ing rewards to actions) through markovian analysis techniques [Ber99]. Such an
analysis is automatically conducted with the software tool TwoTowers [BCSS9S].
From a security viewpoint, the same system model is analyzed by employing a
probabilistic extension [ABGO02] of the noninterference approach [GM82[FGI5]
to the information flow theory.

The rest of the paper is organized as follows. In Sect. Bl we briefly recall
BoAT and its main features. In Sect. Bl we describe the probabilistic process-
algebraic framework based on which we conduct the analysis. Then, in Sect. @l we
present the algebraic specification of BoAT and we report on the results obtained
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by analyzing such a model. Finally, in Sect. [l some conclusions terminate the
paper.

2 A Secure Real-Time Audio Protocol: BoAT

In this section, we briefly describe BoAT, an adaptive protocol proposed for the
trusted, private transmission of real-time audio over public networks like the
Internet [RGPSBOIJAGROTJAMRO3JAGRO3].

On the one hand, BoAT provides an adaptive control mechanism that sup-
ports quality guarantees of Internet voice software in spite of highly fluctuant
transmission delay variation and packet loss. The goal of providing a synchronous
playout of audio packets at the receiving site is typically achieved by buffering
the received audio packets and by delaying their playout time in order to compen-
sate for variable network delays. With respect to other adaptive audio algorithms
(see, e.g., [Schu92[HSKI8|), BoAT dynamically adapts the playout delays to the
network traffic conditions assuming neither the existence of an external mecha-
nism for maintaining an accurate clock synchronization between the sender and
the receiver, nor a specific distribution of the end-to-end transmission delays
experienced by the audio packets.

On the other hand, BoAT embodies a privacy infrastructure that provides
authentication of the two involved parties, secrecy and integrity of the protocol
data and of the audio conversation. This is obtained with a minimal per-packet
communication overhead that does not jeopardize the performance guaranteed
by the adaptive playout mechanism.

Succinctly, the core of the mechanism of BoAT is based on a three way
handshake protocol periodically performed during the conversation between the
sender and the receiver. Thanks to such a packet exchange, usually performed
once a second, the two parties obtain (i) an estimation (called A) of the upper
bound for the packet transmission delay experienced during the audio communi-
cation, and (i7) a new secret key used to secure the conversation.

A correct estimation of A represents the key factor for the success of the
playout control mechanism. Indeed, A directly influences the talkspurt playout
delay, which is dynamically set at the receiving site from one talkspurt to the
next one on the basis of the result of the handshaking phase. A description of
such a mechanism is as follows. The sender begins the synchronization policy by
sending a probe packet timestamped with the time value t; shown by its own
clock. At the reception of this packet, the receiver sets its own clock to t; and
sends immediately back a response packet timestamped with the same value t.
Upon receiving the response packet, the sender checks if it is related to the last
probe message sent to the receiver and, in such a case, computes the value of the
round trip time (RTT) by subtracting the value of the timestamp ¢, from the
current value of its local clock. At that moment, the difference between the sender
clock and the receiver clock is equal to an unknown quantity (say to), which may
range from a theoretical lower bound of 0 (i.e., all the RT'T has been consumed
on the way back from the receiver to the sender), and a theoretical upper bound
of RTT (i.e., all the RTT has been consumed during the transmission of the
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probe packet). The final packet of the handshaking phase sent by the sender to
the receiver is an installation packet, with attached the calculated RTT value
and the timestamp t5. Upon receiving this packet, the receiver sets the time of
its local clock, by subtracting from the current value of its local clock the value
of the transmitted RTT. At that moment, the difference between the sender
clock and the receiver clock is equal to a value given by A =ty + RT'T, where
A ranges in the interval [RTT,2 x RTT], depending on the unknown value of
to, that in turn may range in the interval [0, RTT]. Usually, the installation of
a new clock value at the receiving site does not occur during a talkspurt since
it may artificially alter the comprehension of the conversation. Therefore, the
install message is not sent as soon as the response packet is received; instead, it
is sent during a silence period. Finally, the last step of the handshaking protocol
is given by the transmission of a timestamped acknowledgement packet from
the receiver to the sender. At the end of the protocol, the difference between the
sender clock and the receiver clock represents the estimate of an upper bound for
the transmission delay that is used to dynamically adjust the playout delay and
the buffer size. In particular, each audio packet is timestamped with the value
of the sender clock at its generation instant, and such a value also represents
the playout instant that must be scheduled by the receiver. Hence, a maximum
transmission delay equal to the difference between the two clocks is left to each
audio packet to arrive at the receiver in time for its playout. The reader interested
in more details and proofs concerning this adaptive playout control mechanism
should refer to [RGPSBOTTABGROT].

The other goal of the handshaking protocol is to provide privacy of the audio
communication. This is done as follows. A preliminary authentication phase is
carried out by the two parties before the conversation (e.g., by resorting to a
digital signature scheme). During this step, the trusted parties agree on a se-
cret key, which is used to encrypt the packet exchange of a first handshaking
phase that precedes the audio communication. Then, during each handshaking
phase i, the authenticated parties agree on a session key K; (e.g., exchanged
in the install packet). Whenever the three-way handshake has a positive out-
come, K; is the session key used by a stream cipher to secure the subsequent
chunk of conversation. Since the handshaking protocol is periodically started
during the conversation, a sequence of keys {K;};cn is generated, where each
key has a lifetime equal to the time between two consecutive synchronizations.
Details related to such a protocol and to the securing algorithm can be found
in [AGROIJAGRO3].

Summing up, the synchronization policy is periodically repeated throughout
the whole conversation. In particular, in order for the proposed policy to adap-
tively adjust to the highly fluctuant network conditions, the above mentioned
synchronization technique is first carried out prior to the beginning of the con-
versation, and then repeated about once a second thus preventing the two clocks
(possibly equipped with different clock rates) from drifting apart. The proposed
protocol guarantees that (i) both playout delay and buffer size are always pro-
portioned to the traffic conditions, and (i¢) the brief lifetime of each session key
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makes it harder any cryptanalysis attack conducted by an adversary (see, e.g.,
[BSWO00], where it is shown that a few seconds of conversation are enough to
complete a cryptanalysis attack against a stream cipher).

3 A Process-Algebraic Framework

3.1 The Probabilistic Calculus

Basic process algebras (and their extensions) are specification languages used
to describe in a compositional way the behavior of concurrent systems in order
to formally derive their functional (and non-functional) properties. The basic
elements of any process algebra are the actions, which in our calculus are syn-
tactically divided into output actions and input actions, and the algebraic op-
erators, which in our calculus are equipped with probabilistic information. The
model of probabilities we adopt is a mixture of the generative and reactive ap-
proaches of [GSS95]. In particular, we assume the output actions behaving as
generative actions (a generative process autonomously decides, on the basis of a
probability distribution, which action will be executed and how to behave after
such an event) and the input actions behaving as reactive actions (a reactive
process internally reacts to the choice of the action type, say a, performed by
the environment, on the basis of a probability distribution associated with the
reactive actions of type a it can perform).

Formally, AType is the set of visible action types, ranged over by a, b, .. ..
For each visible action type a, we distinguish the (generative) output action a
and the (reactive) input action a,. The set of actions is denoted by Act, ranged
over by m, ', ..., including the input and the output actions with type in AType,
and the special action 7, representing the internal, unobservable action. We point
out that 7 behaves as a generative action, because it expresses an autonomous
internal move, which does not react to external stimuli. The set £ of process
terms is generated by the syntax:

Pu=0|n.P|P+? P|P|%P|P\L|P/?|A

where S, L C AType, a € AType, and p €]0,1[. The set L is ranged over by
P, @Q,.... Constants A are used to specify recursive systems. In general, when
defining an algebraic specification, we assume a set of constants defining equa-

tions of the form A 2 P to be given. In the following, we restrict ourselves to the
set of finite state, closed, guarded terms of £, which we call processes [Mil89].

As usual in security models, we distinguish among high-level visible actions
and low-level visible actions by defining two disjoint sets ATypey of high-level
types and ATypey, of low-level types, which form a covering of AType, such that
the output action a and the input action a. are high- (low-) level actions if
a € ATypey (a € ATyper). Finally, we say that P is a high-level process if
all actions syntactically occurring in the action prefix operators within P are
high-level actions.
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Now, we informally describe the semantics of the operators and the prob-
abilistic model through some examples (for a formal presentation the reader
should refer to [ABG02]).

Example 1. Let us consider the system
Writer ||1{)p7,0duce} Buffer,

described as the interaction of two processes, Writer and Buffer. The communi-
cation interface {produce} says that the two processes interact by synchronously
executing actions of type produce. Each other local action is asynchronously ex-
ecuted by the two processes. Probability p is the parameter of a probabilistic
scheduler that, in each system state, decides which of the two processes must be
scheduled, i.e. Writer with probability p and Buffer with probability 1—p. Now,
let us detail each component in isolation. Process Writer repeatedly produces
new items:
Writer 2 produce. Writer +9 . Writer.

The alternative choice operator “_ +9 ” says that process Writer can either

produce a message (action produce) with probability ¢, or stay idle (action 7)
with probability 1 — ¢, and afterwards behaving as the same process Writer.
The actions produce and 7 are generative, hence the process itself autonomously
decides, on the basis of a probability distribution guided by parameter g, which
action will be executed and how to behave after such an event (see Fig. Mla),
showing the labeled transition system associated to process Writer in isolation).
Process Buffer, instead, is ready to accept new incoming items or it stays idle:

Buffer 2 (produce,.discard. Buffer +" produce,.store. Buffer) + 7. Buffer.

The two actions produce, are reactive, hence the process reacts internally to the
choice of the action type produce, performed by its environment, on the basis of
a probability distribution associated with the reactive actions of type produce it
can perform. Whenever the action type produce is chosen by the environment,
process Buffer reacts by choosing either the first action produce, with probability
r and then discarding the message (action discard), or the second action produce,
with probability 1 —r and then storing the message (action store). Alternatively,
if process Buffer is not accepting items from the environment, the internal action
T is repeatedly executed to model the idle periods of the buffer. The choice
between the input actions produce, and such an internal event is nondeterministic
(parameter 1’ is not considered), because the execution of an action produce, is
entirely guided by the external environment (see Fig. [[l(b), showing the labeled
transition system associated to process Buffer in isolation).

According to the considerations above, the two processes interact in the com-
posed system as follows. If process Writer decides to perform the action produce,
then process Buffer reacts by executing one of its produce, actions. In the ini-
tial state of our example (see Fig.[[(c)), the system executes a move of process
Writer with probability p: it executes either the internal move 7 with proba-
bility p - (1 — q), or the move produce with probability p - ¢ (with probability
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p
Writer Buffer Writer H Buffer
{produce}
iy T T, p(1-q) + (1-p)
produce, ¢ produce,, r produce,,, 1-r

produce,pq(1-r)
discard store

discard,1-p  store, 1-p Tr

(a) (b) (c)

Fig. 1. Labeled transition systems associated to different process terms. Transitions
are labeled with an action and a probability, which is equal to 1 if omitted.

p-q-r it executes a produce action synchronized with the first reactive action
of process Buffer and with probability p - ¢ - (1 — r) a produce action synchro-
nized with the second reactive action of process Buffer). On the other hand, the
system may schedule with probability 1 — p the process Buffer by executing its
internal action 7 (that gets the entire probability 1 — p associated to process
Buffer). Afterwards, if, e.g., the winning action is the action produce leading to
term Writer Hf{’pmduce} store. Buffer, then the system executes either the action
store with probability 1 — p, thus reaching the initial state again, or the action
7 of process Writer (which gets the entire probability p associated to process
Writer, since it is the only generative action of the left-hand process enabled by
the system).

Ezxample 2. Let us consider the system
Job ||& Scheduler,

where processes Job and Scheduler interact by synchronizing on actions in the
set S = {schedule, end}. We now detail the several components and their inter-
actions. Process Job repeatedly produces new jobs:

Job e schedule.end . Job.

Whenever the synchronizing generative action schedule is executed, which mod-
els a new job passed to the scheduler component, process Job waits for the
termination of the job, which is signalled via a synchronization through the re-
active action end,, and then behaves as the same process Job. Term Scheduler
is in turn composed of two communicating processes:

’

Scheduler 2 (Fetch ||'§ Ezec) /b ,ss

pass}

which model a pipeline whose components sequentially execute the received job:

Fetch ! schedule,.T.pass. Fetch
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Job ||§((Fetch ||{,,. Erec)/{pnssy) Job ||§(((Fetch [|{,,.5 Brec) /{,q5)\{end})
end
schedule T T 1 schedule T T 1

(a) (b)

Fig. 2. Labeled transition systems associated to the models of Example[2

fetches a new job (action schedule,), does an internal computation, and then
passes the control (action pass) to term

A
Ezec = pass,.T.end.Ezec,

which in turn does some internal computation and then communicates the result
by synchronizing with process Job (action end). The hiding operator “_/b ..~
turns the action pass, resulting from the synchronization between processes Fetch
and Ezec, into the action 7. This is because the activity modeled by the action
pass represents an internal computation of term Scheduler, which should not be
observable by an external component like process Job.

In the initial state of our example, the synchronizing action schedule (express-
ing the communication between processes Job and Fetch) is the only generative
action executable by the system, therefore it gets the entire probability 1 to be
performed. Moreover, note that process Exec is blocked since the action pass,
cannot synchronize. By following the same considerations, we then execute a
sequence of 7 actions representing the computations of term Scheduler, followed
by the action end leading to the initial state again (see Fig.[2(a)). As a conse-
quence, since probabilistic choices among concurrent processes are never to be
performed, parameters g and ¢’, which guide the probabilistic parallel execution
of processes Job, Fetch, and FExec, never come into play. Moreover, parameter
p is not meaningful (we will shortly explain its use). Now, let us assume that
a malfunction prevents the scheduler from informing process Job that the cur-
rent job has been completed. This behavior can be modeled with the restriction
operator “_\L” by changing the system as follows:

Job ||%(Scheduler\{end}),

where term Scheduler is prevented from executing actions of type end. Therefore,
in term end,.Job ||%(((Fetch || end.Ezxec) /P, .)\{end}), which is reachable

?pass} pass

from the initial state by executing the sequence of actions schedule T ™7, the
synchronization on the action of type end is not enabled. Since the composed
system does not enable other actions that can get the probability of the restricted

action end, the system deadlocks with probability 1 (see Fig. 2Ib)).

The two examples above put in evidence some features of our probabilistic
calculus.
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As far as the CSP-like communication policy is concerned, in any binary syn-
chronization at most one generative action can be involved and, in such a case,
the result is a generative action of the same type. Instead, in case two reactive
actions of type a synchronize, then the result is again a reactive action of type
a. We recall that the actions belonging to the communication interface are con-
strained to synchronize, while all the other actions are locally and independently
executed by the processes that compose the system.

As far as the probabilistic model is concerned, the following comments are
in order. Probabilistic choices among generative actions (among reactive actions
of the same type) are fully probabilistic, while in each other case the choice is
completely nondeterministic. This is essentially due to the fact that the reactive
actions are underspecified since they are guided by the environment behavior.
As a consequence, the parameters that probabilistically guide the choices come
into play if and only if a probabilistic choice is really to be performed. Some
further details are in order in case of the parallel operator P [|% Q:

— since the execution of some generative actions of P can be prevented in
P % Q (P\L), the probabilities of executing the remaining generative actions
of P are proportionally redistributed (similarly for @), as shown both in
Example [[] and in Example [2] (note that this is a standard approach when
restricting actions in the generative model [GSS95));

— in case of synchronizing generative actions a of P, their probability is dis-
tributed among the multiple actions a obtained by synchronizing with reac-
tive actions a, executable by @, according to the probability the actions a.
are chosen in @ (symmetrically for @), as shown in Example [}

— in case both P and @) can execute some synchronizing actions a, € S, then
P % Q can execute some actions a,: the probability of each action a, exe-
cutable by P /% @ is the product of the probabilities of the two actions a,
(one of P and one of Q) that are involved in the synchronization.

We point out that in each system state of a process term, the sum of the proba-
bilities of the generative actions (reactive actions of a given type a), if there are
any, is always equal to 1.

A final remark is in order for the hiding operator P/?, which turns reac-
tive and generative actions of type a into 7 actions. Parameter p expresses the
probability that actions 7 obtained by hiding actions a, of P are executed with
respect to the generative actions previously enabled by P. Hence, p guarantees
that the hiding operator does not introduce nondeterminism among generative
actions. Instead, parameter p is not used when hiding generative actions (like in
Example[J), since the choice among generative actions is already probabilistic.
Here, we do not detail the semantics of such an operator when hiding reactive
actions, since this particular case does not arise in our case study.

In the rest of the paper we use the following abbreviations. We assume pa-
rameter p to be equal to % whenever it is omitted from any probabilistic operator.
Moreover, when it is clear from the context, we use the abbreviation P/S, with
S ={a1,...,an} C AType, to denote the expression P/y, 4, = Play---/a,-
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3.2 Security Analysis

Unauthorized disclosure of information in multi-level security systems can be re-
vealed by verifying whether the several components of the system fail to protect
a confidential, high-level information by leaking it to a public, unclassified, low-
level user. Nondeterministic approaches to the information flow theory analyze
such a kind of interference by studying the effect of the confidential activities
on the public view of the system behavior (see, e.g., [McLI0[FG95]). Anyway,
two main problems arise when considering an approach based on pure nonde-
terminism. On the one hand, such a binary, qualitative notion of information
leakage turns out to be too restrictive in several real systems, where high level
interferes with low level all the time [RMMGOT] and the effort of the designer
consists of minimizing such a kind of undesirable interactions. On the other hand,
the analysis of nondeterministic security properties is not appropriate to reveal
those interferences that are not solely nondeterministic, since they may depend
on additional information, like probabilities and time [Gra92]. Along this line,
in [ABG02] we have proposed a probabilistic extension to the nondeterminis-
tic information flow theory of [FG95|] based on the probabilistic process algebra
surveyed above, which is intended to:

— capture those information flows which are not observable in a purely nonde-
terministic setting;

— deal with the general case where the tolerance for information leakage is
given by a quantitative estimate expressed by probabilistic measures.

The analysis of a given security property, say SP, in a process algebraic
setting roughly consists of:

1. deriving two models from the algebraic specification of the system at hand;
2. checking the semantic equivalence between such derived models.

The definition of the submodels to be compared depends on the definition
of SP. One of the most intuitive properties described in [ABGO02] is the Proba-
bilistic Bisimulation Nondeducibility on Composition property (PBNDC'), which
informally says that the probabilistic low-level view of a system P in isolation is
not to be altered when considering the potential interactions of P with the high-
level activities offered by the external environment. The definition of PBNDC
is formalized as follows.

Definition 1. P € PBNDC if and only if
P\ATyper ~pp (P}, 31D/ - /i )\ATypen
Y D,q1,--,qn €]0,1[, Y{h1,...,h,} C ATypey, and V' high-level process II.

Term P\ ATyper, where the high-level actions are prevented, models the low-

level behavior of the system P in isolation, i.e. without high-level interactions

with the environment. Term ((P \|’{)h1’_“7hn} my/i ... i )\ATyper models, from
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the low-level standpoint, the behavior of P when interacting, through the com-
munication interface {hi,...,h,}, with the high-level activities offered by the
external environment, represented by any process II (enabling high-level actions
only) put in parallel with P. Finally, ~pp is the equivalence relation, called
weak probabilistic bisimulation [ABGO02|, which is a probabilistic version (in-
spired by [BH97]) of the classical weak bisimulation of [Mil89]. If the two views
of the system are indistinguishable from the standpoint of an external observer
that can access the low-level part only, then no unwanted information leakage
occurs and the system is considered to be secure.

3.3 Performance Analysis

As far as the temporal aspect is concerned, we now describe an interpretation of
the probabilistic process algebra in the context of discrete time [Bra0O2/BA03],
i.e. where time is represented by a sequence of discrete steps, like in Discrete
Time Markov Chains (DTMCs), and the duration of each step is given by a
fixed time unit. In such a framework, the parallel composition operator we adopt
allows (7) processes with different probabilistic advancing speeds (mean number
of actions executed per time unit) to be modeled, and (i%) several processes based
on different time units to be composed in parallel by preserving their temporal
behavior.

In our discrete time setting, P ||'c @ models a system where p (1 — p) is the
probabilistic advancing speed of P (@), i.e., at each system state a probabilistic
scheduler schedules for execution an action of P with probability p and an action
of (Q with probability 1 — p. Now, on the basis of the mean action frequency or,
in other words, of the time unit adopted by each process in isolation, we can
adequately calculate a global time unit for the composed model and a suitable
probabilistic parameter for the parallel operator in such a way that each process
preserves its mean action frequency. More precisely, P || @ can be interpreted as
being a description of the actual concurrent execution of two processes P and @)
specified with respect to different action durations. This is done as follows. If fp
is the mean action frequency in process P (i.e. each action takes time 1/fp on
average to be executed) and fg is the mean action frequency in process @, the
mean action frequency of the parallel composition of P and @ is f = fp + fo.
Therefore, the time unit for P |5 Q is uw = 1/(fp + fo). Now, given that p is the
probabilistic advancing speed of P, the mean action frequency of P with respect
to u is given by p/u = p - f. Therefore, if we take p = fp/f = fp/(fp + fq), it
follows that the mean action frequency of P within P ||% Q is fp. Similarly, the
action frequency 1 — p of ) with respect touis 1 —p = fo/f = fo/(fr + fo)-

Such an approach holds under the restriction that in each system state reach-
able from P || @, a probabilistic choice between P and @ guided by parameter
p is to be performed. Then, from the labeled transition system associated to a
fully specified process (i.e., not enabling nondeterministic choices), we can derive
a DTMC (by discarding types from transition labels), on which we can apply
standard techniques to evaluate performance measures of interest. Finally, we
point out that if we are interested in evaluating steady state based performance
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measures (which are expressible by attaching rewards to actions), the approach
described above provides an exact solution even if the advancing speeds are
considered to be exact instead of probabilistic [BA03].

As we will show in the next section, we employ such an approach to model
the temporal behavior of each component of the audio protocol specification.

4 Performance and Security Analyses of BoAT

In a previous work [ABGROI] we conducted a simulative analysis on an alge-
braic specification of BoAT (based on the process algebra EMPA . [Ber99]) to
get some performance measures related to the QoS offered by the adaptive play-
out control algorithm. The reason for resorting to EMPA,, was its expressive
power given by a set of features, such as probabilities, priorities, and value-
passing. However, the results of such an analysis were limited to the functional
and performance properties of BoAT. In this section, we employ the approach
described in Sect.[Jin order to formally evaluate also the security level of BoAT.

4.1 The Algebraic Specification of BoAT

In this section, we introduce the algebraic specification of BoAT based on the
calculus presented in Sect.[Bl To this aim, we resort to the following assumptions.
Since all packets are encrypted with secret keys that are not known by external
parties, we abstract away from the cryptosystem used within the protocol and
we just model the packet exchange. Moreover, for the sake of simplicity, we take
into consideration the half-duplex part of the communication during which the
so-called sender talks and the so-called receiver listens.

In Table [[] we show the model of a sender which repeatedly transmits audio
packets and periodically performs the three-way handshaking protocoﬂ Process
Sen models the situation in which a new handshaking phase is to be started:
the output action prepare_packet expresses the transmission of an audio packet,
the output action prepare_probe represents the transmission of the first message
of the handshaking phase, and the output action idle_S denotes the inactivity
periods of the sender during which no packets are sent out, e.g. due to a tem-
porary overloaded channel. As far as the reactive behavior is concerned, process
Sen is ready to accept messages coming from the receiving site. Since we just
model the part of the communication during which the sender talks and the
receiver listens, the only messages originated by the receiving site can be those
related to the handshaking protocol, i.e. response messages and ack messages. In
particular, in process Sen the reception of a response message, modeled by the
input action trans_response,, refers to an old unsuccessful handshaking phase.
Therefore, it is simply ignored (note that the action of type trans_response does
not cause a change of state). Similarly, in process Sen, ack packets related to
previous synchronization protocols are not expected to be received. In this case,

! We will discuss the values of the parameters associated to the operators in the next
section, where we will consider the temporal behavior of the system.
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Table 1. BoAT — Model of the sending site.

Sen 2 ((prepare_packet.Sen +°°¢ prepare_probe.Sen’) +
idle_S.Sen) + (trans_response,.Sen + ignore_ack,.Sen)
Sen’ 2 ((prepare_packet.Sen’ +°°¢ prepare_probe.Sen’) +
idle_S.Sen') + (trans_response,.Sen” + ignore_ack,.Sen’)
Sen” 2 (((prepare_packet.Sen” 4™ prepare_install.Sen’") +°-9
prepare_probe.Sen') + idle_S.Sen") +
(trans_response,.Sen” + ignore_ack,.Sen'")
Sen” 2 ((r.Sen”" +° prepare_packet.Sen'"") +°-9
prepare_probe.Sen’) + (trans_response,.Sen”" + trans_ack..Sen)
Sen’" 2 ((prepare_packet.Sen"” +°-9 prepare_probe.Sen’) +
idle_S.Sen""") + (trans_response,.Sen”" + trans_ack..Sen)

we model the reception of an ack message via the input action of type ignore_ack,
which denotes an ack packet received and discarded by the sender (i.e., related
to a failed synchronization). In case of successful completion of the handshaking
protocol, we will use the action type trans_ack. The motivation for such an ex-
plicit distinction is that we will be interested in quantifying failed and successful
handshaking phases.

When a new probe message is transmitted, the sender waits for a response
message from the receiver in term Sen’. Note that, in each term of the sender
model, we allow a new synchronization phase to be started via the execution of
the action prepare_probe, which leads to term Sen’, since the original audio proto-
col discards those handshaking phases that (¢) are not completed within a second
(e.g. due to sudden spikes in end-to-end delays), and (ii) are deadlocked because
of some lost handshaking packets. With respect to term Sen, in term Sen’ the
reception of a response message through the input action trans_response, ex-
presses the completion of the first step of the handshaking protocol after which
the sender prepares an install packet to be sent in term Sen’.

After the execution of the action prepare_install, the sender waits for the
final ack from the receiver in term Sen’”. Since usually the install packet is sent
during a silence period, term Sen’’ models the inactivity phase of the sender
by repeatedly executing an internal action 7. Alternatively, the execution of the
action prepare_packet, which leads to term Sen’””, represents the termination of
the idle period and the beginning of a new talkspurt. For both terms Sen’”’ and
Sen’"” the execution of the action trans_ack represents the final step of a three-
way handshake completed with success, whose effect is that the initial state Sen
is reached again.

We now describe a (possible) model for the receiver and for the channel (see
Table[2). As far as the network is concerned, since we concentrate on the half-
duplex audio communication between the sender and the receiver, we explicitly
model the channel that transmits packets from the sending site to the receiving
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Table 2. BoAT — Model of a perfect channel and of the receiving site.

Ch 2 prepare_packet, . For_packet +
prepare_probe . For_probe +
prepare_install,.. For _install +
idle_R..Ch

trans_packet,.Ch + idle_S «.For_packet
trans_probe,.Ch + idle_S . For_probe
trans_install,.Ch + idle_S . For_install

For_packet
For_probe

1IN

For_install

Rec

(trans_probe. Rec' + trans_install. Rec”) +
(trans_packet.Rec + idle_R.Rec)

trans_response. Rec

1NN

trans_ack.Rec + ignore_ack.Rec

>

BoAT = Sen||%(Ch| g Rec)

s 2 {prepare_packet, prepare_probe, prepare_install,
trans_response, trans_ack, ignore_ack, idle_S}

R = {trans_packet, trans_probe, trans_install, idle_R}

site. Instead, the packets originated by the receiver and destined to the sender
are directly passed between these two terms, so that we abstract away from the
related channel.

Term Ch is a fully reactive process modeling a perfect channel that does not
lose packets and is always ready to accept packets originated by the sender. The
action idle_R, is enabled to inform the receiver that currently no packet is ready
to be delivered. Once a packet is transmitted from the sender to the channel,
term Ch passes the control to one of terms For_packet, For_probe, or For_install,
which are in charge of forwarding the packet to the receiver. In each of these
terms, the channel is not ready to accept further packets from the sender, so
that the action idle_S, is enabled to inform the sender of such a situation.

Term Rec models a receiver that either is idle (and repeatedly executes action
idle_R) or accepts any arriving packet. If a handshaking packet is delivered,
term Rec passes the control to one of the following terms: term Rec’ transmits a
response message in case a probe packet has been received; term Rec” transmits
an ack message in case an install packet has been received.

Finally, in Table 2] we also report the overall system BoAT, expressing the
parallel execution of the three models specified so far, together with the related
communication interfaces.

4.2 Security Analysis of BoAT

From a security standpoint, we want to verify if the handshaking protocol (which
is the core of the securing mechanism of BoAT) is robust against external attacks.
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To this aim, in order to apply the methodology described in Sect. Blwe have to
single out the high-level actions and the low-level ones, so that the high and low
behaviors of the system can be specified.

According to an approach proposed in [FGMOQ] for the analysis of nonin-
terference properties of cryptographic protocols, the high level expresses the
external, possibly dishonest environment, where the intruders act in order to in-
terfere with the activities of the protocol. Hence, it is reasonable to assume that
all actions that are used to model the protocol, which interacts with the environ-
ment, are high-level actions. Instead, the low-level actions are extra observable
actions that we include into the protocol specification in order to observe the
properties of the protocol itself.

In the context of our case study, we have to add some low-level actions that
allow an external low-level observer to analyze the behavior of the three-way
handshake, that is the core of the protocol under analysis. We point out that
the successful execution of a handshaking phase starts with the transmission of a
probe message and terminates with the reception of an ack message. Therefore,
if we include in the sender model a low-level action init_synch immediately
after the execution of each action of type prepare_probe, and a low-level action
end_synch immediately after the execution of each action of type trans_ack, a
low-level observer may infer the result of any handshaking phase and potentially
realize that an adversary is trying to interfere with the synchronization policy.
As an example, term Sen of Table[d should be changed as follows (similarly for
the other ones):

Sen 2 ((prepare_packet.Sen +°96 prepare_probe.init_synch.Sen’) +
idle_S.Sen) + (trans_response,.Sen + ignore_ack,.Sen).

In the following, we denote by Sen; the sender model enriched with the low-
level actions as specified above. Now, we are ready to apply the methodology
described in Sect.[3] for the security analysis of BoAT. Since we are assuming that
both participants have been previously authenticated, potential interferences
may come from the channel only. Therefore, the security property we intend to
check can be informally defined as follows.

BoAT is secure if and only if the execution of the protocol without exter-
nal interferences is invariant with respect to the execution of the protocol in an
untrusted channel possibly under the control of the adversary.

On the one hand, we observe that term BoAT of Table 2] expresses the
execution of the protocol without interferences. Indeed, we recall that term Ch of
Table Plmodels a perfect, private channel with no intruders. Therefore, it follows
that the low-level view of the system in the sense specified above is expressed

by term BoAT; 4 (Sen; [|%(Ch|| g Rec))/(SUR), where all the high-level actions
denoting the protocol activities are hidden.

On the other hand, if we assume that the network is under the control of the
adversary, then we have to consider the system for any model of the communi-
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cation channel, which may include external attacks. Therefore, we can formalize
the security property in a PBNDC' style as follows2:

BoAT\ATypey ~pp ((Sen |%(Ch' ||% Rec))/P)\ATypex

Yq,q' €]0,1[, Vp € Seq]‘gLf[R‘ and V high-level process Ch'.

The formula above says that the low-level view of BoAT)] in isolation is to be
the same as that observed when the sender and the receiver perform their proto-
col steps by transmitting their packets over an untrusted (potentially controlled
by the adversary) channel (modeled by any high-level term Ch’, which may in-
clude dishonest strategies). Note that in BoAT;\ ATypey the final restriction on
the set ATypey is redundant, since in term BoAT; the high-level actions are
either hidden (if they result from a synchronization) or restricted by the parallel
operators (if they cannot synchronize).

The low view of term BoAT; consists of a sequence of actions end_synch,
each one preceded by at least one action init_synch. This correctly represents
the expected behavior of BoAT, which periodically starts a new handshaking
phase (denoted by action init_synch) and each of these phases may be com-
pleted with success (denoted by action end_synch).

If we take into consideration only the possible behaviors of the syste, then
the low behavior of BoAT is not altered if we consider intruders that interfere
by capturing some of the transmitted packets (replace, e.g., term Ch’ by term
Ch_lossy of Table[). In fact, even if an adversary blocks some handshaking pack-
ets, the observable low-level view is given by a sequence of actions end_synch,
each one preceded by at least one action init_synch. On the other hand, it is easy
to see that a denial-of-service attack conducted by an adversary (which eaves-
drops the channel and discards each transmitted packet — consider, e.g., term
Ch_blind of Table [B]) is the only kind of attack that is responsible for altering
the expected low view of the system. In fact, in such a case, the low-level action
end_synch is never enabled. However, if we take into consideration the proba-
bilistic information, we observe that the probability of observing the successful
handshakes (with respect to those that fail) depends on the probabilistic be-
havior of the intruder. For instance, if the considered channel is term Ch_lossy
of Table B] then the probability of observing the low-level action end_synch
depends on parameters d,, dp, and d;, which probabilistically model the loss
percentage of audio packets, probe packets, and install packets, respectively.

Based on these considerations, we conclude that BoAT does not satisfy the
security property. Now, we are interested in estimating how the security level of
BoAT is affected by the adversary strategy. More precisely, we want to evaluate
if the honest participants are able to detect any external attack and how to

2 Given S C AType, s denotes the sequence, in alphabetic order, of types contained in
S, while s - s’ denotes the catenation of the two sequences s and s’; we also denote
by Seq% the set of k-length sequences with domain D.

3 We can apply the noninterference theory for nondeterministic processes if we ignore
the probabilistic information reported in the algebraic specification of BoAT.
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Table 3. Some models of possible channels.

Ch_lossy 2 (prepare_packet, .Ch_lossy +da prepare_packet, . For_packet) +
((prepare_probe,.Ch_lossy +% prepare_probe,.For_probe) +
(prepare_install,.Ch_lossy +% prepare_install,. For_install)) +

idle_R..Ch_lossy
For_packet trans_packet, .Ch_lossy + idle_S «.For_packet
For_probe trans_probe, .Ch_lossy + idle_S «.For_probe

trans_install..Ch_lossy + idle_S..For_install

[T~

For_install

Ch_blind 2 ((prepare_packet,.Ch_blind + prepare_probe,.Ch_blind) +
(prepare_install, . Ch_blind + idle_R..Ch_blind))

behave in such a case. To this aim, we pass to the performance model of BoAT
in order to derive performance measures of interest.

4.3 Mixed Performance/Security Analysis of BoAT

Before introducing the performance model of BoAT, we specify the kind of attack
whose effects we are interested in evaluating. Since we concentrate on the half-
duplex part of the audio communication from the sender to the receiver, we take
into consideration all possible attacks performed by an adversary that eavesdrops
(and possibly captures) the packets generated by the sending site. Moreover, we
consider the preliminary authentication phase preceding the audio conversation
as a secure step. Therefore, since all packets are enriched with timestamps and
encrypted with secret keys, we consider forgery, authentication and replication
attacks by any external party as not meaningful. Instead, an adversary can try
to conduct a cryptanalysis attack in order to compromize the privacy of the
conversation. Since the secrecy level of BoAT trusts on the short duration of
each session key (about a second of conversation, i.e. the time between two
consecutive handshaking phases), and the robustness of the stream cipher used
by BoAT may depend on the quantity of data encrypted with the same key (see,
e.g., [BSWO00]), then the probability of cracking a session key increases if several
consecutive handshaking protocols fail, because in such a case the same key is
used to encrypt several seconds of conversation. With this in view, a strategy
for a dishonest adversary consists of intercepting and blocking the packets of
the handshaking protocol, in order to weaken the secrecy condition of BoAT by
extending the lifetime of each session key.

In the previous section, we have described a model of the channel (see the
fully reactive term Ch_lossy of Table B]) that expresses such a kind of attack.
More precisely, it is easy to verify that, from the viewpoint of a low-level external
observer, the probabilistic behavior of term Ch_lossy (expressed by parameters
da, dp, and d; only) within the overall system is responsible for affecting the
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probability distribution of the successful handshakes. In this section, we quan-
tify the difference between the behavior of the system without intruders and
the behavior of the system under the attack specified by term Ch_lossy. To
this end, we first pass to a performance model by considering the temporal be-
havior of processes Sen and Rec, and then we analyze the composed system
((Sen ||&(Ch_lossy || g Rec))/(S U R))\ATypen, by varying the probabilistic be-
havior of term Ch_lossy. Note that the two limiting scenarios are represented
by (7) the channel that blocks all the transmitted packets (see term Ch_blind of
Tabled)), and (i7) the channel that forwards each transmitted packet (see term
Ch of Table B)). The goal of our analysis is the evaluation of the throughput of
the handshaking protocol (i.e. the mean number of handshakes completed with
success per time unit) for each adversary strategy between the two limiting sce-
narios. In the following, we show how to model the temporal behavior of each
component according to the features of BoAT specified in [ABGROTIRGPSBOI].

As far as the sender model is concerned, we consider a sending site that
produces 25 audio packets per sec. To this end, the time unit we adopt for
process Sen is 40 ms, i.e. each action of term Sen takes 40 ms on average to be
executed or, equivalently, the mean action frequency of term Sen is 25 actions per
sec. Moreover, we assume that the time between two consecutive handshaking
phases is about 1 sec. The probabilistic parameters shown in Table [l exactly
reflect such temporal assumptions. In particular, since action prepare_probe has
to be executed once a second on average and the mean action frequency for
process Sen is 25 actions per sec, in each discrete step the action to be executed is
prepare_probe with probability 1/25 = 0.04 and prepare_packet with probability
1 —0.04 = 0.96. If such actions are enabled in the composed system, then the
action idle_S is not; on the contrary, if such actions are not enabled, then the
action idle_S is performed with probability 1.

In term Sen” | the probability 0.96 of sending a packet different from a probe
message has to be distributed between the two possible events: the transmission
of either an audio packet or an install message. Since the install message is
not sent as soon as the response message is received, but only during a silence
period, we employ parameter in to express the probability of executing the
action prepare_packet with respect to the action prepare_install. In practice,
as parameter in increases, the probability of being in a talkspurt increases as
well. Since experimental studies show that the duration of a silence period is
about the 30% of the duration of a talkspurt [HSK98JABGROI], in the following
we assume in = 0.7, meaning that the probability of transmitting the install
message (instead of an audio packet) is equal to 30%.

In term Sen”, parameter s expresses the probability of being in a silence pe-
riod between two consecutive talkspurts. More precisely, the duration of the in-
activity phase of the sender is probabilistically modeled according to a Bernoulli
distribution with parameter s: the sender either stays in its idle period with prob-
ability s-0.96 or starts a new talkspurt with probability (1—s)-0.96. If the sender
is not allowed to send packets (i.e. actions prepare_packet and prepare_probe are
not enabled), the action 7 expressing the idling period is executed with proba-
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bility 1. As far as the experimental scenario is concerned, we assume s = 0.7,
namely in term Sen’” we start a new talkspurt (instead of staying idle) with
probability 30%.

As far as the receiving site is concerned, the time unit adopted for term Rec
is 1 ms, i.e. each action of term Rec takes 1 ms on average to be executed or,
equivalently, the mean action frequency of term Rec is 1000 actions per sec. This
choice expresses the fact that the receiving site is always ready to accept packets
and, if necessary, to immediately send back a handshaking packet.

As far as the overall system is concerned, we now compute the global time
unit u and the parameters of the probabilistic parallel operators for the composed
system ((Sen [[%(Ch_lossy || g Rec))/(S U R))\ATypen. The global time unit v is
the inverse of the global action frequency of the composed system, which in turn
is equal to 25 (i.e., the action frequency of term Sen) + 1000 (see term Rec)
= 1025 actions per sec. Note that the process modeling the channel is completely
reactive (that means we abstract away from the transmission delays experienced
along the channel), so that it does not express a process with its own advancing
speed. Moreover, we also have that in each system state both processes Sen
and Rec can execute at least a generative action. Hence, parameter p represents
the advancing speed of term Sen within the overall system and is given by the
ratio of the action frequency of term Sen over the global action frequency of the
composed system, i.e. p = 25/1025 =~ 0.02439.

From the algebraic specification of the composed system we can derive a
DTMC, since the related labeled transition system is fully specified in the sense
that all the choices are fully probabilistic or, in other words, reactive actions
are never enabled. Therefore, in order to obtain steady state based performance
measures, we adequately attach rewards to actions and we analyze the related
DTMC. To this end, we resorted to the software tool TwoTowers [BCSS9S],
which has been extended to support the generative-reactive approach of our
probabilistic calculus. Such a tool also implements the algebraic reward based
method needed to specify and derive performance measures. On the one hand,
we evaluate the throughput of the handshaking protocol at the sending site, i.e.
the number of handshaking phases completed with success, expressed in terms
of occurrences of actions of type trans_ack. This is done by attaching a reward
equal to 1 to the action trans_ack and a reward equal to 0 to each other action.
On the other hand, we also evaluate the throughput for the receiver, i.e. the
number of audio packets arrived at the receiving site, in terms of occurrences
of actions of type trans_packet, by attaching a reward equal to 1 to the above
action and a reward equal to 0 to each other action.

The performance results we are going to present have been obtained by vary-
ing the probabilistic behavior of the channel model. As we have shown, an adver-
sary that is interested in extending the lifetime of each session key tries to inter-
cept and discard the handshaking packets. Given that all packets are encrypted,
an adversary cannot distinguish the audio packets from the handshaking packets
originated by the sender. Hence, in a first scenario we assume that an intruder
can just try to randomly discard some of the transmitted packets. In particular,
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we vary from 0% to 100% the percentage of packets captured and blocked along
the channel by the dishonest intruder. The extreme value 0% corresponds to the
behavior modeled by term Ch of Table Bl while the extreme value 100% corre-
sponds to the behavior modeled by term Ch_blind of Table Bl For each other
value, we consider term Ch_lossy and, by assuming d, = d, = d; (expressing
the probability of discarding audio, probe, and install packets, respectively), we
vary such parameters from 0 to 1.

In Fig. Bl we show the tradeoff between the percentage of packets discarded
by an adversary that eavesdrops the channel and the throughput at the sending
site in terms of occurrences of actions of type trans_ack, which expresses the
completion with success of the handshaking phase. As an expected result, the
number of synchronizations completed in a second decreases as the percentage
of lost packets tends to 1. In particular, in case of a perfect and private channel,
the audio protocol completes about 0.866 handshaking phases per sec. For a loss
rate less than 10% such a throughput is still tolerable (greater than 0.7 phases
completed per sec), but as the loss rate increases (20% and more) the throughput
rapidly converges under 0.5 phases completed per sec, i.e. less than one synchro-
nization every 2 sec. In particular, in Fig. [J] we also show the tolerable area
beyond which the number of successful synchronizations is so low that (i) the
estimated playout delay cannot represent an accurate evaluation of the current
state of the channel [HSK9S/RGPSBO1], and (i¢) the lifetime of each session key
is noticeably greater than 1 sec. The main result that we derive from such an ex-
periment is that the probabilistic behavior of the environment (adversary) affects
the throughput of the three-way handshake protocol as measured by the sender.
Similarly, we can infer the effect of the adversary behavior on the receiving site.
In Fig. @ we show the tradeoff between the percentage of packets discarded by an
adversary that eavesdrops the channel and the throughput at the receiving site
in terms of occurrences of actions of type trans_packet. Once again, the num-
ber of packets received in a second decreases as the percentage of lost packets
tends to 1. In Fig. Ml we also report the area denoting the performance that is
desired by the authenticated parties, in the sense that beyond such an area (i.e.,
for loss rates greater than 10%) the quality of the perceived audio dramatically
jeopardizes the comprehension of the conversation [RGPSBO1JABGROI].

The analysis conducted above clearly shows that each change in the proba-
bilistic behavior of the (hostile) environment is reflected upon the performance
behavior of BoAT as measured by the honest participants. Such an informa-
tion can be exploited in order to quantify the risk for the encrypted data to be
cracked by a dishonest third party. By comparing Fig. [3] and Fig. [d we observe
that an intruder that captures packets in a random way affects the performance
of both audio packet throughput at the receiving site and handshaking through-
put at the sending site. If the behavior of the intruder makes both throughputs
come out from the tolerable area, the honest participants decide to cut off the
communication due to the scarce QoS. If this is not the case, the throughputs
maintain high values and, as a consequence, both audio quality and data secrecy
are not compromized.
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Fig. 3. Handshaking protocol throughput.

A more interesting result can be obtained by dealing with a clever adversary
that somehow is able to intercept the handshaking packets transmitted by the
sender. If this is the case, the intruder attack can make the throughput of the
handshaking protocol decreased, without substantially altering the audio packet
throughput at the receiving site. For instance, an adversary may try to exploit
the fact that the install packet is sent during a silence period in order to inter-
cept and block such a handshaking packet. However, this attack can be easily
avoided by a sender that generates and transmits encrypted dummy packets
during the silence phases between consecutive talkspurts, so that the adversary
cannot detect the install packet. Alternatively, an intruder may try to guess the
instant in which the probe packet is transmitted by the sender. Such a strategy
can cause serious damage to the security level of the audio protocol if exactly 1
sec passes between the transmission of two consecutive probe messages, as in the
original proposal of BoAT. Indeed, by assuming such a behavior of the sending
site, the intruder can get a good approximation of the transmission time of the
probe messages by eavesdropping the conversation from the beginning.

With this in view, here we evaluate the trade-off between the throughput of
the synchronization protocol and the capability of the intruder of guessing the
probe packets. To this end, we make the following assumptions. Supposed that
the ith handshaking phase starts approximately 4 sec after the beginning of the
conversation, we assume the instant of the transmission of the related probe mes-
sage to follow a gaussian distribution with mean value i and standard deviation
dev. By varying parameter dev and by fixing the width of the temporal interval
around time ¢ within which the intruder discards all the transmitted packets, we
employ the normal distribution tables [Bey90] to measure the probability for the
intruder of stopping exactly the probe message (such a probability is assigned to
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Fig. 4. Audio packet throughput at the receiving site.

parameter d, of term Ch_lossy of the algebraic specification). In a first scenario,
we assume that the intruder discards 5 packets transmitted around time ¢, by
covering a time interval of 160 ms. If one of them is the probe packet, then the
percentage of lost audio packets (modeled by parameter d,) is 16%. In a second
scenario, we assume that the intruder discards 3 packets only, by covering a time
interval of 80 ms. This corresponds to d, = 8%. Finally, parameter d;, which
models the percentage of lost install packets, is set to 0, because the transmission
instant of such a packet is out of the time interval within which the adversary
captures packets.

In Fig. Bl we show the results that derive from the analysis of the BoAT
specification where the term modeling the channel is changed according to the
behavior above. We point out that the throughput of the handshaking protocol
is computed exactly as explained in case of Fig. Bl The curves are obtained by
varying the probability for the intruder of guessing the probe message according
to different values of parameter dev, which varies from 25 to 400 ms. A low
value of the standard deviation dev means that the approximation made by
the intruder is accurate with high probability, because the ¢th probe packet is
indeed transmitted around time ¢, while a high value of dev means that the
intruder has a lower chance of guessing the probe message. Hence, by increasing
parameter dev the throughput of the handshaking protocol tends to its limiting
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Fig. 5. Trade-off between handshaking protocol throughput and intruder strategy.

value 0.866, which represents the case in which no packets are stopped by the
intruder. In the first scenario, i.e. when the intruder discards 5 packets per sec,
we observe that for a standard deviation dev less than 100 ms, the throughput of
the handshaking protocol rapidly converges to values corresponding to a lifetime
of each session key noticeably greater than 5 sec (instead of 1 sec as expected
by the protocol), which in many cases is more than enough to crack the session
key and the encrypted data (see, e.g., [BSW00]). Anyway, in such a scenario we
also have that the audio packet loss measured at the receiving site is about 16%,
which represents a limiting performance typical of highly overloaded channels.
Therefore, the audio communication will be likely terminated by the participants
because of such a poor QoS. Instead, in the second scenario, i.e. when the intruder
discards 3 packets per sec, the audio packet loss measured at the receiving site
is about 8%, which is a performance acceptable by the honest participants. In
spite of this, a clever intruder can reduce the throughput of the handshaking
protocol up to about 0.096 and, even in case of parameter dev equal to 50 ms,
the lifetime of each session key is about three times the expected value.

The unwanted behavior described above can be avoided by implementing a
version of BoAT proposed in [AGRO1], which suggests to vary, during the conver-
sation lifetime, the time interval between two consecutive handshaking phases.
More precisely, in order to make difficult for the intruder a precise evaluation
of the time instant in which the probe message is sent, we introduce a random
factor in the computation of such a time instant. To this end, we can employ the
results of the formal analysis conducted above in order to evaluate the relation-
ship between the choice of such a random factor and the number of expected
successful handshaking phases. In particular, instead of sending the ith probe
message exactly ¢ sec after the beginning of the conversation, we could decide to
send such a packet at a time instant sampled according to a gaussian distribu-
tion with mean value ¢ and standard deviation dev. The choice of parameter dev
affects the handshaking protocol throughput and, as a consequence, the lifetime
of each session key and the secrecy level of the audio protocol. By following the
results depicted in Fig. [l it is easy to see that a value of parameter dev greater
than 200 ms is more than enough to guarantee a throughput of the handshaking
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protocol that falls in the tolerable area put in evidence in Fig.[3, independently
of the behavior of any clever intruder.

The mixed security/performance analysis revealed that an attack that aims
at weakening the session keys can be easily prevented by changing the algo-
rithm followed by the sending site to originate the probe messages. We conclude
by observing that the effectiveness of such an attack and the related counter-
move cannot be viewed if we just employ a nondeterministic approach to the
information flow theory. This is because in a nondeterministic setting we can
reveal a denial-of-service attack only, while we have seen that the analysis of the
performance behavior of BoAT is needed to give a quantitative estimate of the
capability of a probabilistic adversary of compromizing the secrecy level of the
audio communication.

5 Conclusion

We conclude by summarizing the two main results presented in this paper. On the
one hand, we have emphasized that a nondeterministic approach is not enough
to analyze the security level of real systems for which a quantitative estimate of
the unwanted information flows is more significant. On the other hand, we have
seen that performance behavior and security level can be tightly connected. To
formally evaluate such a relation, an approach that allows both aspects to be
described and analyzed on the same model is needed.

Finally, it is worth noting that in this paper we have considered a secrecy
property whose analysis should help the modeler to reveal unwanted conditions
in which cryptanalysis attacks can be successfully completed. We did not explic-
itly modeled the weaknesses of the keys by evaluating, e.g., the probability of
guessing a message encrypted through a session key with a certain lifetime. To
do this, we intend to extend our process algebraic approach in order to deal with
cryptographic operations and imperfect cryptography.
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Abstract. Global computing applications co-ordinate distributed com-
putations across widely-dispersed hosts. Such systems present formidable
design and implementation challenges to software developers and syn-
chronisation, scheduling and performance problems come to the fore.
Complex systems such as these can benefit from the application of high-
level performance analysis methods founded on timed process algebras.
In this paper we compare the use of two such approaches, the PEPA
nets and EOS methods, illustrating our presentation with the example
of modelling Web services.

1 Introduction

Our main concern here is comparing existing process algebraic primitives against
the needs arising when modelling global applications with a view to determining
their run-time performance. Communication and especially mobility are pos-
sibly the two main features characterising global computing. There are differ-
ent approaches to their representation. One widely-studied approach represents
mobility implicitly through the communication of links. A name n, representing
a communication channel, is passed to an agent that now becomes connected
through n to all the agents that know the link n. In this way the topology of
the interconnecting network varies while the (distributed) computation goes on.
The typical representative of this class is the well-known m-calculus [16].

An alternative approach to representing mobility and communication is taken
by the PEPA nets formalism, which combines the process algebra PEPA with
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a Petri net infrastructure [9]. In this formalism, which can be regarded as a
high-level Petri net formalism, places are process algebra contexts and tokens
are process algebra components. Mobility is modelled explicitly by the firing of a
transition in the Petri net which has the result of a component moving from one
place to another. Communication is restricted to be local and is modelled by the
usual process algebra communication between components. We have previously
studied the relationship between PEPA nets and the m-calculus, by translating a
subset of the PEPA nets formalism into the stochastic m-calculus [2]. The objec-
tive of performance evaluation is to analyse the dynamic behaviour of a system
and predict performance indices or measures such as throughput, utilisation or
response time. A performance prediction may be useful at specification time
both when the system implementation is known and when the specification is
not connected to any particular implementation. In the first case analysis can
suggest potential technical improvements of the implementation. In the second
case many implementations can be imagined for the same specification and this
could give hints in choosing the more adequate implementation. If a process
algebra model is to be used for this purpose certain aspects of the behaviour of
the model must be quantified. For example, in classical process algebras alter-
native behaviours are modelled by a non-deterministic choice. However from
such a model no predictions about the likelihood of differing behaviours can be
made. Therefore when the objective is performance evaluation, non-deterministic
choice is replaced by probabilistic choice. Similarly, in the dynamic behaviour
of a system the durations of actions (or equivalently the delays between events)
are important and must be incorporated into the model.

Many probabilistic and timed extensions of process algebras have appeared in
the literature in the last 15 years, however the most prevalent approach taken in
performance evaluation is exemplified by PEPA [11]. In this language all actions
have an associated duration which is specified by a random variable, governed by
a negative exponential distribution. In PEPA probabilistic choice is not modelled
explicitly; when more than one activity is possible it is assumed that the activities
race in the sense that each draws from the corresponding distribution function to
obtain a duration for this instance of the activity. The activity with the shorter
duration sample is the one which will be performed first, thus “winning the
race”. In practice, since all durations are governed by a negative exponential
distributions, the relative probability of activities in competition can be derived
by a simple formula. The stochastic m-calculus [18] adopts similar constructs.

In this way, our process algebra models can be used to generate a Continuous
Time Markov Chain (CTMC) which can be solved to obtain a steady state prob-
ability distribution from which performance measures can be derived. In recent
work we have extended PEPA to allow the durations of activities to be defined
via functions rather than explicitly [13,12]. In the context of global computing
this means that the duration of an activity can depend on the state of other com-
ponents. In PEPA nets, again the target representation for performance analysis
is a CTMC, and so both process algebra transitions, and Petri net firings have an
associated duration which is negative exponentially distributed. As previously
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conflicts may be solved by the race policy but it is also possible to assign differ-
ent priorities to different Petri net transitions, giving some firings priority over
others [9].

In the EOS approach [6], the transition labels are enhanced so that they
record the application of inference rules. The designer of the application under
analysis can define evaluation functions that determine the rates of transitions,
by inspecting enhanced labels, as these represent the low level routines per-
formed by the run-time support to execute the transition itself. Since the rates
are also affected by the target architecture, its peculiarities will also affect the
evaluation functions, the parameters of which are then the enhanced labels and
the architectural details [17].

Structure of this paper: The paper is organized as follows. In the next section
we describe our running example of Web services. Section 3 recalls the basics
of PEPA nets, while Sect. 4 introduces the PEPA nets semantics and shows
how performance analysis can be carried out on the running example. Section 5
describes the EOS approach on the 7w-calculus and shows how it can be used
to perform a quantitative analysis of the Web service system. Finally, we draw
some conclusions.

2 Example: Modelling Web Services

Web services provide a technological platform which enables global computation.
In a Web services architecture clients and services are loosely coupled and geo-
graphically distributed. Services are obtained by discovery from registries and
directories. Web service descriptions specify the interfaces and locations of ser-
vices. Method invocation and transport of data are performed by asynchronous
message passing. The computing platform is heterogeneous and architecture-
neutral. The implementation platform is also heterogeneous; web service clients
may be implemented in a different implementation language from the service
application. All of the above qualities typify global computation: distributed
computations across heterogenous platforms utilising discovery services to effect
remote evaluation.

Another typical quality of global computations is that they take place across
administrative domains. In consequence they must coordinate communication
and evaluation across different security contexts. Firewalls are used in distributed
systems to safeguard systems against attack, preventing unrestricted communi-
cation between remote sites. Their presence is a necessity but one which causes
problems for some communications protocols. Web services however are accessed
by HTTP. The use of the HT'TP protocol virtually eliminates the complications
caused by firewalls.

Web services achieve global accessibility in practice by adherance to open
standards which are widely supported and used. Both communication protocols
and data formats are standardised. Web services are globally positioned by giving
each a unique Uniform Resource Identifier (URI). Clients and services in a Web
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services architecture exchange XML-encoded messages using the standard SOAP
protocol. The use of XML for data carriage provides an abstraction barrier over
the language-dependent in-memory data formats used in application programs.
The SOAP protocol provides a high-level transport and may itself be layered
over native network protocols such as SMTP or HTTP. A special-purpose lan-
guage WSDL (Web Services Description Language) exists for describing interface
“contracts” between Web service provider and client.

Web services applications incorporate many significant practical advances
over previous generations of distributed systems technology. One cost of their
considerable advantages is that they are resource-intensive systems. Web ser-
vices include many layers of encapsulation which would not be needed in tra-
ditional binary communication protocols. Service lookup is an overhead, as is
XML-encoding. The XML language itself is a verbose, human-readable encod-
ing format which is engineered for clarity, not for compactness. This has the
consequence that XML-encoded method calls are weighty data items which
incur significant transmission costs. The use of the HT'TP protocol is another
overhead. Network reliability, host availability problems and distributed system
faults further degrade performance. For these reasons, Web services provide a
highly appropriate example for performance modelling techniques such as those
presented in this paper.

Process algebras are excellent tools for modelling Web services because they
naturally support peer-to-peer architectures. The co-operator/co-operand style
of process algebras allows an intuitive encoding of control flow logics such as call-
backs. A process algebra which provides direct support for location-awareness is
an added benefit. This provides the right conceptual modelling concepts to rep-
resent mobile code systems ranging from the asynchronous remote procedure call
method provided by Web services to more complex configurations as embodied
in the remote evaluation, code-on-demand or mobile agent paradigms.

3 PEPA Nets

PEPA nets extend the PEPA [11] stochastic process algebra by connecting indi-
vidual PEPA models together as the places of a coloured stochastic Petri net.
PEPA components travel from place to place as the tokens of the net.

A PEPA net differentiates between two types of change of state. We refer to
these as firings of the net and transitions of PEPA components. Each are special
cases of PEPA activities. Transitions of PEPA components will typically be used
to model small-scale changes of state as components undertake activities. Firings
of the net will typically be used to model large-scale changes of state such as
context switches, breakdowns and repairs, one thread yielding to another, or a
mobile software agent moving from one network host to another.

A firing in a PEPA net causes the transfer of one token from one place to
another. The token which is moved is a PEPA component, which causes a change
in the subsequent evaluation both in the source (where existing cooperations
with other components now can no longer take place) and in the target (where
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previously disabled cooperations are now enabled by the arrival of an incoming
component which can participate in these interactions). Firings have global effect
because they involve components at more than one place in the net.

A transition in a PEPA net takes place whenever a transition of a PEPA
component can occur (either individually, or in cooperation with another com-
ponent). Components can only cooperate if they are resident in the same place in
the net. The PEPA net formalism does not allow components at different places
in the net to cooperate on a shared activity. An analogy is with message-passing
distributed systems without shared-memory where software components on the
same host can exchange information without incurring a communication over-
head but software components on different hosts cannot. Additionally we do not
allow a firing to coincide with a transition which is shared, i.e. it is not possible
for two components in one place to cooperate and transfer to another place as
an atomic action. Thus transitions in a PEPA net have local effect because they
involve only components at one place in the net. Maintaining this strict distinc-
tion between firings and transitions is essential in order to provide the separation
into macro- and micro-step state changes that we are seeking to represent.

Each place has a distinct alphabet for transitions and firings, meaning that
the same action type cannot be used for both. Thus there can be no ambiguity
between such micro- and macro-scale transitions.

A PEPA net is made up of PEPA contexts, one at each place in the net. A
context consists of a number of static components (possibly zero) and a number
of cells (at least one). Like a memory location in an imperative program, a cell
is a storage area to be filled by a datum of a particular type. In particular in a
PEPA net, a cell is a storage area dedicated to storing a PEPA component. The
components which fill cells can circulate as the tokens of the net. In contrast,
the static components cannot move.

We use the notation Q[_] to denote a context which could be filled by the
PEPA component ) or one with the same alphabet. If ) has derivatives @Q’
and Q" only and no other component has the same alphabet as Q then there
are four possible values for such a context: Q[-], Q[Q], Q[Q’] and Q[Q"]. Q[-]
enables no transitions. Q[Q] enables the same transitions as ). Q[Q’] enables the
same transitions as Q’. Q[Q"'] enables the same transitions as Q”. As usual with
PEPA components we require that the component has an ergodic definition so
that it is always possible to return to a state which one has previously reached.
This has as a consequence that if Q' is a derivative of @) then it is also the case
that @Q is a derivative of @', for any @ and Q’.

The introduction of contexts requires an extension to the syntax of PEPA.
This extension is presented in Table 1.

For any token component its action type set can be partitioned in distinct
subsets corresponding to transitions and firings respectively. For a component
@ we will denote these sets by A:(Q) and Af(Q), where A;(Q) is the set of
local transitions currently enabled in @ and A;(Q) is the set of firings currently
enabled for ). Note that for a firing to be enabled the token must enable the
corresponding activity, it must be in a place connected to a net-level transition



234 Linda Brodo et al.

Table 1. The syntax of PEPA extended with contexts.

N :=DtM (net)

(definitions and marking)

M = (Mp,...) (marking) D:u=I1%g (component defn)
Mp ::=P[C,...] (place marking) | P[C] ¥ P[C) (place defn)
| PlC,..]¥ P[C] DLQ P (place defn)

(marking vectors) (identifier declarations)

S = (a,r).S  (prefix) Pu=P DLQ P (cooperation)  C == ‘" (empty)
| S+5 (choice) | P/L (hiding) | S (full)
| I (identifier) | P[C] (cell)

| I (identifier)
(sequential components) (concurrent components) (cell term expressions)

of the same type and there must be an empty cell at the output place of the
transition of the correct token type.

We use capitalised names to denote PEPA components (such as P and Q)
and lowercase for PEPA transitions (such as a and b). We use bold capitalised
names for PEPA net places (such as P; and P2) and bold lowercase for PEPA
net firings (such as a and b).

3.1 Markings in a PEPA Net

The marking of a classical Petri net records the number of tokens which are
resident at each place in the net. Since the tokens of a classical Petri net are
indistinguishable it is sufficient to record their number and one could present
the marking of a Petri net with places P;, P, and P3 as (P; : 2, P, : 1, P3 : 0). If
an ordering is imposed on the places of the net a more compact representation
of the marking can be used. Place names are omitted and the marking can be
written using vector notation thus, (2,1,0).

For a PEPA net, we can denote a marking by (P1[Q], P2[-], P3[-]) (the token
at place Pq is in state Q); the other places have no tokens). In general, a context
may have more than one parameter, to be filled by PEPA components of different
types. We denote the ¢th component of a marking M by M;. For example,
(P1[Q], P2[-], P3[-])1 is P1[Q).

It is simple to define a function to count the number of tokens in a PEPA
net term and this function proves to be useful in practice.
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tokens(P) = 0
tokens(P[]) =0
tokens(P[P’]) =1
tokens(P DI Q) = tokens(P) + tokens(Q)
tokens( P/L) = tokens(P)

3.2 Net-Level Transitions in a PEPA Net

Transitions at the net-level of a PEPA net are labelled in a similar way to the
labelled multi-transition system which records the unfolding of the state space
of a PEPA model. A labelling function £ maps transition names into pairs of
names such as («, ) where it is possible that £(¢;) = £(t;) but t; # t;. The first
element of a pair («,r) specifies an activity which must be performed in order
for a component to move from the input place of the transition to the output
place. The activity type records formally the activity which must be performed
if the transition is to fire. The second element is an exponentially-distributed
random variable which quantifies the rate at which the activity can progress in
conjunction with the component which is performing it.

As an example, suppose that @) is a component which is currently at place Py
and that it can perform an activity o with rate r; to produce the derivative @Q’.
Further, say that the net has a transition between Py and Pa labelled by (a, 72).
If Q performs activity « in this setting it will be removed from P4 (leaving behind
an empty cell) and Q" will be deposited into Py (filling an empty cell there).

3.3 Net Structure of a PEPA Net

The class of nets that we currently use for modelling the net structure of a
PEPA net is restricted to structural state machines, i.e. nets whose transitions
can have only one input place and one output place. This means that we can
represent conflicts at the net level, while synchronisations are not allowed. This
is consistent with the fact that PEPA components cannot cooperate on a shared
activity when they are resident in different places.

It is usual with coloured Petri nets to associate functions with arcs, offering
a generalisation of the usual, basic “functions” offered by arc multiplicities. In
PEPA nets the arc functions are implicit. The modification of a token which
takes place when it is fired is wholly specified by the action type of the firing,
the definition of the token and the semantics. Furthermore, although we allow
multiple tokens within net places, only one token can move at each firing. Thus
arc multiplicities greater than one are not allowed.

4 Semantics

The PEPA language is formally defined by a small-step operational semantics.
In order to describe the firing rule for PEPA nets formally we need a relational
operator which is to be used to express the fact that there exists a particular
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transition in the net superstructure. This operator must have the properties that
it identifies the source and target of the transition and that it records the activity
which is to be performed in order for a component to cross this transition, moving
from the source to the target. We use the notation

(a,7)

P, —f— P2

to capture the information that there is a transition connecting place Py to
place P2 labelled by («,r). This relation captures static information about the
structure of the net, not dynamic information about its behaviour. We could
describe the net structure in a PEPA net using a list of such declarations but
the more familiar graphical presentation of a net presents the same information
in a more accessible way.

Definition 1. A PEPA net N is a tuple N = (P,7,1,0,¢,7,C, D, My) such
that

— P is a finite set of places;

— T s a finite set of net transitions;

— I:T — P is the input function;

— O : T — P is the output function;

—0:T — (Af, RYU{T}) is the labelling function, which assigns a PEPA activ-
ity ((type, rate) pair) to each transition. The rate determines the negative
exponential distribution governing the delay associated with the transition;

— 7 : Ay — N is the priority function which assigns priorities (represented by
natural numbers) to firing action types;

— C: P — P is the place definition function which assigns a PEPA context,
containing at least one cell, to each place;

— D is the set of token component definitions;

— My is the initial marking of the net.

The semantic rules for PEPA nets are provided in Table 2. The Cell rule con-
servatively extends the PEPA semantics to define that a cell which is filled by a
component () has the same transitions as @ itself. A healthiness condition on the
rule (also called a typing judgement) requires a context such as Q[-] to be filled
with a component which has the same alphabet as Q. We write Q =, Q’ to state
that Q and @’ have the same alphabet. There are no rules to infer transitions
for an empty cell because an empty cell enables no transitions.

The Transition rule states that the net has local transitions which change
only a single component in the marking vector. This rule also states that these
transitions agree with the transitions which are generated by the PEPA seman-
tics (including the extension for contexts). Recall that the transition and firing
alphabets of any place must be distinct.

The Firing rule takes one marking of the net to another marking by perform-
ing a PEPA activity and moving a PEPA component from the input place to the
output place. This has the effect that two entries in the marking vector change
simultaneously.
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Table 2. Additional semantic rules for PEPA nets.

Cell: )
Q/ * T Q//
(a,7) (Q e Ql)
QR — Q[Q"]
Transition: )
M o, T M/
P o P (o € Ay)
(...Mp,...) — (..., M}, ...)
Enabling:
0 (a,71) o p (ax; m2) p
R i —— P;
) J (a € Af)
("1 Pi[-’u Q1 -’]7 0y Pj ["1 - -~]7 ) () ('-7 Pi['-7 ) '-}7 ] Pj['-7 Qla '-}7 )
Firing:
YL VA VG Y/
(n>m)

(e, 1)

M —— M’

4.1 The Net Bisimulation Relation

In this section we define a bisimulation relation for PEPA nets called net bisimu-
lation. This relation is important both in theory and in practice. In the evolution
of the state space of a model by our tool we only store states up to net bisimula-
tion, i.e. we carry out automatic aggregation over equivalent states. This provides
a dramatic reduction in the state space of the model under certain conditions.

Our relation is defined in the style of Larsen and Skou [14], based on a
conditional transition rate between markings, rather than the strong equivalence
relation of PEPA which considers the transition rates between components. The
conditional transition rate from marking M to marking M’ via action type «,
denoted q(M, M’, «), is the sum of the activity rates labelling arcs connecting the
corresponding nodes in the derivation graph which are labelled by the action type
a. The total conditional transition rate from a marking M to a set of markings
F is defined as

q[M,E,a] = Z q(M, M/’O‘)
M'€EE
Definition 2. An equivalence relation over markings, R C M x M, is a net
bisimulation if whenever (M, M') € R then for all « € A and for all equivalence
classes E € M/R,
q[M,E, o] = Q[M/7E7a]

4.2 PEPA Net Model of a Web Service

In modelling our Web services example as a PEPA net we first identify three
components: Client, WebService and SOA Pmessage. We begin with the simplest
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of these, the SOAPmessage. The lifecycle of this component is that it is built
using a message composition API, then launched over the network and then read
using an XML parser. This leads to another message which is the continuation
of the lifetime of this component. This component plays the role of passive
data in our application so in its description it leaves unspecified (T) the rates
at which these actions are performed, allowing the cooperating partner in the
synchronisation to determine these rates.

SOAPmessage = (compose_message, T).
(launch, T).
(read_message, T).SOAPmessage

A Client divides its time between local computation, the details of which we do
not model here, and Web services interactions. When the client comes to a phase
in its local computation where it realises that it needs to use a Web service it
interacts with the discovery service to obtain a specification of the service. It then
composes a SOAP message to send to the service. The communication with the
remote Web service is asynchronous so the client returns to its local computation,
anticipating that a reply will come later. When a message is returned from the
service the client will read it and make use of the results in the remainder of its
computation.
Client Z (local_computing, ;). Client
+ (discover,rg).Client,
Client, = (compose_message, < ). Client
Clienty & (local _computing, r;). Clients
+ (read_message,r<). Client

The lifetime of a Web service is modelled as a simple loop. Web services requests
are received and read; these lead to the execution of a Web service and the
composition of a message to return the results.

. def .

WebService = (read_message, s ). WebServices

. def . .

WebServices = (transact _service,rs). WebServices
. def .

WebServices = (compose_message, rs). WebService

The places of the net specify that there is a cell (a storage place) for a SOAP
message at the client side and at the Web service side. The message synchronises
on composition and reading activities.

def

Pi[s] = SOAPmessage(s] B WebService
Py[s] © SOAPmessagels] > Client

where L = { compose_message, read_message }

The initial marking of the net places a token on the client side, in its initial
state: (P1[-], Px[SOAPmessage]).

Firing the operational semantics of the example generates the state space
depicted in Fig. 1 with the transition system given in Fig. 2. By erasing activity
names from the labelled transition system we obtain the CTMC given in Fig. 3.
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As a concrete illustration of numerical evaluation take r4 = r,, = 17.03,
r¢ =715 =% =r¢ =3.28 and r, = 1.10. The value of r; is immaterial because
the self-loops on states which are visible at the process algebra level are not
represented at the Markov chain level. In the Markov chain representation we
are concerned with balancing flow into a state against flow out of a state, so
self-loops have no role.

Denote the infinitesimal generator matrix of the CTMC in Fig 3 by Q. As
usual, we solve wQ = 0 subject to . = 1 giving (0.025, 0.132, 0.025, 0.132,
0.394, 0.132, 0.025, 0.132).

1{(SOAPmessage]-] DLQ WebService,
SOAPmessage[SOAPmessage)| BLQ Client)

[\

(SOAPmessage|-] DLQ WebService,
SOAPmessage|SOAPmessage) D§ Clienty)

(SOAPmessage|-] DLQ WebService,
SOAPmessage[(launch, T).(read_message, T).SOAPmessage] D§ Client2)

4{(SOA Pmessage|(read_message, T).SOAPmessage| BLQ WebService,
SOAPmessage|_] BLQ Clients)

w

5/(SOA Pmessage[SOAPmessage)] D§ WebServicea,
SOAPmessage|_] BLQ Clients)

6|(SOA Pmessage[SOAPmessage)] D§ WebServices,
SOAPmessage]_] D§ Client2)

(SOAPmessage[(launch, T).(read_message, T).SOAPmessage] BLQ WebService,
SOAPmessage]_] D§ Client2)

-

8|(SOAPmessage|_] DLQ WebService,
SOAPmessage|(read_message, T).SOAPmessage] BLQ Clients)

Fig. 1. Reachable state space of the PEPA nets Web services model shown as the
markings of (Py, P2).

4.3 Using Logic to Specify Performance Measures

We now explain how to specify performance measures of interest with respect to
a PEPA net model by using a probabilistic modal logic. The appropriate logic
for PEPA nets is one which can specify performance measures over the places of
the net, and has the capability of expressing requirements on tokens in addition
to requirements on the transitions and firings of the net.

We introduce the PML, logic by means of a two-level grammar which sepa-
rates the specification of place formulae and token formulae from the specification
of transition and firing activities. Behaviour at the transition and firing level is
captured by formulae of a sub-logic, PML,,.
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1 —(local_computing,r;) — 1| |5 —(transact_service,rs) — 6
1 —(discover,rq) — 2| |5 —(local_-computing,r;) — 5
2 —(compose_message,rC ) — 3| |6 —(compose_message, ) — 7
3 —(local_computing, ) — 3| |6 —(local_computing,r;) — 6
3 —(launch, r,) — 4 |7 —(launch, r,) — 8
4 —(read_message,r>) — 5| |7 —(local_computing, ) — 7
4 —(local_computing, ;) — 4| |8 —(local_computing,r) — 8

8 —(read_message,r’) — 1

Fig. 2. The transition system of the Web services example.

C
1 04,9 Me 3 m gy
<1 Lrf

S
glm 7l g 5

Fig. 3. The CTMC of the Web services example.

This separation of PML, formulae from PML, formulae enforces a syntactic
restricition on the allowable terms in the logic whereby places cannot refer to the
local state at another place. This reflects the global computing idiom that it is
impossible to know the global state of the system. This restriction also strongly
supports the PEPA nets modelling rule which forbids communication between
components at different places in the net, as in distributed systems without
shared memory.

We present the sub-logic PML,, first. The constant true is represented by tt.
Conjunction and negation are denoted as usual. The term V, represents the
inability of a process to perform an « action. The diamond operator specifies
an activity «, a rate u, and a succeeding formula which is to be satisfied by all
one-step a-derivatives. The accumulated rate of these o activities must be at
least 1. We use ¢, ¢1, ¢2, ..., to range over PML,, formulae.

¢ =ttt
| —¢
| &1 N o2
|
| (),

The meaning of the PML,, connectives is given by reference to the transition
relation of the PEPA net semantics. We require an addition simple auxilliary
definition:

Definition 1 Let S be a set of states. P (a:/\>) S if for all successors P’ € S,
PP, and S {r: P P Pes)=n
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Now let P be a model of a PEPA net process. Then

P, tt

Plk,—¢  f PR, ¢

P':u‘bl/\dﬁiﬁip’:#(bl/\])}:#(%

PE,V, ifP-%

PE,(a),é iff P Y2 S for some A > p, and for all P' € S, P’ |=, ¢

It is convenient to introduce a number of derived operators. These add no expres-
sive power to the logic but they shorten the statement of realistic performance

measures in PML,,.
def

ff = -ttt
[]p¢ < =(a), 0
A, 2 v,

$1V 2 = (1) A (~62))

The PML, logic has as atomic propositions all of the formulae of PML,. In
addition it has conjunction and negation, place formulae and token formulae.
We use ¥, ¥y, g, ..., to range over PML, formulae.

Yu=¢
| -
| 1 Ao
| Pi[¢]
| #P;~n

where ~ = {= %, <, <, >, >}

The meaning of PML, formulae (}=,) is defined in terms of the meaning of
PML,, formulae (=,) and the token counting function for PEPA nets. Let M
be a marking of a PEPA net. Then,

Mi, o Mo
M, — i M,
M’:udjl/\dﬂ iﬂ‘M}:uwl/\M':Vd}Q
M =, Filg] it M; =, ¢

M E, #P; ~ niff tokens(M;) ~ n.

4.4 Selecting States of the Web Services Model

Performance measures characterising the long-run behaviour of the system are
calculated from the computation of the probability of being in selected subsets
of the states of the system.

We now use PML, to characterise some of the states of the Web services
PEPA net model, illustrating its use as a specification language for performance
measures.

The first value which we might wish to quantify is the next-read probability.
This is the probability that one of the components of the model can read a
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message as its next action. We related this formula to the concrete subset of
states of the Web services model as shown below:

HA’!‘ead_messageH = {4,8}

A slightly more specialised quantity is the server next-read probability. This
is the probability that the Web service component can read a message as its
next action. Again we relate a PML, formula to a subset of the state space, in
this case this just turns out to be just a single state.

le [Aread_message]H = {4}

As a final example we can specify the blocking probability. This describes the
cases where a Web services request message is being processed at the server side
and the client is delayed awaiting the reply, performing local computation only.
For the present simple example, there are many ways to express this property
some of which would also be applicable in a more complex, multi-threaded ver-
sion of the model. The most direct expressions seem to come from stating the
number of tokens at one of the places.

[#P1 = 1] = [|#P, = 0] = {4,5,6,7}

5 Enhanced Operational Semantics

In this section we survey Degano and Priami’s enhanced operational seman-
tics (EOS for short) [5]. EOS is built upon operational semantics by enriching
labels of transitions with the (partial) encodings of their proofs. By exploiting
this information, different descriptions of process behaviour can be mechanically
derived, thus expressing both quantitative and qualitative aspects [6]. Here, we
shall concentrate on a quantitative description that enables us to measure the
performance of global applications, specified in the m-calculus [16,15].

We first recall below the EOS semantics of the m-calculus and then the
stochastic interpretation of the enriched labels of the transitions. We shall then
consider the web service example introduced in Section 3.

Definition 3. Let N be a countable infinite set of names which is ranged over
by a,b,...,z,y,... with 7 € N. We also assume a set A of agent identifiers
ranged over by A, Ay, ... . Processes (denoted by P,Q, R, ... € P) are built from
names according to the syntax

P:=0|nP|(vz)P| PIP|P+P|AWy1,---,Yn)

where ™ may be either x(y) for input, or Ty for output (where x is the subject,
singled out by a function sbj and y the object, singled out by a function obj)
or T for silent moves. The order of precedence among the operators is the order
(from left to right) listed above. Hereafter, the trailing O will be omitted.
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Table 3. Structural congruence for the m-calculus.

vz) vz T = (va')(vz)P A =P, if AGEP

(va)(To|Th) = ((vx)To)|Th, if x & fn(Th) (vx)0=0

The process 0 can perform no actions. The prefix 7 is the first atomic action
that the process m.P can perform. The input z(y) binds the occurrences of the
variable y in the prefixed process P. Roughly, a name will be received on the
channel x and it will substitute the free occurrences of the placeholder y in P.
The output prefix T z sends the name z along the channel z without binding z.
In the process (v z) P, the restriction operator (v z) creates a new (unique) name
a whose scope is P. The operator | defines the parallel composition of processes.
In the composition P; | P, the two processes act independently and they may
communicate if they share a common channel name. The summation operator
defines the non deterministic choice: P; + P> behaves either as P, or as P». For
each agent identifier A there is a unique defining equation of the form A(j) < P,
where ¢ is a list of distinct parameters which are the free names of the process
P. Each occurrence of an agent identifier A(Z) will be replaced by the process
P, substituting the list of formal parameters § by the list of actual parameters
Z. Here we assume that the processes associated to agent identifiers contain no
parallel operators, i.e. have sequential behaviour.

We enrich the labels of transitions with tags that record the rules applied in
their derivation and we call the new labels proof terms. We also define a function
£ that maps proofs terms to standard labels.

Definition 4 (proof terms). Let 9 € {||o,||1,+0,+1}*. Then the set © of
proof terms (with metavariable 0) is defined by the following syntazx

0 == Ip | H|loYopo, [[191p1)

with p; = x(2) iff p1—; is either Tz or T(z), for i € {0,1}.
Function £ : © — Act is defined as

20p) = p; £(0(|[oYoso, |[1V1p11)) = T.

Here, we only consider tags that record the occurrences of the parallel and
summation operators, as they suffice for the present treatment. A more detailed
definition is in [19] that uses tags for all the other m-calculus operators.

The enhanced operational semantics is defined by the inference rules in
Tab. 4, assuming the minimal congruence, induced by a-congruence and by the
rules in Tab. 3. Note that the | and + operators are no longer commutative and
associative, and 0 is not the neutral element.

An Interpretation of the Proof Terms. Since the parallel operator has no
congruence rules, we can interpret sequences of parallel tags as abstract addresses
that uniquely identify sequential subprocesses. For example, consider the process
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Table 4. Proved Transition system of the w-calculus.

Act : p.P 5 P
JN pLp
Sumg : 7+09/ Parg : Ta ”(6(9)) ﬂfn(Q) =0
P+Q—P P|Q P |Q
) )
Q—qQ Q—qQ
Sumy : L Par; : Hia ,n(0) N Q) =0
P+l g PlQ 1% pigy
P E_z) P/7 Q z(y) Q/ P f_y) P’
Come : {lo7= =) Open : =0 V7T
PlQ T, i1 ) ()P =L P/
Q z(y) Q’,P Z P P i P’
Comy : NI Res : 3 -, @ & n(l(6))
QP T o {2y} P’ (va)P = (vz)P
P T(z) P/,Q z(y) Q/
Closeo : Plo Toz@ ) PO
|Q —————— (vy)(P'|Q{z/y})
Q z(y) Q/,P z(2) P
Close; :

Q|p Lot =@y 12y | P

S=((Py|a(z).Py) + Q)| (R1 +@2Ry)|T)

whose syntax tree is

/\
/NN

ARV

P1 (l(:L‘).PQ R2 (lZ.RQ

The process (P |a(x).P2)+Q has || as abstract address, while the tree associated
to the sub process T is identified by the abstract address ||1]]1.

Below we introduce the function 0 for extracting abstract addresses from the
proof terms; there is no need to define the function 9 on pairs because it will be
always applied component-wise.
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Definition 5. The function O is inductively defined on proof terms:

A(|ls Ip) = [l: O(Ip)
ou) = €
O(+;9u) €

llot+ollra(z),ll1llo+1a@z2)

For example, consider the transition S < (PL|P2) | (R2|T)
The proof terms of the communication contain the unique abstract addresses:
A(llo +o 1) =lloll1 for the input action and d(||1]lo0 +1) =|/1]|o for the output
action.

5.1 Stochastic Semantics

As it happens for PEPA nets, we associate probabilistic information with actions.
Hence, a random variable Xy, which expresses the time duration of the action
described by 6, must be associated to each proof term 6. The values that Xy can
assume are regulated by an exponential function fp(z) = Ae™**. Our approach
mainly differs from the PEPA one because we do not insert probabilistic param-
eters in the syntax of the calculus, but we derive them from proof terms. The
basic idea is that the operational semantics defines abstract machines and the
proofs of transitions (encoded in proof terms) represent the low level routines of
the abstract machine needed to implement transitions. We then assign rates to
single tags (low level routines) and we give a way of composing them in order
to compute rates of the transitions. Thus, for example, an action fired after a
choice costs more than the same action occurring deterministically. Therefore,
we have two logical phases. First we describe the system functionalities with a
specification language. Then we associate quantitative values with the actions
of the specification through an interpretation function of the proof terms. Such
interpretation function is called rate function. Once rates have been associated
with transitions, we derive CTMC and perform numerical analysis using the
same techniques described in the previous section. Below we give the definition
of the rate function that will be used in our case study.

A Rate Function. We assume that the throughput! of the communication
channels and the size of the messages exchanged are given. We will use two
auxiliary functions: th and size, for associating to each proof term a throughput
and a size measure. The function th associates a throughput with the triple
(99, V1, name), where ¥y and ¥; are the abstract addresses of the subprocesses
that are communicating. The parameter name represents the channel that the
partners in a communication use to interact. The function size associates a byte
size with the couple (9, name), where name is the data sent and ¥ is the abstract

! The number of bits, characters, or blocks passing through a data communication
channel. Throughput may vary greatly from its theoretical maximum. Throughput
is expressed in data units per period of time; e.g. as blocks per second.
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address of the sender process. We use also the function min which returns the
minimum value between its two arguments.

The definition of the rate function is given for the asynchronous and for the
synchronous case:

_ size(obj(p))
B(K) = mracoycatitiy < $o(V)

size(obj (i .
$(I(Wopo, 1111)) = mrprrrorasids X min($(990), $o(991))

where the value returned by the auxiliary function $, represents a slowing fac-
tor due to the time spent by the run time support. Consider the case when
the proof terms record a communication as in ¥(||o¥opo, |[1%1 1) (for the other
asynchronous case similar, yet simpler, considerations hold). The two partners
perform independently some low-level operations locally to their environment.
These operations are recorded in ¥g and ¥y, inductively built by the applica-
tion of the rules that fill in the premises of rules Com or Close. Each of the 9,
leads to a delay in the rate of the corresponding u;, which we compute through
the auxiliary cost function $,. Then the pairing (||oPopo, |[1P%1 1) occurs and
corresponds to the actual communication. Finally, there are those operations,
recorded in ¢, that account for the common context of the two partners. Also,
the slow down due to this common context is computed using $,. Since commu-
nication is synchronous and handshaking, we take the minimum of the costs of
the operations performed by the participants independently (originated by ;)
to make communications reflect the speed of the slower partner2.

For example, if a proof term models a service request from a client to a server
we could interpret the +o and +; tags, contained in the proof term portion of
the server ¥;, as a time degradation factor due to the waiting time spent in
queuing for accessing the server. Also, we can differentiate the slowing factor of
an operator taking care of the position where it has been executed by relying
on the parallel tags, i.e. we can associate with ||o]|1 +o0 and ||o]]1]l0 +o different
values. For simplicity, here we assume $,() = 1. A definition of $, can be found
in [17].

5.2 The w-Calculus Model of a Web Service

We now model the Web service presented in Sect. 2, made of five components:
Client, WebService, SOAPmsg, Discover and Database. In our scenario we con-
sider the Universal Description Discovery Integration (UDDI) registry, modeled
by the process Discover, which provides to the client the description of the
web service. Moreover we assume that the WebService process queries a remote
database, described as the process Database, in order to execute its task.

For the sake of readability, we write x_a for a place-holder that will be
replaced with the value a.

2 Recall that the lower the cost, the greater the time needed to complete an action
and hence the slower the speed of the transition occurring.
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The Discover process interacts with the Client process by accepting the
request ask_Des on the public channel dis. The name ask_Des represents the
description of the service that the Client needs. The Discover sends back to the
Client the private name des along the channel ask_Des. The name des represents
the description of the service that the Client asked for.

Discover(dis) < dis(x_askDes).(v des)z_askDes des. Discover (dis).

The Client process interleaves the activity of looking for web-services with
various other activities that we express with output actions on the channel
localComp. When the Client needs a web service, it sends the request askDes to
the Discover on the public channel dis. Then, the Client sends the description
des, received by the discovery service, to the SOAPmsg on the public channel
client. After that, it executes local operations, localComp , until it receives the
answer service from the SOAPmsg along the private channel des.

Client(localComp, dis, client, y) o localComp y. Client(localComp, dis, client, y)
J’_
((v askDes)dis askDes.askDes(x_des).
client z_des.Clientz(des, localComp, y)

)

Clientz(des,localComp,y) o localCompy. Client2(des, localComp, y)
J’_
des(x_service).
Client(localComp, dis, client, y)

The SOAPmsg process uses the public channel client to accept a descrip-
tion of a service, des, from the Client seeking for a web service. Then, the
SOAPmsg is ready to send to the WebService the new name newdes, represent-
ing the client’s request, on the public channel web. The SOAPmsg will receive
the answer, service, from WebService along the private channel newdes and
then it will send back the answer to the Client along the private channel des.

SOAPmsg(client, web) < client(x_des).(v newdes)web newdes.
newdes(x_service)x_des r_service.

SOAPmsg(client,web)

The WebService process interacts with the SOAPmsg receiving the request
on the public channel web. Then, it connects with a remote database, using the
public channel data and the private channel newdata, to retrieve the informa-
tion it needs to complete its task. Finally, it replies the answer serwvice to the
SOAPmsg on the channel newdes.

WebService(web, data) = web(x_newdes).(v newdata)data newdata.
newdata(x_service).x_newdes r_service.

WebService(web, data)

The Database process simply receives a request from the WebService along
the public channel name data and then gives back the answer using the private
channel newdata.
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Fig. 4. The changes in the channel topology of the Web services example.

Database(data) = data(z_newdata).(v service)z_newdata service.
Database(data)

The complete system is given by composing in parallel the processes defined
so far:

P(localComp, dis, client, y, web, data) = =)

(C’lzent(localC’omp, dis, client, y) | Discover(dis)) |
(SOAPmsg(client, web) | (WebService(web, data) | Database(data)))

For the sake of readability from now onwards we shall write the process
identifications omitting the parameters. Fig. 4 shows how the processes of the
system interact. In particular the arcs between the processes are the communi-
cation channels: the ones with dotted lines are auxiliary channels and the circled
numbers attached to the channels indicate the temporal order in which they are
used.

The transition system generated by applying the enhanced operational seman-
tics is illustrated in Fig. 5. Fig. 6 displays the processes passed through during
a computation.

In order to obtain the rates for each proof term, we apply the rate function $
using the measures in Fig. 7. Recall that the function th associates a throughput
to a pair of abstract addresses and a channel name; and that the function size
associates the byte size of the data communicated to an abstract address and a
data name, see Sect. 5.1. Some comments on the quantitative modeling of our
example are in order. We do not need to associate a rate to the transitions corre-
sponding to the execution of the asynchronous action localCompy, because the
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— |lollo +olocalCompy —

— lo {llo +1dis{askDes),||1 dis(x_askDes)) —
— |lo {|lo askDes(x_des), ||1 askDes{des)) —
—{llollo client{des),||1]lo client(z_des) —

— Iz {llo web{newdes), ||1]jo web(z_newdes))

— |lollo +olocalCompy —

— |lillx {lo data{newdata), |1 data(x-newdata)) —

— lollo +olocalCompy —
— |lillx {Jl1 newdata{service),||o newdata(z_service)) —
— |lollo +olocalCompy —
— |l {J|o newdes(z_service), ||1]jo newdes{service)) —
— |lollo +olocalCompy —

O[T U || W N =]~
| J[0| [T | O |[W| N —

—(llollo des(z_service), |10 des{service)) —

Fig. 5. Transition system of the process P.

self-loops are not represented by the Markov chain model. We assume that the
communication connection from the Client to the Discover has the throughput
of 300K byte/sec, and that the communication connection from the Discover to
the Client has a slower throughput of 250K byte/sec (first and second rows of the
tables in Fig. 7). We assume that the communication between the Client and the
WebService is asynchronous, thus we consider that the Client requires a shorter
time to send the SOAPmsg to the WebService than the time the WebService
needs to receive the SOAPmsg (third and fourth rows of the tables in Fig. 7).
The difference between the sending time and the receiving time could be sen-
sible if the Client and the WebService are located in two distant geographic
regions or else if there are waiting queues for accessing the WebService. Recall
that the SOAPmsg process represents a message which is sent by the Client
to the WebService and then by the WebService to the Client. The communica-
tions between the WebService and the Database model the time spent by the
WebService to execute its task (fifth and sixth rows of the tables in Fig. 7). For
the last two communications between the WebService and the SOAPmsg and
between the SOAPmsg and the Client we again suppose that the sending time
of the SOAPmsg is shorter than the correspond receiving time.

In Fig. 7 we also associate quantitative measures to the private names ask_
Des, newdata, newdes and des, (when used as data) assuming that they will
not vary significantly from one execution of the system to another.

Fig. 8 shows the infinitesimal generator matrix Q of the CTMC. We solve
7Q = 0 subject to > 7 = 1, obtaining the vector
m = (0.014,0.033,0.05, 0.063, 0.05,0.031, 0.255, 0.212) as stationary distribution.

Adopting the technique for computing the rewards, described in [4], we can
analyze for instance the probability of using the data name des. We consider the
following reward array (0,1,0,0,0,0,0) that has value 0 everywhere and value
1 in the position of a state with an outgoing transition whose label contains the
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—

(Client | Discover) | (SOAPmsg | (WebService | Database))
(‘askDes(z_des).client x_des.Client2(_des) | (v des)askDes des. Discover)

|
(SOAPmsg | (WebService | Database))
( client des.Clientz(des) | Discover) | (SOAPmsg | (WebService | Database))
( Clientz(des) | Discover)
|

DO

w

=

((v newdes)webnewdes.newdes(z_service).des x_service.SOA Pmsg

\
(WebService | Database))

( Clientz(des) | Discover)
|

Ut

(newdes x_service.des(z_service).SOAPmsg

\
((v newdata)data newdata.newdata(x _service).newdata sevice. WebService) | Database))
( Clientz(des) | Discover)

(=2

(newdes(x_service).des x_service.SOA Pmsg

|

((v newdata)newdata(z_service).newdata x _service. WebService

|

(v service)newdata(service). Database))
( Clientz(des) | Discover)
|
(newdes(x_service).des x_service.SOA Pmsg | ((v newdata)newdes service WebService) | Database))
( Clients(des) | Discover) | des service.SOAPmsg | (WebService) | Database))

3

0

Fig. 6. Reachable state space of the m-calculus Web service model P.

name des as data (see the transition system in Fig. 5). Thus we obtain that the
probability of the system to use the name des as data is 0.033. We also can rely
on more specific tags of the proof terms, considering for example the probability
that the SOAPmsg and the WebService are interacting. The correspond reward
array is (0,0,0,1,0,1,0) that has value 0 everywhere and value 1 in the position
of a state with an outgoing transition located at ||1]o, [/1]1]]o. The resulting
probability is 0.318.

6 Conclusions

If they were to be viewed purely formally as high-level description languages
for specifying continuous-time Markov chains, then PEPA nets and the Stochas-
tic m-calculus would be considered equally expressive. That is to say, for a given
CTMC C, it is possible to construct a high-level model in either formalism such
that the underlying CTMC derived from the model is isomporphic to C'. This is
a fundamental agreement in expressive power, but it is a rather weak one, sim-
ilar to the agreement that all programming languages are Turing complete. In
this paper and in related work [3] we have sought to understand the connections
between these formalisms more thoroughly.

The modelling paradigms supported by PEPA nets and the Stochastic -
calculus EOS approach have a common root in using interleaving models of
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th : Kbytes/secs. size : Kbytes
(||0H07 HOHladiS) 300.00 (HOHO,H‘SkDeS) 10
(llollos llollx, askDes)  1250.00 (o)1, des) 20
(llollo |11 ]]o, client) 250.00 (lollo, des) 30
(||0H07 ||1H07web) 200.00 (HlHO,HereS) 30
(lxllxllos Illxlx, data) |250.00 (I[2[l1]lo, newdata)| 30
(Il oy 2 ll1 ]2, newdata)|200.00 (1]l l1, service) |150
(Il1llos lI1]jo, newdes)  |250.00 ()11 |0, service) |150
(Ilollos Nl 1o, des) 300.00 (Il1]lo, service) {150

Fig. 7. The functions th and size applied to the proof terms of the transition system
in Fig. 5.

120 91223 83 4

6.66 T 1 8.33

gt ql%¢s. 2 5

Fig. 8. The CTMC of the Web services example.

concurrent systems to first describe and then analyse the temporal behaviour
of global and mobile code applications. However, there are many opportunities
in such an enterprise to exercise creativity in the expression of concepts such
as process mobility and performance metrics over models of mobile code sys-
tems. The differences between the PEPA nets approach and the EOS approach
highlight points where different design choices were made.

Inside the behavioural description of a system the modeller needs to repre-
sent sequential execution and causal ordering of events. Over this aspect of the
behavioural modelling there is close agreement between PEPA nets and EOS.
However, process algebras also need to represent the concurrent composition
of sequential behaviours and concepts such as synchronisation, parameterisa-
tion, naming and scoping. In stochastically timed process algebras particularly
there are many ways to design and justify the synchronisation operator for pro-
cesses [10, 1] and different design decisions are naturally taken in the PEPA nets
and EOS approaches.

Adjacent to this, and perhaps of greater importance, is the use of the process
algebra machinery in defining the meaning of terms in the language and legit-
imising their analysis. The differences between PEPA nets and the EOS approach
are most pronounced here. The EOS approach encodes the rules which are used
to produce the derivatives of a process as proof terms in their derivations. This
information is implicit in a PEPA net one-step derivation although a proof of
any derivation could be obtained by revisiting the operational semantics of the
language or by using an EOS semantics for PEPA nets [7]. The proof terms play
a central role in the performance analysis process for EOS. The evaluation cost
function is defined over the proof terms of the language and hence built into
the language at the same level as the operational semantics. The cost function
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and the operational semantics interoperate, with structural congruence rules for
operators being disabled by their use in the definition of the evaluation cost
function.

In constrast for PEPA nets, performance measures over a model are defined
outside the operational semantics for the language, and this separation is high-
lighted by the use of a separate logical language, PML, for the expression of
these measures. This separation means that the interpretation of the language
constructs is unchanged across models and so tools supporting the language
can perform optimisations such as quotienting by PEPA’s bisimulation equiva-
lence [8]. This operation is performed by rewriting the terms denoting process
derivatives to amalgamate syntactically distinct terms which represent processes
which no external observer could distinguish. This has the effect of reducing the
state space of the system and therefore reducing the numerical computation
effort which is needed to find the steady-state probability distribution for a
given assignment of values to the symbolic rates of the model.

Despite these differences in methodology the present paper illustrates that
the two modelling approaches can be used effectively in modelling real-world
global computing applications and complement each other well in practical use.
Both of the modelling methods used here are continuing to develop both in theory
and in practical application. When, as in the present paper, we can compare
modelling idioms in use we have the opportunity to see how to import analysis
methods and techniques from one formalism to the other, to the benefit of both.
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